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EMCO Ping Monitor 9

Chapter 1: Introduction

Welcome to EMCO Ping Monitor. You have chosen an easy-to-use software product that allows you
to monitor host states and the connection quality of monitored hosts. The program is designed to
alert you when there are issues with monitoring hosts, when hosts change their states or when
monitoring values exceed thresholds. The program collects monitoring statistics, including different
monitoring metrics, and can generate reports with detailed information on the performance of any
monitored host. This manual provides you with detailed information on all of the program features.
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EMCO Ping Monitor 9 Introduction

Using Documentation

EMCO Ping Monitor was designed to be a tool with an intuitive user interface that can be used by
people with different levels of technological knowledge. The program encompasses an initial
configuration wizard that helps you to configure the program for the first start. In addition, every
interface dialog provides you with hints and clear error messages. It should help you to use the
program successfully without reading this manual. Anyway, it's recommended to review the Getting
Started guide to familiarize yourself with the main features of the program.

To get detailed information on the program features, settings and user interface views, browse the
manual content and choose the section you want to read.

Getting Help

If you face a problem, it makes sense to check the errors reported in the Log view. If the problem
can be resolved by a user, the error in the log includes troubleshooting information, so you can
follow the suggestions to resolve the problem. In other cases, you may contact the support team at
https://emcosoftware.com/support.

To get help on the problem, you need to provide the support team with the problem details. For
example, you can send the error notification you received and the steps you had performed before
getting this error. Provide the support team with all the available information regarding the problem
to speed up the problem reproduction and troubleshooting.

Copyright © 2001-2022 EMCO. All rights reserved. 5
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Chapter 2: Getting Started

EMCO Ping Monitor is software that monitors multiple hosts simultaneously. The program sends ICMP
echo requests to hosts on a regular basis and analyzes echo replies to detect the state and the
connection quality of the monitored hosts. Ping results are saved by the program and are analyzed
to calculate metrics used to evaluate the quality of the connection between the monitoring server
and the monitored host.

WAN

Ping Monitor is a tool that helps you to proactively identify problems in your network infrastructure
and reduce downtime. Below you can find a list of typical scenarios of using Ping Monitor.

¢ Host state monitoring. You can use the program to continuously monitor the state of hosts
(i.e. to detect if they are up or down) using ICMP pings and be notified when a host state
changes. The program provides you with information on the current state of every host and the
entire monitoring system by displaying the quantity of hosts in different states.

e Connection quality monitoring. In addition to monitoring the host states, the program can
monitor the quality of the network connections using the metrics based on ICMP pings. When a
host is up, its connection quality may vary; therefore, a continuous monitoring of the quality
allows preventing potential problems. The program can send you notifications when the
connection quality changes, so you can take required actions if needed.

Copyright © 2001-2022 EMCO. All rights reserved. 6
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e Host performance analysis. The program saves monitoring statistics, so you can access it
anytime to see how the host performance metrics changed over time. You can estimate the
host performance for any historical time range and generate reports with detailed statistics.

o Integration with other systems. It is possible to integrate the program with other systems.
For example, the program can notify other systems when the host state or quality change. You
can also export raw ping data to open them in other systems.

In the following chapters, you can learn how to use the program in the scenarios listed above and in
other cases. Getting Started provides you with a general overview of the program features and
practical advices on using the program. For detailed information, you can refer to other sections of
the product documentation.

How the Program Works

The program is designed for simultaneous monitoring of multiple hosts. The number of monitored
hosts depends on the program license. The Free edition allows monitoring of up to five hosts, and
the Professional edition allows monitoring of up to 250 hosts. The Enterprise edition doesn't limit the
number of hosts. The practical limit of monitored hosts depends on the used hardware. You can
monitor 8,000+ hosts on modern hardware. The technical limit of the program is 32,000 hosts.

What is Ping Monitoring and How it Works

The program uses the ICMP protocol to monitor hosts over a network. Every host is monitored
independently from other hosts to guarantee a high monitoring performance. The program sends
ICMP echo requests to a monitored host and analyzes its echo replies. Echo requests, which are
called pings, are sent on a regular basis at particular time intervals, so the program continuously
interacts with the host and can detect the moment when it stops replying to ping requests.

When the program sends a ping echo request and gets a reply from the host, the ping is considered
as passed, and the program saves its round-trip time. When there is no echo reply from the host,
the ping is considered as failed. If pings fail, it means that there is no connection between the
program (the Ping Monitor server that sends pings) and the monitored host.

What is the reason for ping failure? A ping can fail due to different reasons, for example,
when the pinged host is turned off, when there is a network problem between the source
and destination, or when there is a DNS problem and the host name cannot be resolved to
the correct IP address. Usually, a ping fails when its round-trip time exceeds the configured
timeout. It happens when the pinged host or the network infrastructure is overloaded and
ping requests cannot be processed in time.

How the Host State is Detected

One of the main goals of Ping Monitor is helping you to detect problems with the monitored hosts
automatically, so the program continuously monitors the hosts to detect their current state. The Up
state means that the monitored host works and replies to ping requests. The Down state means
that the monitored host is unreachable and it doesn't reply to ping requests.

How does the program detect the host states using pings? If pings pass successfully, it means that
the host works, so it has the Up state. If pings fail, it means that the monitored host isn't
reachable. A single failed ping usually doesn't indicate a problem, because pings can fail sometimes
even for properly working hosts. However, if several pings fail in a row, it means that there is a
problem and the host state should be changed to Down.

Copyright © 2001-2022 EMCO. All rights reserved. 7
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All the monitoring parameters used by the program are configurable and can be changed if required.
Below you can see an example of a host monitoring sequence to understand how monitoring works
and what parameters are used in the monitoring configuration.

Monitoring Sequence

o State Check Interval = 3 sec Regular Pings Interval = 10 sec
Monitored Host — ¢ k ¢ X
A F 3 F N F 3 F rF 3 r F A
v v A 4 v
: - — Sl
ng Monitor Down Check Attempts = 3 pings Up Check Attempts = 1 ping
Host States

Haost is Down Alert

Unstable

Eod) Eod)

The program continuously monitors a host by sending ping echo requests on a regular basis at a
Regular Pings Interval (10 sec in the example). If a ping fails, the next ping request is sent after a
State Check Interval (3 sec in the example). As you can see, the program uses different ping
intervals when the host state is stable (either Up or Down) and when it is changing (from Up to
Down or vice versa). Using different intervals allows you to tune monitoring according to your needs.

The program uses Up Check Attempts (I ping in the example) and Down Check Attempts (3 pings
in the example) to detect the state changes. For example, using the default settings the state
changes from Up to Down when 3 pings fail in a row. Using the default settings, the host state
changes from Down to Up when 1 ping has passed.

When a host goes Down, the program creates an alert to inform you about the problem. A list of
active alerts is displayed in the program, so you can review the current problems. You can configure
the program to send e-mail notifications, show balloons in Windows Tray, play sounds or execute
custom actions on alerts or events, such as host state changes, etc.

Copyright © 2001-2022 EMCO. All rights reserved. 8
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Changing and Tuning the Monitoring Settings

You can change the used configuration on the Monitor Settings page of the program preferences

. These settings are used by all monitored hosts. Using a commercial edition of the program,
you can override the common settings and specify individual settings for hosts and groups. To enter
individual settings for a host/group, you need to open it for editing and switch to Monitor Settings.

Preferences *
L g2l - .
L]
L_,I,:n.mﬂg ~ | Monitor Settings
-3
Moniter Settings PFing Moenitor conducts monitoring of the connection stabus by sending pings to the
T monitoréd host. Tune the monitoring behavior by configuring the outages condifions,
Connection Quality availability checks and ping options.
Performance
Monitoring Statistics Fing Opttons
. & Specify a regular interval for sending ICMP echo requests to a host; this intenval is used
e Dptan @ | when the host is in a stable state. The state is considered stable as soon as it is
Intervals confirmed by the spedified number of lost/delivered packels in a row.
Autamation Regular Ping Irtenal [seck 1]

Latency Measurement

Configure the number of consecutively delivered packets for the host to become up,
the numbeer of lost packets in a row for the host to be treated as down and the
interval batween checks Tor stable state.

Q Alerts and Events

Up Check Attempts: 12 Dowmn Check Attempts: L s
State Check Intenvall [se<k 1 :
| General W
) The host will become Up as soon as any packet is delivered and will become
y Down in no [&55 than 2 seconds after the forst losk packet.
Miscellanecus W
Défine the ping opération limeout, choose the size of the packet to be sént in an echo
request and time to live for the packet.
Ping Timeout (msk 1500 : Packet Size (bytesk 32w
Time To Live (TTL: 282
ann more abaut Pin tign
Restore Defaults Apply
Restore Defaults oK Cancel

Pic 1. Monitor Settings

Monitoring settings allow you to change ping intervals and to check attempts used to detect
Up/Down states. These settings were explained above. You can also change the ping packet size,
the ping timeout and the TTL (time to live). Note that depending on the used edition of the program
and the initial configuration set at the first start of the program, the default monitoring settings may
vary, but you can change them anytime if required.

What settings should you use in different cases? There is no universal answer to this question,
because the optimal settings depend on the case, but it makes sense to follow these
recommendations:

e Don't use too large and too small intervals. Small intervals increase monitoring workload,
which may matter if you monitor hundreds or thousands of hosts. For example, if you reduce the
interval by 2 times, the program will send twice as many pings during the same interval. Large
intervals make monitoring less responsive because it requires more time to detect state

Copyright © 2001-2022 EMCO. All rights reserved. 9
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changes. For example, it makes no sense to ping a host once per hour because a host state
may change many times during an hour and these changes will not be detected.

e Avoid false positive reports by increasing Up/Down check attempts. If you set check
attempts to just one ping, the host state can be changed on every ping. If the connection is
unstable, you will constantly notice state changes and will not be able to react appropriately.
By increasing the number of check attempts, one reduces the number of potential false-positive
state changes; but at the same time, too large a number of check attempts makes monitoring
less responsive. For example, if State Check Interval is set to 10 seconds and you set Down
Check Attempts to 1000 pings, an outage will be detected 10.000 sec later at the earliest, i.e.
over 2 hours after the onset of problems.

How to estimate the monitoring responsiveness, i.e. the time required for the monitoring
system to detect a host state change? The program sends ping requests on a regular basis,
so it immediately detects that pings start to fail, but it isn't reported as a host state change
to avoid false positives until the number of failed pings detected in a row reaches the Down
Check Attempts value. In this case, pings are sent with a State Check Interval. To
evaluate the minimum time required to report the Down state after the first failed ping, you
need to multiply State Check Interval by Down Check Attempts. To evaluate the minimum
time required to report the Up state after the first passed ping, you need to multiply State
Check Interval by Up Check Attempts.

What settings should I use if I need to detect state changes no sooner than in 2 minutes after the
problem onset (in other words, outages shorter than 2 minutes shouldn't be detected)?

In this case, first we need to decide how often the host should be pinged in the transitional state. If
it should be pinged every five seconds (State Check Interval should be set accordingly), how many
pings do we need to send to detect a state change? Let's calculate: 120 sec. (2 min.) / 5 sec. =
24, so we need 24 pings to detect a host change with this interval and can enter this number as Up
Check Attempts and Down Check Attempts.

Note that the interval and the number of attempts are inversely related, so as one value is
increased, the other one should be decreased if you wish to maintain the same monitoring
responsiveness. In the above example, if we set State Check Interval to 3 sec., how many pings
are required to detect a state change? This number can be calculated as 120 sec. (2 min.) / 3 sec.
= 40, thus we need 40 pings to detect a host change with this interval and need to set Up Check
Attempts and Down Check Attempts to 40 pings.

Local, Remote and Web Access to the Program

The program has a client/server architecture. The server works as a Windows service to monitor
hosts, send notifications and generate reports. The client is a Windows application with a GUI that
allows you to connect to the server and manage the monitored hosts, review statistics, change
settings, etc. When installing the program, you can select to install the server, the client, or both.
Thus, you can install the client and the server on the same PC or different PCs.

It is recommended to install the Ping Monitor server on a Windows server or another computer that
is always on, so monitoring can run in the 24/7 mode. The Ping Monitor GUI client can be installed on
the same or a different computer, since the program allows clients to connect to the server
remotely over a LAN/WAN/VPN. You can install multiple clients that can connect to the same server
and work concurrently. To be able to connect to the server remotely, you need to open ports 48030
and 48031 in the firewall on the computer where the server is installed.

Copyright © 2001-2022 EMCO. All rights reserved. 10
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When running the Ping Monitor client, you should specify if you would like to connect to a server

installed locally or remotely . If you wish to connect to a remote server, you should enter its
host name or IP address.

RS The program supports different numbers of simultaneous client connections depending on the
I used license. The Free edition of the program supports only one connection, the Professional
edition supports two connections, and the Enterprise edition doesn't limit the number of

simultaneous connections.

The server requires user authentication, so when using the default settings, you need to specify a
Windows account that is a member of the Administrators group on the computer where the server is
installed. If your current Windows session satisfies this condition, you can enable the Use Windows
session Credentials option and skip entering the username and password.

EMCO Ping Monitor Enterprise *
Connect to Server
Specily if you would ke to connect bo the Ping Manitor b*
Enterprise server located on the local PC or on a remote one, L

The sender i5 running on the local host

® The senver is runmning om a remote host

Hait Mame / IP Address: | MERCURIUS W
Uger Nama: MERCURIUS Alex
Password: T

Use Windows sestion credentials

Learn more about connedting to 1ocal and remole senvers

Connect Clase

Pic 1. The server connection dialog

The program allows you to configure who has access to the server. You can allow access for
selected Windows users/groups and can assign different roles in the program to different users. For
example, you can provide an administrative access with all permissions to a specific user group and
a read-only access to all other users. You can learn more about using roles and permissions in the
Access Control chapter.

The program uses secure communication between the client and the server, so all the data
traffic is encrypted. By default, the program uses a self-signed SSL certificate, and you get
a warning that the used certificate isn't trusted when you connect to the server. If you
have a SSL certificate, it's recommended to specify it in the program preferences to validate
the identity of the server when connecting to it remotely.

Copyright © 2001-2022 EMCO. All rights reserved. 11
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Monitoring Web Interface

In addition to the GUI client, you can also use the monitoring web interface that offers features
similar to those available in the GUI client. The web interface allows you to review the state and
quality of the monitored hosts, get detailed host statistics and start/stop monitoring of hosts and
groups (S50 The current version of the program doesn't allow managing hosts and settings
through the web, so you need to use the GUI client to add/delete hosts and to change the program
settings.

B @ Overvigw - EMCO Ping Meniter % | < - o b1
O (@ @ localhoseds11/Mimezone=America/Los_Angeles s T @ g
&€ T OVERVIEW e

State & Quality

2 Al £} Active

Activity State Quality
B |- B
“ IR tivg n Do Warning

Statistics Surmnrmary

- Paused Bad Alerts Summary
ﬂ Critical @
Panding O@
State Summary
Performance 5 Minutes | v Alerts £2 Al £} Active
[0 e — S D$
- = Critical !ﬂ
i li i
i I Major Quality Surnmary
= FE)
: Minor
Performance: [l vigh B redium m m
B Lo B oty Acknowledged

Uptime: 012806

SERVER HELP & SUPPORT
Version: 2005050 Getting Started
Time Zone: (UTC-08:00) Pacific Time (US & Canada) Documentation

Wideo Tour

EMBCO Pirey Monitos 90 Swlrast Agto

WVAII0TT SATET AM

Pic 3. Monitoring web interface

The program uses Microsoft IIS to deploy the monitoring web interface. During installation of Ping
Monitor, the program installer automatically activates Microsoft IIS and deploys the monitoring web
interface if you choose to install it. When installed with default parameters, a corresponding
shortcut appears in the Windows Start menu, and you can use it to open the monitoring web
interface in a browser.

Copyright © 2001-2022 EMCO. All rights reserved. 12
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Managing and Configuring Hosts

At the first start of the program, you have an option to specify hosts that will be monitored by the
program. After you have entered hosts, you can find them in the Hosts view located on the left of
the main screen of the program. Using this view, you can see all the hosts added to the program
and check if they are currently being monitored. In the Hosts view, you can add/delete hosts and
manage their settings, so you need to open this view to add all the hosts that you plan to monitor.

Adding New Hosts

There are multiple ways for adding hosts to the program. You can use one of the following
approaches depending on your needs:

e Add a single host. To add a single host you need to select New > Host in the context menu
or on the toolbar of the Hosts view. In the dialog that appears, you can add a host by name or
IP address. The program supports hosts with dynamic IP addresses: in this case, you need to
enter the host name and turn on the option This host uses a dynamic IP address, so the
program will resolve the host name to an IP address at every ping.

o Add multiple hosts by an IP range. This option can be used when you need to add multiple
hosts at once and all of them are within the same IP range. To use this option, select New >
Host in the context menu or on the toolbar of the Hosts view. You should add the start and
end addresses of the IP range, and all IPs from this range will be added into the program

By default, these hosts are added as IP addresses, but suppose you need to add them as host
names. The program can resolve IPs and add them as host names if the option Resolve
address to host name is turned on. There is also another useful option: Do not add if not

resolved. When this option is enabled, the program skips the IPs of which cannot be resolved
to host names.

Copyright © 2001-2022 EMCO. All rights reserved. 13
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o Import hosts from a file. This option is helpful when you have a list of hosts to be added into
the program, and it isn't convenient to add them one-by-one or as an IP range. To use this
option, select Import in the context menu of the Hosts view and follow the instructions
available in the Importing and Exporting Hosts chapter.

Add Host

General

Monitor Settings
Connection Cuality
Performande

Gateway Options

Specify Monitored Host Information
Provide & host address Lo manitor along with additional host infarmation, indicate if the host uses & dymamic IP address,
and override the monitoring settings, if required

=—i=| Enterthe single network host address or the IP addresses range to monitar connection to.

2—| The single host address can be specified both as a host name and an IP address.

Add Single Host

o

® Add Haitt Range

®

[P

StartIP: | 132 . 168 . 10 ., 50 EndIP: | 192 . 168 10 4

Intervals
Resobve address to host name
Automation
Alerts and Motifications Labek Group: |Texas w4 |
Motification Time Drescription:
Redipients
Custom Fields
| Start menitaring when added
Add Cancel

Pic 1. Adding hosts

Note that the program automatically starts monitoring the added hosts because the Start
monitoring when added option is enabled by default in the Add Host dialog. Disable this option if
you don't need to monitor the added hosts immediately.

If you need to add a list of hosts into the program, the easiest way to do so is to import
them. Create a text file with the .csv extension and specify the host names or IPs in this file,
where every line contains one host. Then select the Import option in the context menu of
the Hosts view and follow the steps of the wizard that appears to import the created file.

L£E

Starting and Stopping Monitoring of the Hosts

When you add a host, the program starts monitoring it automatically. If you need to start or stop
the hosts monitoring manually, you can do it in the Hosts view. To start or stop the monitoring,
select the required host and choose the Start Monitoring or Stop Monitoring options in the
context menu. The program also allows you to start/stop the monitoring of multiple hosts with a
single click, for which you can select multiple hosts or groups and choose the corresponding context
menu options.

Copyright © 2001-2022 EMCO. All rights reserved. 14



EMCO Ping Monitor 9 Getting Started

The monitoring state is preserved even if you restart the computer running Ping Monitor
server. The server works as a Windows service, so it runs on when you start the computer
and can continue monitoring automatically. By default, the program preserves the same
monitoring state of the hosts, so monitoring continues for the hosts that were monitored
before the restart. If required, you can change that and configure the program to start or
stop monitoring hosts regardless of their previous state, and set the hosts that should be
monitored after the program restart. You can find these advanced options on the
Automation page of the program preferences.

Deleting Hosts

To delete a host, you need to select it in the Hosts view and choose the Delete option in the
context menu. It is possible to delete one or multiple hosts at once. Note that when you delete a
host, all its collected statistics is deleted as well, and it isn't possible to restore it.

if

{ ( If the host deletion option is disabled, it means that it isn't possible to delete the host
' because it is currently being monitored. You need to stop monitoring the host to be able to

delete it.

Copyright © 2001-2022 EMCO. All rights reserved. 15
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Configuring Host Settings

An addition to the name or IP address, every host can have various settings that allow customizing
its monitoring options, notifications, performance estimation and other aspects. You can configure
these settings when you add a host, or change them later by editing the host. On the left of the
host configuring dialog, you can find the navigator, and on the right, you can apply the required
changes

Add Heost x

Specify Monitored Host Information ]

Prowvide a host address to manitor along with addtianal host information, indicate if the hast uses a dymamic IP address,
and override the monitoring settings, if required ossssesssnns,

| Tuné the monitering behavior by configuring the intervals bebtween &cho requests, the ping

General :ﬁ. # pacicet options, and the number of lost/delivered packets in a row required to reach a stable
’ ’ = host state.
Monitor Settings
| Override configuration Change common configuration  Reiet to common

Connectian Quality Specify a regular interval Tor sending ICMP echo requests to a host: this interval is used

when the host is in a stable state. The state is considered stable as soon a5 it is confirmed
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Pic 2. Host settings

The Professional and Enterprise editions of the program allow overriding the common settings used
for all hosts and specifying individual settings for a selected host. For example, by default, all hosts
use the monitoring settings specified on the Monitor Settings page of the program preferences, but
you can override them for some hosts, and use custom ping intervals and check attempts.

f} By specifying individual settings for hosts and groups, you can specify different e-mail
2 notification recipients for different hosts and groups, so the program will send e-mails to the
relevant recipients only.
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Organizing Hosts in Groups

To organize hosts in the program, you can create groups and add the hosts into these groups. Why
do you need to add hosts into groups? There are a few examples to consider:

e Using a group, you can start and stop monitoring all hosts in a group with a single click. If you
have several different types of hosts that should be monitored differently, you can create
several groups and add your hosts to those groups, so you can start and stop monitoring those
groups independently.

e You can override the default monitoring and notification settings for multiple hosts at once by
specifying custom settings for a group.

e When creating a report, you can configure it to include statistics for all the hosts in a group.
Then you can update the hosts in the group, and the report will be updated automatically to
provide statistics for the actual list of hosts in the group.

e For a group, you can see the total number of hosts with different state and quality
characteristics.

To add hosts into a group, you need to create the group in the Hosts view and specify the hosts to
be added into it.

Avoiding False Positive Outages Detection Using the Gateway Option

Let's analyze a typical situation: suppose you monitor a remote host located in the Internet, and
pings to that host start failing, so the program reports an outage. An outage means that there is no
connection between the computer where the Ping Monitor server is installed and the monitored host.
Usually, there are two possible reasons for this problem. The first reason: the monitored host is
down, so it isn't available for you and for other users. The second reason: you have lost the
Internet connection, so the host isn't available only to you, but it is available to other users. By
using a gateway in the program, you can distinguish between these cases.

In the program preferences, you can specify the gateway IP address to check and confirm the ping
results. So, how does a gateway work in monitoring? If a ping to the host passes, the gateway
check is skipped; but if the ping fails, the program pings the specified gateway. If the gateway ping
passes, it means the problem lies with the monitored host, and the host ping is considered as failed.
After the configured number of Down check attempts, the host state changes to Down if all the
pings have failed. However, if the gateway ping fails together with the host ping, it means this isn't
a host failure and a host outage isn't reported.

You can configure a common gateway to be used for all the hosts on the Gateway Options page of
the program preferences. If required, you can override the common settings and specify an
individual gateway in the host settings.

What host can be used as a gateway? From the technical point of view, you can use any
host with a static IP address, because the program allows using an IP address only as the
gateway. It makes sense to specify an always-on host located on the route between the
monitoring server and the monitored host. Note that you can specify multiple IPs as
gateways, if required.

=)
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Program Navigation

The program allows you to work with the different types of data and perform the different
operations. For example, you can manage hosts monitored by the program, review monitoring
results, generate reports, etc. These operations can be performed in the different views described
below.

Hosts Management

To start monitoring hosts you need to add them into the program. You can do it in the Hosts view
that is displayed by default in the left side of the main screen.

The Hosts view allows adding and removing hosts to the program, exporting/importing hosts and
configuring hosts settings. This view allows you to organize hosts into groups to create hosts
hierarchy and for managing multiple hosts as a single entity.

In the Hosts view to can start and stop monitoring of the hosts and see hosts, which are monitored
currently. Note that the view doesn’t provide any information about host state, statistics or other
results of monitoring. This information is provided by other views, described below. The Hosts view
is used for managing hosts and activating their monitoring.

Working with the Monitoring Information

All hosts monitoring information collected by the program is represented in the document interface,
displayed by default at the center of the main screen. A document contains all monitoring results
and allows you to navigate through the monitoring data quickly and easily. When you open the
program at the first time, you can see a default document, which displays the monitoring information
for all hosts. If required, you can open additional documents to display monitoring results for
selected hosts or to tune data representation within the document.

In the document you can navigate through the monitoring information using the navigation panel,
located at the left side of the document . By default the program shows Overview, that
displays charts representing the current state of monitoring. You can click the buttons on the
navigation panel to open the Statistics Summary, Alerts Summary, State Summary and
Quality Summary pages.
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Pic 1. Navigation panel

You can use the navigation panel to navigate through specific characteristics of the monitoring
data. For example, the Alerts Summary page displays current alerts and the Statistics Summary
page displays states of hosts. The Overview page and the summary pages with statistics, alerts,
state and quality, display information for all hosts on a single screen  Pic 2}
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Pic 2. Statistics summary view for all hosts
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If you need to see detailed information about a specific host, you can click it in on a summary page.
It works as a drill-down from a list of hosts to a selected host. For example, if you click on a host in
Statistics Summary, you will navigate to the Statistics page of the clicked host. It displays all
statistics collected for the host
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Pic 3. Host statistics
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When you are on the host level, you can review all other information, available for the host. Use the
navigation bar, located on the top right corner. It allows you to switch to Statistics, Alerts, State
and Quality pages of the host. You can also use the Up button to navigate to the upper level

. On the left side of the navigation bar you can see a host name or a name of the current
page, so you can always know your current location.

A | | Statistics | | Alerts | | State | Quality

Pic 4. Navigation bar
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You can use either the navigation panel or navigation bar to navigate through the hosts, but the
navigation panel buttons allow you to open summary pages displaying information for all hosts with a
single click. Using the navigation bar you can walk through hosts hierarchy and navigate through
different pages of the host.

As mentioned above, the program allows you to work with multiple documents. For example, you can
open documents with different hosts. To create a new document click on the Document button in
the New group of the Home menu on Ribbon. In this case the program creates a new document
with all hosts. To create a document with specific hosts select the hosts in the Hosts view, then
right-click and choose Show Overview In and then New Document. You can change a list of
hosts displayed in the view by enabling the Link with Selection option in the document and
selecting hosts in the Hosts view.

Documents are displayed as tabs, so you can switch between them quickly. You can right-click a
document tab to pin, rename or duplicate it. You can also undock a document by dragging its title
and dropping to another location on the screen to reorganize visual layout of the program.

Managing Reports

You can configure and run reports using the Reports view. To open it, click the Reports tab,
located by default at the left bottom corner of the main screen. The Reports view displays available
reports, you can create a new report or run a report in this view.

Access Control, Log and Operations Management

You can configure users, which can use the program, in the Access Control view. In the Log view
you can see logging events generated by the program. The Operations view displays a list of
running operations. All these views are displayed in the corresponding tabs that are located at the
bottom of the main screen.
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Monitoring Host State

Ping Monitor is designed to continuously monitor host states and notify you when the host state
changes. As explained in the How the Program Works chapter, the program uses ICMP pings to
monitor hosts and detects the host states as Up or Down. The Up state means that the monitored
host is reachable and it replies to ping requests. The Down state means that the host is
unreachable and it doesn't reply to ping requests. There is also the Pending state, which is reported
when the host state detection is in progress and the state isn't detected as Up or Down yet.

Using the Overview and State Summary Pages

When the monitoring is started, you can find the general state of the monitoring system on the
Overview page TR The groups of circles on the chart correspond to the groups of numbers
displayed on the right. The first group shows hosts monitoring activity, the number of hosts that are
Active (i.e. currently monitored), Inactive (i.e. currently not monitored) and Paused. The second
group shows the number of monitored hosts that are Up or Down now. The numbers located on the
right of the view are clickable, so you can navigate to the hosts with the selected characteristics.
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Pic 1. Hosts Summary
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If you need to review the host states, you can open the State Monitor page by clicking the
corresponding button on the navigation panel, located on the left side of the document. This page is
designed for control rooms displays the state of all the hosts on a single screen and can use the
sorting and filtering features to display the required hosts only. The State Summary page supports
different modes of data representation.
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Hosts can be displayed as tiles where the host state is indicated in different colors: green if the
host is Up and red if the host is Down. You can change the size of the displayed tiles to fit all the
entries into a single screen [ Pic 2}
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Pic 2. State Summary displaying hosts as tiles

If you select a small size for the tiles on State Summary, the host names aren't displayed so
that a maximum number of entries could fit the screen. To see the name and other
information, hover the mouse pointer over the box for the program to show the host data on
the tooltip.

Alternatively it is possible to display hosts and their states as a table [ Pic 3}
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Pic 3. The State Monitor view displaying hosts

To switch to the table presentation you need to click the Table button on the toolbar located
above the displayed data.

Sorting, Grouping and Filtering Hosts

If you monitor hundreds or thousands of hosts, State Summary shows too many entries. How do
you organize them? There are several options available, and you can find the corresponding controls
on the toolbar of State Summary.

e Sorting. You can sort the displayed hosts by host name or by time. You may notice that for
every host you can see the time when the current host state was detected. When sorting by
time, on the top of the screen you can see the hosts states of which have recently been
changed.

¢ Grouping. If you enable the Group by Severity option, the hosts in the Down state are
displayed on the top of the screen.

¢ Filtering. Use Filter Editor to select the hosts that should be displayed. For example, you may
choose to display only the hosts in the Down state.
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Displaying Host Groups

You may notice that by default State Summary shows only hosts even if you organized hosts into
groups. To see the groups, you may click on the Groups button available on the toolbar. As a
result, only groups will be displayed, and you can see how many hosts in every group are Up, Down

and Pending

. If you click on a group, State Summary shows all the hosts that belong to

this group. You can also click on the numbers that represent the quantity of hosts in different
states to drill-down to those hosts.

State Summary

Manitonng all Hos

Wi- @ Hosts ) Grougs. <L

Akron

Growge Morth AmericaUined States

1

Up

Amarillo

rgupe Marth AmericsLng ed Shates

1

Up

Arlington Heights

rowpe Marth americyLng ed tates

1

up

Atlanta

roupe Marth americy/ng ed States

$E R WEERS

Aliquippa

Group: North AmericaLinibed States

1

Up

Ann Arbor

Group: North Amencnbinited $ates
Up

Ashburn

aroups North amencanited st

289 3

Up G

Aurora

Lroups North amencainimed st

Pic 4. The State Monitor view displaying groups
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The hosts that don't belong to any group are displayed in State Summary in the special
virtual group called Individual Hosts.
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Host State Details

The State Summary page displays state information for multiple hosts. If you need to see details
for a specific host, you can click the host to drill-down. As a result you navigate to the host and
can review a real-time pings chart, which shows the result of the latest pings. You can use it to see
whether the latest pings have passed of failed. Besides, on the same chart you can see how the
host state is changing depending on the ping results. On the host you can see also the statistics of
the last 20 pings and host state intervals for the last hour [Pic 5}
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Pic 5. Host state details

To go back and see all the hosts again, click the Up button located on the navigation bar in the top
right corner.
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Best Practices in Host State Monitoring

You can organize hosts monitoring using different approaches and choose the right one depending
on your needs. For example, you can rely on alerts and notifications, so when the monitored host
goes Down or Up, you are notified about the state change. This approach requires that you
configure notifications, and once this is done, you don't need to run the GUI client. All information
required to troubleshoot the problem is delivered in notification messages. You can learn how to
configure notifications in the Managing Notifications chapter.

If you plan to use the programin a control room to monitor hosts states, you may expand the State
Summary page to the whole screen and monitor host state changes in real-time LT In this
case, you may configure a filter to reduce the number of displayed hosts and show only the hosts
that require your attention, for example the hosts that are Down.
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Pic 6. State Monitor displayed in a control room

The user interface of the GUI client is customizable, so you may organize it as you need. You
can undock the document with hosts statistics, drag it to a dedicated monitor, press F11 to
hide the window title and occupy all the available space with it. Refer to the Main features of
UI Elements chapter to learn how to reorganize Ul elements.
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Monitoring Connection Quality

The host state monitoring represented in the previous chapter is one of the main features of the
program because it allows you to detect changes in the host state. It is very important to know
when the monitored host goes Down, and when the host is Up, but it is also important to estimate
its connection quality. Monitoring of the quality of the connection allows you to estimate its current,
real-time characteristics and qualify it as Good, Warning, Bad or Critical. Connection quality
monitoring allows you to quickly identify potential network problems and resolve them before they
are escalated.

How Connection Quality is Detected

The program uses ping results to calculate the connection quality metrics of the monitored host.
The connection quality is a real-time value detected at the current moment, so the program uses
the latest ping results to calculate the quality metrics. By default, the program uses the packet loss
and the latency to detect the connection quality, but it is possible to use the jitter metric as well.
The quality metrics are configured on the Connection Quality page of the program preferences,
where you can tune the settings used

Preferences H
..:'.'1.‘ v il
. Connection Quali
: P
Menitoring t}!"
Monitor Settings Fing Monitor can caloulate the connection guality for remote hosts based on the set of the
Connectian Ouality latest pimg replies. Here you ¢an set up the connection quality parameters.
Performance Quiality Monitor
Monitornng Statistics .’ Specify the number of responses in a sample and the latency percentile to be used for
Gateway Options fa‘ chedking the hosts connedtion quality.
Intervals Sample Hize (ping): 20| 5| Estimate Quality Since (ping): @ 105
Aytomation

Lateney Percentils B6): | 50|
Lake ncy hMeasurement

Define the conditions to be used for checking the real-lime hasts connection quality

that is based on a set of the latest responses.
Q Alerts and Events W The packet loss percentage in the sample is greater than the value
Warning [ S|wl Badpk 0|5
| General v @ The connection quality is Critical when the packet ioss percentage is 100%

v The latency percentile of the pings from the sample is greater than the value @

[V b W Wamning (ms): 100|5|  Bad {ms) 00| 5
The packet delay jitter for the sample is greater than the valus @
Restore Defaults Apply
Restore Defaults 0K Cancel

Pic 1. Connection Quality settings
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By default, to calculate the packet loss, latency and jitter for a host, the program uses the last 20
ping results. To detect the connection quality, the program uses both the packet loss and the
latency. With the default settings, the quality is reported as Good if the packet loss is below 5%
and the latency percentile (50%-ile) is below 100 ms. The Warning or Bad quality is reported if any
of the metrics exceeds the specified thresholds. For example, the Warning quality is reported if the
packet loss for the monitored host is 10%. The Critical quality is reported when the packet loss is
100%, it means that the host doesn't reply to pings, so there is no connection between the
monitoring server and the monitored host.

By default, the common settings configured in the program preferences are used to detect
the quality of all the hosts. It is possible to override the common settings and specify
individual settings for hosts and groups.

Using Quality Summary to Track the Quality of Hosts and Groups

After the hosts have been monitored, you can see the quality statistics displayed in the Overview
view, where you can see the number of hosts with a Good, Warning, Bad and Critical quality. By
clicking on the displayed numbers, you can navigate to the hosts with the selected characteristics.

To see the quality values of all the hosts, you can switch to Quality Summary by clicking the
corresponding button on the navigation panel.

By default hosts are displayed as tiles. This representation is designed for control rooms and can
show the connection quality of all the hosts on a single screen. The connection quality is
represented in different colors, and the key quality metrics are displayed for every host. This view
allows you to identify, for example, the hosts with a Bad quality and see the metrics used to define
the quality as Bad
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Pic 2. The Quality Summary displaying hosts as tiles
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Alternatively you can display hosts and their quality as a table Click the Table button
located on the toolbar above the displayed data to switch to the table presentation.
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Pic 3. Quality Summary displayed as a table

The data visualization in Quality Summary is similar to the data visualization in State Summary,
SO you can use the same approaches to managing data. In particular, you can display hosts and
groups in the view and use data sorting, grouping and filtering features, which are explained in the
Monitoring Host State chapter.

In the Quality Summary page you can click a host to drill-down and see quality metrics for the
host. The latest ping results used to calculate the quality metrics are displayed in a chart together
with the latency percentile value. On the same screen, you can also see the packets distribution
chart and the calculated metrics of the packet loss, latency and jitter.
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h-11129.emcosoftware.com 1 Statistics | | Alerts | | State | | Chuality
= A - A . - e
¥ Morth AmencatUnited SatesiSan Luss Obispa -
BET | country Code: US, RegionCade: Cabormia/CA
BB Espart Ruw Data | ©3) .
A
o Packels [Latest 30)
195
- ]
Fudiet Loss: Latenice @ 0
138
Packels Distnbution (Latest 20) =
= 18
1% g2
]
‘_. 183
130
[} 1
4 2=
90 L i £ i 8 18 s 2 18 2 & " 3 o
+ packeti: [l Lotency [ 50 Percentile Lost Unreadhabls
Packet Logs: Latency: Jates
0% 1543 me 016 me ouality: [l Goed warming [l Bed [l Critical [l Peasing Uargachible

Recent intervals ®

Bl bport - (=

G
Type End w Duration
Warrsng L0 BIRA2 A DO:0A:30 A
y Bad L0322 BI42 AM DO
Warreng QFZL022 B34 AN D09
Bad pleriran T2 Ak DRELI9
Wharrrg WREI033 E1T05 Ak OEedk5E

BFETEHYYE B AL B AR AR by

Pic 4. Quality metrics of a host

By navigating to host details, you can see the ping results for the host in real-time and track the
quality changes.

Best Practices of Connection Quality Monitoring

To monitor the connection quality, you can use the same approaches as explained in the Monitoring
Host State chapter. If you plan to use the program in a control room, you can open Quality
Summary for a visual tracking of quality changes. For example, you can configure a filter to display
hosts with a Critical, Bad and Warning quality only, so if any host with those characteristics appears
on the screen, you will be able to take the required actions to resolve the problem.

Another approach is based on using notifications sent by the program when the quality of the
connection to a host changes. For example, you can create an alert that will send you notifications
when connection quality reaches a specified value. In this case, you don't need to open the GUI
client because the program will notify you about all problems itself. The notification messages
contain detailed information about the host and its metrics.

By default, connection quality notifications are turned off in the program preferences, so you need
to enable them. This topic is described in the Managing Notifications chapter.
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How Alerts Work

Alerts help you to detect problems with monitored hosts quickly and easily. An alert is real-time
entity that is created by the program when host monitoring characteristics don't satisfy specified
criteria. You can see the actual list of alerts in the program - it shows alerts for hosts that have
monitoring problems at the current moment. The program can also notify you by sending e-malil
messages, playing sounds and showing Windows Tray balloons when alerts are started and ended.

The program has two preconfigured alert types. It creates alerts when a host is down or when a
host connection quality is unsatisfactory, i.e. when the quality is Bad or Critical. To review the
actual state of monitoring system you can open Overview on the right side of the main screen. The
Alerts section shows you how many alerts are in the monitoring system at the current moment. You
can open the Alerts Summary page by clicking the corresponding button on the navigation panel
to see the list of alerts for all hosts

Statistics Alerts State

Alerts Summary + Quality
} |: Monitoring alerts for all Hosts =
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Pic 1. A list of alerts
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The alerts list shows the name of alert, host name for which this alert is reported, alert severity,
duration of the alert and alert state. Each alert displayed in the list represents a problem with the
host, because host monitoring parameters don't satisfy criteria configured for the alert. Alerts can
be configured on the Alerts and Notification page of the preferences dialog. You can configure as
many alerts as you need and each alert has its own condition. If this condition is satisfied, a
problem is detected and an alert is reported by the program.

You can use simple or complex logical conditions for alerts. For example, one of the preconfigured
alerts is reported when a host state is Down. You can create more complicated conditions and use
any real-time characteristics detected for a host. For example, you can report an alert when packet
loss or latency is over a specific value. You can combine criteria using logical operators to create
complex conditions

‘Unstable connection’ - Edit Alert x

Configure Alert 1"’ \\
Set up & speécific condition to montor certain characteristics of the host and

alert you when their value indicates a problem.

General mdvanoed

The name and condition you provide should be specific enough to allow you to easily
understand the reason of the problem. The comment could be useful in complex cases,

Hamé: Unstable connection

Commeni:
Candition:

And

Cuality Good
Packet Loss 10

Apply Cancel

Pic 2. Alert configuration

The program allows you to create multiple alerts, if you need to check different monitoring
characteristics. In this case multiple alerts can be reported for the same host. Set different severity
for alerts to be able to filter and sort alerts. You can navigate to a host level by clicking the host
name on the Alerts Summary page. In this case you can see alerts reported for the selected hosts
only.

Alerts can be used for indication of the problems. If there are alerts reported, it means that there
are some problems with the hosts for which the alerts are reported. You can acknowledge alerts
when you work on a problem. To acknowledge an alert right-click it and select Acknowledge and a
time period during with an alert will be acknowledged. Acknowledged alerts are displayed with the
corresponding status in the list, so you can review active and acknowledged alerts separately. If an
acknowledgment period is passed, but the alert condition is still satisfied, the program will change
the alert state to active.

The program can automatically notify you by e-mail, sound or System Tray balloons when an alert is
started and ended if notifications are configured for the alert in the program preferences. You can
learn how notifications work in the Managing Notifications chapter.
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Analyzing Hosts Statistics

The program allows you to access the detailed monitoring statistics for any host. While the host
state and the connection quality are real-time characteristics, the statistics allows you to analyze
the host metrics and performance during any historical period.

When working with historical data, it's important to remember that the result depends on the
selected period. In other words, statistics is always reported for a particular period. For
example, the uptime metrics for yesterday and for the previous week will be different, so you
need to select the required period first to work with statistical data.

Statistical data for all hosts collected by the program is available in the Statistics Summary page

. Click the corresponding button on the navigation panel to open Statistics Summary. First,
you need to select the required period in the corresponding combo-box located on the view's
toolbar.
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Pic 1. Statistics for yesterday displayed for all hosts

The Statistics Summary page shows general data for all the hosts during a selected period, so
that you can see what the uptime, the packet loss, the latency, the number of outages and other
values are for every monitored host. The host statistics is displayed as a table, so you can sort and
filter the displayed data, reorganize the displayed columns and use other standard features available
for any grid view.
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Reviewing Host Statistics

The Statistics Summary page shows data for all the hosts. To see the statistics for a particular
host, you can click on its name to drill-down to the selected host ST1 The host statistics is
displayed for a specific period selected in the header of the view.
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Pic 2. Host statistics for yesterday

The host statistics shows how various metrics change over time. The program displays aggregated
information on charts, so that you can track the latency, uptime, state and quality changes. The
program reports the number of detected outages and the time intervals during which the host had
different state and quality characteristics.
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Estimating Historical Host Performance

The host state and quality are real-time characteristics that constantly change. For example, the
host quality may change many times during a day, so if we need to estimate the host performance
for the entire day, we cannot use quality. For estimating the host performance during a historical
period, we can use other metrics such as the uptime percentage, packet loss percentage, average
latency, latency deviation, latency coefficient of variation (CV) and mean opinion score (MOS)
calculated for the entire period.

To estimate the host performance, the program calculates metrics for the selected period and
compares the metrics with the defined thresholds. For example, using the default settings, the host
performance is considered as High if the uptime exceeds 99%, Medium if it is over 95% or Low if it is
below 95%. Other metrics have different thresholds, for example, the host performance is
considered as High if the packet loss is below 5%, Medium if it's below 20% and Low if it exceeds
20%. The program analyzes the metrics and sets the performance rank for the host as the lowest
rank of all the metrics. The overall host performance during the selected time interval is displayed in
Statistics, and the metrics that are considered Medium and Low, are highlighted, so that you can
easily understand what the actual performance rank set for the host is based on.

If required, you can tune the thresholds used to estimate the host performance on the
Performance page of the program preferences. Those settings are applied to all the hosts, but it is
possible to override the common settings and specify custom settings for a host or group
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Pic 3. Tuning performance thresholds for a host
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Host performance can be considered as the aggregate of all the metrics during a specific
period. For example, when analyzing a weekly host performance, you may look into the daily
host performance and see how it changed over time. It allows you to find the days when the
performance was Low and check the detailed statistics for those days to identify the reason
of the problem.

Reviewing Ping Data on the Timeline

The program stores all collected ping data, which allows you to see the latency chart for any host
and any period. To open the timeline, click the on the Timeline button located on the header of the
Statistics view displaying a host. The Timeline view allows you to choose the time range to be
displayed on the chart, using the range selector located at the bottom. At the top, you can see
charts showing the ping latency and the host state and quality during the selected period | Pic 4}
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Pic 4. Timeline view
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1 When reviewing data displayed in the Statistics view, you can click on values represented in
Z  the charts to open Timeline for a specific time range. For example, when reviewing statistics
for a day, you can see data aggregated by hours in the Latency & Uptime and State &
Quality charts. You can click on any hour value displayed in the charts to see pings for that
hour in the Timeline view.

In the Timeline view, you can see the results of every ping sent to the monitored host. To see the
latency value, read the data displayed in the tooltip that appears when you hover the mouse pointer
over the chart. It is possible to export the ping data displayed in the Timeline view by clicking on
the Export Raw Data button. The ping results are exported as a CSV file that can be opened in
external programs.
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Practical Examples of Using Statistics

How to use statistics to find and analyze problems? For example, we need to analyze the network
outages that happened yesterday to find problematic hosts. So how can we use the program in this
case?

In this task, we need to analyze data in the historical period and work with statistics that is
available in Statistics Summary. We need to analyze the data for yesterday, so we should select
this period. As a result, we can see the statistics of all the hosts for yesterday displayed as a table.
How can we find problematic hosts? There are multiple approaches to this, and we can use one
depending on our needs.

For example, we can sort the displayed data by the Perf (i.e. performance) column, so the hosts
with a Low performance are displayed at the top, and we can easily find problematic hosts. It is
helpful, but it isn't sufficient, because hosts with a Low performance can have no outages (some
hosts have a high latency, so they show a Low performance, but they work stably and with no
outages). So how can we find hosts with outages?

To show the hosts with at least one outage that took place yesterday, we can use a filter. When
we press the Filter Editor button on the toolbar, the editor appears and we can specify a filter
condition . After the filter is applied, the displayed data change and we can see only hosts
with outages.

| Filter Editer b

i Prowvide the filter condition to be applied to the view. You can filter the column b
filter conditions by any column and group any way you want

Configure Filter Condition K.__f‘ l
And

Outages (1]

Apply QK Cancel |

Pic 5. Configuring filter in Statistics

] If you apply a filter, it is saved until you reset it. The current filter condition is displayed at
' the bottom of the grid. To reset the filter and display all the hosts, you need to click on the
Close button located to the left of the filter.

After applying the filter, we can see all the problematic hosts and start to analyze them one by one.
The hosts with the maximum number of outages should be analyzed first, so we can sort the
displayed data by the Outages column and click on the host displayed at the top to open its
statistics.
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To analyze the host statistics, first we need to know when the outages happened. Therefore, we
can scroll down to the Intervals table and switch it to display state intervals. It shows a list of
host state intervals detected during yesterday, but we need to analyze the Down intervals only, so
a corresponding filter should be applied. As a result, we can only see the Down intervals and their
start and end time and duration. We can sort the displayed data by duration to display the longest
outages at the top of the list

*  h-00000.emcosoftware.com L Statistics | Alerts | State | | Quality

Afrnicasouth Afmica

Couiniley Code ZA
o Report A5 = [ Eapart ) = Perigd Veoerday @020
Intervals

B Eport- =W B E

tiam wid restoned oM

Pic 6. List of the host outages that happened yesterday

To get detailed information on the host performance, we can review the Latency & Uptime chart
to see how the host metrics changed during the day. Note that the latency chart shows the host
performance as highlighted backgrounds, so if the host performance was Low during a particular time
interval, you can see that it is highlighted with a red background on the chart. You can hover the
mouse pointer over the chart to see the latency minimum, maximum, average and deviation
displayed for every hour.

The latency, uptime, state and quality charts in Statistics show aggregate metrics. In particular,
when we check the statistics for yesterday, the displayed data is aggregated by hours. It helps you
to identify the hour when the problem happened and drill-down to see detailed information for this
hour. For example, the State & Quality chart displays hourly quality values, so we can easily find
the hour when the quality was Bad. It is possible to click on this chart value for the program to open
Timeline for the selected hour, so that you can see all the ping results during that hour.
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What is State, Quality, Performance and Statistics

In the previous chapters, you could learn how the program detects the host state, the connection
quality, and the host performance and how to use different views of the program to assess the
required characteristics. In this chapter, you can learn what features of the program you can use in
different cases and how to interpret the reported data.

You can use Ping Monitor for the following tasks:

* Track real-time changes. Host state and connection quality monitoring deals with the current
real-time status of the monitored host.

¢ Analyze statistics for a historical period. Host statistics and host performance deal with
historical information for a specific time range.

Tracking the real-time status and detecting its changes are the main features of monitoring
systems. Ping Monitor allows you to track the host state and the connection quality. At the same
time, Ping Monitor can be used as an analytical tool that collects statistics and allows auditing
collected data for any historical period.

) To decide what feature of the program you should use, you need to understand first whether
you have to work with real-time or historical data. The host state and quality indicate the
real-time status of the monitored host, whereas host statistics and host performance operate
with historical data for a specific time range.

26

Below you can find a brief explanation of the main concepts of the program.

State

The host state is a real-time characteristic of a host used to determine if the host is reachable or
not. If the host is Up, it means that it works and replies to ping requests. If the host is Down, it
means that the host doesn’t reply to ping requests, so it is unreachable. The program monitors the
states of all the hosts in real-time and displays the states on the State Summary page. The
program can send you notifications when the host states change. Learn more about the host states
in the Monitoring Host State chapter.

Copyright © 2001-2022 EMCO. All rights reserved. 41



EMCO Ping Monitor 9 Getting Started

Quality

The connection quality is a real-time characteristic of the host used to estimate the quality of the
connection between the monitoring server and the monitored host. When a host is Up, the
connection quality allows you to assess how good the connection to the host is, using various real-
time metrics. When the host is Up, the quality can be Good, Warning or Bad depending on its
metrics. When the host is Down, the quality is Critical, which means the host is unreachable. The
host quality is measured based on real-time metrics such as the packet loss percentage, latency
percentile and jitter. The program detects real-time changes in the connection quality to send
notifications and display the current status on the Quality Summary page. Learn more about the
connection quality in the Monitoring Connection Quality chapter.

=1 Which one do you need to track: the state or the quality? It depends on your goal. If you
want to know whether a host is Up or Down, you should monitor the host state. In other
cases, it makes sense to monitor the connection quality because that would give you more
detailed information and enable you to resolve problems proactively before they are escalated
to the next level. For example, you can start resolving the problem when the quality becomes
Warning, whereas the monitored host is still reachable.

26

Statistics

The host statistics is a set of collected ping results and aggregate data for a historical period.
Having this information available, the program allows analyzing the host performance during any
historical time interval. For example, you can analyze the host statistics during the last week, look
into the daily performance of this host day by day and find time intervals during which problems
occurred.

Performance

The host performance is a characteristic that allows you to assess how the host worked during the
selected historical period. The host performance can be High, Medium, Low and Faulty. The host
performance is evaluated using different statistical metrics calculated for the selected period. These
metrics are the uptime percentage, packet loss percentage, average latency, latency deviation, CV
(latency coefficient of variation) and MOS (mean opinion score). Learn more about the host
statistics and performance in the Analyzing Host Statistics chapter.

-y What is the difference between the host quality and the host performance? The host quality
is a real-time characteristic calculated using the current ping results. The host performance is
a historical characteristic calculated for a selected historical period. Therefore, if you need to
assess the real-time status of a host to understand how it works right now, you should use
host quality. If you need to estimate the host characteristics for yesterday, for example, you
should use the host performance.

26
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Managing Notifications

When an alert is started or ended and when the host state or quality change, the program can
notify you accordingly by sending e-mails, executing custom commands/scripts/executables, playing
sounds and showing balloons in Windows Tray. You can configure notifications on the Alerts and
Notifications and Balloons and Sounds pages of the program preferences

Preferences e

T . Alerts and Notifications

Fing Monitor can send notifications by e-mail and run custom actions on certain alerts and

Momnitor Settings
events, To receive those messages, configure the e-mail options and defineg the alerts and

Connection Quality events to be notified about
Performance
Monitoring Statistics H-.:-'tufsu:a;mni Configuration
— Tigure alerts and st up the server-side notifications of alerts and svents for the
Gateway Options o AL
AL =) menitored hosts,
Intervals 1
Automation ‘-_—F Newe = df':‘} f = & E-— = &
Latency Measurement Metification & | Timégut.. [Merations  Interval..
4 f‘ Domain Contraller is Dawn
Q ~ [®] E-Mail Message o 1 10
Alerts and Events ~ 4 W L0 Host is Down
Alerts and Notifieations o : :-Lla:l Message ; Dﬁ 1 1?.“.
JMail Message Custom 10 3 300
Ealloons and Souwnds o [ B Host is Ll:meathc:!e : -
Notification Mail Templates L
~ [®] E-Mail Message o 1 10
MHatification Time ey )
4 ,[: Haost's Connection Cuality 15 Unsatis...
"1 E-Mail Message i 1 10
J General ~ b On Down State
Recipients
Custom Fields L >
Reports Storage
Reports Customization v Group messages to a single email within the interval [seck ] e

Report Mail Templates Group events by host within the notification message

External Tools
Learn more dbout Notificationg

@ Miscellaneaus A Restore Defaults Apply
]

Restore Defaults Cancel

Pic 1. Alerts and Notifications page

There are two types of notifications: server and client notifications. Server notifications are
implemented by sending e-mail messages and executing custom actions. The server sends such
notifications regardless of the availability of connected GUI clients. Server notifications are managed
on the Alerts and Notifications page of preferences. Client notifications are implemented by GUI
clients; so sounds and Windows Tray notifications are initiated only when there are clients
connected. Thus, sounds are played and Windows Tray balloons are displayed on the computers
where GUI clients are running. Client notifications are managed on the Balloons and Sounds page
of preferences.

It makes sense to enable Windows Tray notifications and sounds only if you monitor a small
number of hosts, otherwise those notifications can be very annoying.
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Notifications are triggered subject to different conditions:

e On Alerts. These notifications are sent when alerts are started and ended. By default e-mail
message notification is enabled for the preconfigured alert that is created when a host goes
Down.

e On Events. These notifications are sent when a host state or quality are changed. You can
configure events on which notifications should be sent.

On the Alerts and Notifications page of preferences you can configure when notifications should
be sent. To add a notification you need to select an alert and use the context submenu New to add
an e-mail notification or a custom action. When an e-mail notification is added to an alert you can
use checkbox to enable and disable assigned notification. You can also add notifications for specific
events, such as On Up State, On Down State and On Critical, Bad, Warning and Good Quality. You
can add these notifications from the New submenu of the context menu.

Each notification has configuration parameters. You can change the parameters by editing a
notification using the context menu. The default list of recipients used for all notifications is
configured on the Recipients page of preferences. You can override default preferences and set
custom recipients for each notification. The default notification time parameters are configured on
the Notification Time page of preferences. Notifications can be sent at the configured days of the
week and period only. You can configure the program to repeat notifications and delay notifications
if required. You can override these settings and specify custom settings for each notification by
editing the notification

'E=Mail Message’ - Edit E-Mail Message x

Configure E-Mail Message

St up the e-mail message notificalion to be sent when the alert acours foar a @ {
monitored host

e

General | [Advanced

Crweerride the acceptable hours, initial delay, maximum number and interval of the notifications
sent by the program.

/| Override configuration Reset to common
Deefine if this e-mail message notification should be triggered after a specific timeout and

indicate the number of récurring notifications, if required, and the intenal bebween
acourrences{ignarned by the alert-resolved notification).

Timeaut [minj: 108 Herations: |3 W Interval (&) | 300 w

Choose if you would not like to be disturbed with this during certain time intérvals, Thén
the notification start will be delayed till an acceptable time,
Trigger this notification only during the following hours

Apply Cancel

Pic 2. Notification settings
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When you enable e-mail notification for an alert you will receive e-mails twice - when an alert is
started and when it is ended. You can delay notification by specifying a timeout for notification. In
this case the program will send you a notification about created alert after specified timeout. If an
alert is ended earlier than the specified timeout, no e-mails are sent.

1 E-mail notifications of the host state changes are enabled by default, but you need to

© activate them by specifying SMTP settings on the E-Mail Options page of the program
preferences. On the Notification Mail Templates page of the preferences, you may find
templates used for e-mail notifications and change them, if required.

If you use e-mail notifications, you may configure them to group messages into a single e-mail. It
allows you to reduce the number of e-mails that the program sends in case of a massive outage of
the monitored hosts. In addition, the program allows grouping events by host within a notification
message.

If required, you can configure the program to execute custom actions, such as commands, scripts or
executables, on the server when the host state or quality change. This may be helpful, for example,
for integrating Ping Monitor with other systems. This option is explained in the Integration with Other
Programs chapter.
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Using Custom Notifications for Hosts/Groups

All notifications configured in the program preferences are common and used for all hosts. For
example, e-mail recipients configured on the Recipients page of the preferences are used for all
hosts.

Now let's assume you need to send e-mails to different addresses for a specific group of hosts. Ping
Monitor allows overriding common settings and using individual settings for hosts and groups. You
may open a host or a group for editing and specify custom notifications settings and e-mail
recipients

‘Ewrope’ - Edit Group *
Configure Group . T
i
Provide the group properties and the Lt of membeérs to be ngluded into the group, and ovemde the monitaring settings H |
for the hosts from this group, if required. You can add both hosts and other groups into the group S—
G I == Specily which alerts and server-side notifications are enabled and change the notifications
R S=rc) parameters if needed,
Monitor Settings v Override configuration Change common cpnfiguration  Beset to commomn
i N = —] w
Connection Quality & Edt | g == ¥ ]
Performance Hotification & Timeoul.. Iberation:  Interval ... Rest
W T Host
Gateway Options ‘ £ Hostis Down
® E-Mail Message 0 0
Intervals | [ |E-Mail Message Custom 10 3 300
Automation 4 1? Haost's Connection Cuality is Unsatis...
®) E-Mail Message 0 1 10
Alerts and Motifications
MNotification Time
Redipients
Custom Fields
L >
sarn mare about Motifications
Save Cancel

Pic 3. Overriding common notification settings for a group

Using this feature, you may, for example, enable notifications on state change events for all hosts in
a specific group, while no notifications of state changes will be sent for other hosts. Or you may
specify a list of e-mail recipients for all hosts, override it for a specific group that will use different
recipients, and specify still different recipients for a host in the group.

Generating Reports

Ping Monitor includes built-in reporting features, so the program can automatically generate reports
for you. Reports can be managed on the Reports view, where you can create reports of two types:
summary and detailed. What is the difference between those types of reports?

e Summary report. This report includes main statistical metrics for multiple hosts. It is
represented as a table, with one raw per host. The report includes basic metrics such as the
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number of outages, uptime, packet loss, performance, MOS, latency average, deviation and CV.
This report is similar to information displayed in the Statistics view for all hosts.

o Detailed report. This report includes all available statistics for multiple hosts. The report
includes detailed statistics for a host such as the latency, uptime, state and quality charts,
state and quality intervals and other data. This report is similar to information displayed in the
Statistics view for a host, but it can include data for multiple hosts.

You can manage reports in the Reports view. When creating a new report, you should decide
whether it should be a summary or a detailed report, then configure the report settings accordingly

‘Ewrope’ - Mew Detailed Report x
Configure Detailed Report Tut roms
Speécify a name far this réport, provide an optignal réport description, ¢hoofe the rédurrénds option;: for generating -
automatic reports, provide hosts to generate the report for and El:IﬂrIl;ILI re the output settings. o U5
P Hame: |Europe|
Members Choose the recurrence type for generating this report on a regular basis or ¢enfirm that this réport
should only be generated on demand,
2l ® On Demand
Qutputs Recurring

~y
L

Specify the time zone to generate this report for. The selected time zone affects the report
generalion time, when récumment, the répornt péniad and all the tim e within the repor cantent.

®) The local time 2one of the server should be uied

Use the fallowing time zone:
@ The report period for the on demand reports is defined when generating the report.
Summary

£ Farthe réeport to be géndrated, b least ene host should be available in repart members and at ...
Report Settings

L4
h M T Add Member;
._ Configyrs Qutpyts
Description:

Add Cancel

Pic 1. Configuring a report

To configure a report, you need to specify the following settings:

* Generation type and recurrence. A report can be generated on demand, when you initiate its
generation manually, or it can be generated automatically. For automatically generated reports,

you need to specify the recurrence settings. For example, reports can be generated daily,
weekly or monthly.

e Members. You need to configure a list of hosts and groups to be included into the report.
¢ Filter. You may filter hosts based on specified conditions.

¢ Output format. The program can generate reports as PDF and HTML files and send them by e-
mail, if required. The program can also upload the generated reports to a specified FTP server.
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Reports are designed to include information about multiple hosts. So how do you manage the
reported data? You can use a filter based on the entered condition, for instance . When you
configure a daily report, which is generated automatically every day, you should include all hosts
that you need to track into this report. For example, you need to include hosts with downtime to
analyze problematic hosts only. The list of those hosts can be different every day depending on the
monitoring results, but it will always meet the entered condition and be up-to-date.

‘Ewrope’ - New Detailed Report x
Configure Detailed Report s Pt ]
Specify a name for this repart, provide an optional report description, choose the redurrence options for generating —
automatic reports, provide hosts to generate the report for and configure the output settings. .
G l Provide a filter condition to be applied to the statistics for a set of report members. Only statistics
EnEra data matching the filter condition will be included into this report.
Membeers
And
Filter Downtima | > I
Qutputs
Add Cancel

Pic 2. Filter configuration in a report

The reports generated by the program include a preconfigured header and footer. You can
customize them and include your own logo and text. This can be configured on the Reports
Customization page of the program preferences.
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Integration with Other Programs

The program includes several features that may help you to integrate it with other systems and
programs. For example, you can use Ping Monitor as a tool that registers various events, such as
host state and connection quality changes, and integrate Ping Monitor with other systems such as
event managers or help desks to notify them about those events. As another example, you can use
ping data collected by Ping Monitor and export them for processing into external tools.

Using Custom Actions to Integrate with other Programs

Ping Monitor tracks alerts, the host state and the connection quality to detect their changes, so
that the program can notify you of such events. The Managing Notifications chapter provides an
overview of the available notification types, including Custom Actions. So, what are Custom Actions
and how can you use them?

A Custom Action allows you to run a command, script or executable on the server after a host state
or connection quality change. You can configure one or multiple actions for every event on the
Alerts and Notifications page of the program preferences. You can use Custom Actions to send
custom notifications in form of, for example, SMS messages on alerts. Thus, if you have software
that can send mobile text messages, you can integrate it with Ping Monitor using Custom Actions.
Custom Actions can also be used to integrate the program with third-party event management
systems and help desks. Thus, when an alert is created by the program or when the host state or
quality change, the program runs the configured Custom Actions that create events and tickets in
external systems.

A Custom Action should be assigned to an alert or event that will initiate it. On the Alerts and
Notifications page of the preferences select an alert or event and choose Custom Action in the
New context submenu. The configuration dialog allows you to specify certain actions and commands
to be executed. Note that the command will be executed on the computer where Ping Monitor
server runs, so the specified script or executable file must be available on the server. You may test
the entered command to make sure it works as expected. All other settings are the same as for the
other notifications and are explained in the Managing Notifications chapter.
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'sms’ = Custom Action x
Configure Custom Action
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General mdvanced

Specify a command or a path to the program to be executed upon the notification activation
and all the required parameters,

Hame: sms|

On Qcourred; |0 ditools\smsexe NPHOMNER The connection o the SREMOTE_HOQS == b

ﬂ Any command or program will be executed on the serder, 50 you have to make sure it is
svailable on the ferver and doel not régquire any wied mput.

Add Cancel

Pic 1. Configuring a Custom Action

=y Custom Actions can be executed on alerts and various events, for example, on host Up or
Down and on quality changes. If required, you may configure different scripts or executables
to process them. Alternatively, you may use a single script or executable and pass the type
of event as a command-line parameter.

(2

Note that a Custom Action configured in the preferences will be executed for all the hosts,
but how do you know what host triggered the event? In the command-line of Custom Actions,
you can use placeholders. For example, the "%0REMOTE _HOST_ADDRESS%" placeholder will be
replaced by the host name. You can use placeholders to pass information on the host into a
Custom Action script or executable as command-line parameters. Learn more about this topic
in the Using Placeholders chapter.

As for any notification, Custom Actions configured in the program preferences are used for all the
hosts. The program allows overriding the common settings to use individual settings for hosts and
groups, if required. It means that you may configure different Custom Actions for hosts and groups.

Exporting Ping Data

Ping Monitor saves ping results for all hosts, so it is possible to export raw ping data and use it in
external tools. Ping data exporting options are available in Statistics when a host is selected. Open
the Timeline dialog and use the export option available there. When you initiate ping data export,
the program opens the exporting wizard where you can select the scope of the exported data and
the export format. The program exports ping data as a .csv file.
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Chapter 3: Program Interface Overview

The main window of Ping Monitor displays the Hosts view B, the Reports view B, the

Document view 3, the Log view B, the Access Control view E, the Operations view @ and
the Ribbon bar (3.
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Pic 1. The main program window
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The Hosts view displays the hosts and groups of hosts in the hierarchical structure and is primarily
designed for performing hosts management and monitoring activity management. The Reports view
is designed to display and manage preconfigured monitors performance and availability reports to be
generated either on demand or on a regular basis.

The Log view shows those events not connected to hosts availability and monitoring activity, such
as messages from supplementary operations, reports generation problems, etc. Within the Access
Control view, you can define the roles and permissions for the users to access the server. If you
would like to review and/or cancel the currently running operations, you can use the Operations
view.

The Document view provides you with access to host monitoring information and statistics Pic 2}
You can open multiple documents, if required, to display monitoring information for different hosts.
On the left side of the document you can find the navigation panel 23 that allows you to switch the
pages in the document to work with the different types of the data.
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Pic 2. The Document view
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Use the navigation panel to work with the following pages. Overview provides you with the brief
information on the hosts being monitored and their actual state and quality. Statistics Summary
displays the hosts monitoring statistics for the specified time interval. Alerts Summary displays
alerts for hosts. You can review all current active alerts and can acknowledge alerts, if you need.
State Summary can be used to monitor current state of remote hosts. Quality Summary allows
you to focus on the connection quality to the hosts.

The summary pages allow you to review statistics, alerts, state and quality for multiple hosts at
once, but to get details for a specific host, you can click the host name and drill-down to this host
to review its characteristics “*1“1. You can switch between host characteristics using buttons,
located on the navigation bar (1]
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Pic 3. Host monitoring data

Use the Up button to navigate to the upper level. You can switch between host monitoring data
pages using Statistics, Alerts, State and Quality buttons.
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The Document View

The Document view provides you with access to all monitoring and statistical information collected
by the program. By default it is located at the center of the main screen. The program automatically
creates a document with the Document 1 name when you run the program at the first time. It is
displayed as a tab. If you need, you can create new documents that will appear on the main screen
as new tabs. You can open a document on a screen by switching to the corresponding tab.

You can navigate within a document using the navigation bar B, located at the left side LIt
allows you to switch to the different pages: Overview, Statistics Summary, Alerts Summary,
State Summary and Quality Summary. These pages provide you with the details of the particular
aspects of the monitoring data. The summary pages display information about all hosts in the
document, but you can also navigate to the host level to see the host details. In the following
chapters you can find more information about these pages.

Bl Cocument 1 & x -
Quality Summary ) A | | Statistics | Alerts | | State | | Quality
Manitaring all Hots m :
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Pic 1. The Document view
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The information about the current page opened in the document is displayed in the information panel
B. There you can see a name of the opened page or a name of a host if you navigated to the host
level. The navigation bar @ allows you to switch the pages within document and navigate through
hierarchy. The Up button allows going to the upper level, i.e. if you currently is on the host level, so
that you can navigate to the summary page displaying information for all hosts. The Statistics,
Alerts, State and Quality buttons allow switching to the corresponding pages. If you are on the
summary level, by pressing these buttons you can switch to the corresponding summary pages. If
you are on the host level, these buttons allow you to switch to the corresponding page of the same
host.

The Document view can be linked to the Hosts view to display only the hosts that are selected in
the Hosts view or that are in the groups selected in the Hosts view. This functionality is enabled
using the Link to Hosts View button on the navigation bar D}

By default the Document view shows information for all hosts, but it is possible to narrow down to
specific hosts in the document. When the document is opened, you can click the Link to Hosts
View button on the navigation bar and select required hosts in the Hosts view. To switch back to
all hosts you can click the Display All link or toggle out the Link to Hosts View button.

You can open a new document by clicking the Document button located in the New group of the
Home tab of Ribbon. Alternatively you can select hosts to be added to the document in the Hosts
view and select the New Document option in the context menu items Show Overview In, Show
Alerts In or Show Statistics In. When a new document is opened, a new tab with the auto-
generated document name is appeared.

You can use the following context-menu actions displayed when the document tab is clicked by the
right button of the mouse. These actions allow you to manage a document.

Close
Close the document, so that the document tab is closed

Close All But This

Close all documents except of the current one

Close All

Close all documents, including the current one

Float

Switch the document to the floating mode, that allows moving the document to any place
on the screen

Pin Tab
Pinned tabs are moved to left and displayed before other tabs

New Horizontal Tab Group

= Split the screen horizontally and organize tabs (documents) into groups located one under
another
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New Vertical Tab Group

N Split the screen vertically and organize tabs (documents) into groups located one next to
another

Duplicate
Make a copy of the current document

Rename

=]

Set a custom name for a tab (document)

The Document view allows you to organize monitoring data as you need. For example, you can
open a few documents to review data for specific hosts or groups. Each document has its own UI
controls layout, data filters, sorting and other visual presentation settings, so if you need to
represent the same data differently, you can do that using different documents.

Overview

The Overview is designed to provide you with the brief information on monitored hosts and
their states. It is located within a document, in the middle of the main program window and can be
opened using the document navigation panel. You can either overview the entire monitoring system
or focus on specific host and/or groups.

" Overview
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Pic 1. The entire monitoring system overview

In the State & Quality area of Overview the information is summarized in a doughnut chart, so you
can easily see the distribution of hosts with different states and quality. Inside a doughnut itself,
you can find the total number of host you are focusing. The first column of the legend displays the
count of active, inactive and paused hosts - this distribution is represented with the inner
doughnut. For the hosts the monitoring is active for, you can find the information on how many of
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them are up and down, as well as how many hosts the state is being determined for. This
distribution is displayed in the second column of the legend and the middle doughnut respectively.
The last column is used to describe the connection quality to monitored hosts. The distribution is
reflected in the outer doughnut on the chart. If you would like to focus on host states and
connection quality distribution for active hosts, click the Active radio button in the right top corner
of the area. To switch back to all hosts use the All button.

The State & Quality part is interactive. You can click the values for states and qualities to drill
down to the hosts with the corresponding quality and state.

The Performance chart shows historical characteristics of the monitored host and displays how
many hosts had particular performance characteristics during the selected period. You can switch
the period to see the overall performance change over time.

The Alerts chart shows the number of alerts that are active or acknowledged at the current
moment. The alerts are grouped by severity, so you can see how critical these alerts are. You can
click the displayed numbers of alerts to navigate to these

To refresh the Overview pertaining to the selection within the Hosts view, you can enable the
Link to Hosts View item in the toolbar.

Copyright © 2001-2022 EMCO. All rights reserved. 57



EMCO Ping Monitor 9 Program Interface Overview

Statistics

The Statistics page of a document displays the monitoring statistics for specific periods of time.
You can open it by clicking the Statistics Summary button on the navigation panel of the
document.

Statistics Summary

The monitoring statistics summary is represented in a form of a table where each row stands
for a single host. The statistics is displayed for the period chosen on the view toolbar. You can
choose between live intervals, which are configured on the Monitoring Statistics preference page,
a set of predefined historical intervals and custom historical interval. You can apply grouping, sorting
and filtering operations for all available hosts at once.
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Pic 1. Statistics summary for all hosts

Along with the statistical values, on the Statistics page you can find the performance
characteristics, calculated on a basis of these values. The conditions for calculating the
performance are provided on the Performance preference page. By default, the performance values
are highlighted due to their severity, as well as the values that affect the performance. This
behavior is controlled with the Highlight button on the toolbar.

Please note that not all of the available data columns are displayed on this page by default,
but you can always choose the columns you really need and remove the unwanted ones by
using the column chooser. For example, you can display the Uptime Interval and
Downtime Interval columns to see how exactly the uptime percentage was calculated.
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For the statistics table, you can choose from the following set of columns.

Column Description Visible by
Default
Host properties
Host Name The combination of host address and label provided during |Yes
host configuration.
Host Address The host address. No
Host Label The label provided to the host during configuration. No
Group The hosts group the current host belongs to. Yes

Activity characteristics

Activity Time The time interval during which the monitoring process has | Yes
been running.

Pause Time The time interval during which the monitoring process has | No
been paused.

Monitoring statistics for the specified interval

Uptime The percentage of time with the up state. Yes
Uptime Interval The time interval during which the host was up. No
Downtime Interval | The time interval during which the host was down. No
Outages The number of outages. Yes
PL (Packet Loss) | A ratio of the number of lost packets to the number of Yes

packets being sent.

PD (Packet A ratio of the number of delivered packets to the number | No
Delivery) of packets being sent.

Delivered Packets | The absolute number of delivered packets. No
Lost Packets The absolute number of lost packets. No
Dev (Latency A standard deviation from the average latency value for all | Yes
Deviation) round-trip times of packets successfully delivered.

CV (Latency CV) | A percentage ratio of the latency deviation to the average Yes
latency calculated for all round-trip times of packets
successfully delivered.

Avg (Average An arithmetic mean for all round-trip times of packets Yes
Latency) successfully delivered.
Min (Minimum A smallest value from all round-trip times of packets Yes
Latency) successfully delivered.
Max (Maximum A largest value from all round-trip times of packets Yes
Latency) successfully delivered.

Performance characteristics

Perf (Performance) The performance calculated on a basis of monitoring Yes
statistics.
MOS A well-established metric to obtain the quality of VoIP on a| Yes

basis of the latency characteristics and packet loss
percentage for all packets sent.
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Column Description Visible by
Default
Connection quality characteristics
Good Quality The percentage of time with the good connection quality. | No
Warning Quality The percentage of time with the warning connection No
quality.
Bad Quality The percentage of time with the bad connection quality. No
Critical Quality The percentage of time with the critical connection No
quality.
Good Quality The time interval during which the connection quality was | No
Interval good.

Warning Quality The time interval during which the connection quality was | No
Interval warning.

Bad Quality The time interval during which the connection quality was | No
Interval bad.

Critical Quality The time interval during which the connection quality was | No
Interval critical.

You can collapse or expand all the groups using the Full Expand and Full Collapse buttons on the
view area toolbar.

Toolbar Overview

Period

ko The Period button from the Statistics view toolbar allows you to choose the time period
the summary statistics is displayed for.

Delete

The Delete button from the Statistics view toolbar is used to delete all monitoring
statistics for the selected hosts.

Export

= The Export button from the Statistics view toolbar is intended to export the displayed
monitoring statistics to a CSV file.

Generate Report

& The Generate Report button from the Statistics view toolbar can be used to generate
o a monitoring statistics report for the selected hosts, having specified the required report
type, output options and a period of time.

Highlight
) The Highlight button from the Statistics view toolbar enables and disables highlighting

the performance cell and cells in the statistics table that affect the performance with
the performance mark color.
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Full Expand

The Full Expand button from the Statistics view toolbar should be used to expand all
grouping rows.

Full Collapse

The Full Collapse button from the Statistics view toolbar should be used to collapse all
grouping rows.

Group By Box

The Group By Box button should be used to configure the data grouping for the table
within the Statistics view.

Choose Columns

The Choose Columns button should be used to choose the columns to be displayed in
the table within the Statistics view.

Filter Editor

The Filter Editor button should be used to define the custom filter criteria to be applied
to the data displayed in the table within the Statistics view.

Advanced Options

The Advanced Options button from the Statistics view toolbar opens the view
configuration menu where you can reach the settings of storing and displaying monitoring
statistics and reset the layout of the view.
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Detailed Statistics

To see detailed statistics for a host you can click the host name in Statistics Summary. The host
statistics page is used to provide you with the integral monitoring statistics gathered during
the specified period, graphically visualized and grouped by categories. The information on this page
is grouped in several categories.
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Pic 2. The detailed statistics view for a single host

On the toolbar you can find the buttons for selecting statistics display period, opening the detailed
timeline, exporting raw data and publishing the statistics report.

Toolbar Overview

Period
'1 7| The Period button allows you to choose the time period the detailed statistics is

displayed for.
Timeline

3, The Timeline button allows you to open the timeline graph of raw ping responses
together with host state and connection quality intervals.
Export Raw Data

& The Export Raw Data button allows you to export raw ping replies data to a CSV

format.
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Report As

El | The Report As button can be used to report the detailed monitoring statistics to a PDF,
HTML or MHT file.

Print

The Print button should be used to print the displayed monitoring statistics.

In the left top comer, you can find the performance characteristics. Below the performance
characteristics, you can find the information on host availability during the specified interval. It
consists of an uptime percentage, uptime and downtime intervals, a packet loss percentage, lost
and delivered packets counts and outages information.

The next category to follow is the information on latency: minimum, maximum, average, deviation
and coefficient of variation. The next category is showing you the percentage and intervals of
different connection quality during the specified period. The last within the left column comes the

category, displaying information on monitoring activity — you can find the activity time interval and
pause time interval.

On the right side of the page you can find charts with statistical information. The Tracking chart
is aimed to display the real-time information with the latest host responses time. This

information is displayed only when reviewing live statistics and, in case the selected interval is

longer than an hour, only the data for the latest hour is displayed due to performance reasons.

Tracking
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Pic 3. Tracking latency

The Latency & Uptime chart is used to focus on the latency and uptime analysis. You can
see latency minimum, maximum, average and latency deviation as well as uptime percent. The level
of aggregation in the chart is adjusted automatically for the specified period.
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Pic 4. Analyzing latency and uptime
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The State & Quality chart is used to focus on the host state and connection quality
intervals distribution analysis. It shows a percent of each state and quality values the host had in
each of the time intervals. The level of aggregation in the chart is adjusted automatically for the
specified period.
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Pic 5. Analyzing state and quality

The Intervals table displays the list of all host state and quality intervals for the selected period of
time. For each state and quality interval you can see its start and end date and duration

Intervals
W Export = Mg EE
Type
Up
Do
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Up

Pic 6. Reviewing intervals

The list of intervals is displayed in a form of a tree, where the root nodes represent the specific
state. In case the host has been unreachable during any interval, it can be expanded to review
when the host was reachable and when not. In case the comment is provided for the interval, it is
displayed under the root node. For each interval, along with its type, you can find the start time,
end time and duration. In case the interval is exceeding the selected period, the exceeding time is
marked with a star.

Toolbar Overview

Export

Eﬁ' The Export button from the toolbar allows you to export the displayed intervals list to a
CSV format.
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|

Set Comment

The Set Comment button can be used to provide a comment for the selected interval.

State

The State button allows you to display state intervals in the table.

Quality
The Quality button allows you to display quality intervals in the table.

Full Expand

The Full Expand button from the toolbar should be used to expand all nodes in the
intervals tree.

Full Collapse

The Full Collapse button from the toolbar should be used to collapse all nodes in the
intervals tree.

Choose Columns

The Choose Columns button should be used to choose the columns to be displayed in
the intervals tree.

Filter Editor

The Filter Editor button should be used to define the custom filter criteria to be applied
to the data displayed in the intervals tree.

Advanced Options

The Advanced Options button from the toolbar opens the view configuration menu
where you can reset the layout of the view.

For each state or quality interval, it is possible to provide a comment. The comment can, for
example, describe the reason for the outage, or something else. To provide a comment, select the
interval and choose the Set Comment item in the pop-up menu or click the corresponding button
on the toolbar. The dialog will be displayed on the screen to let you provide the comment. Either the
selected or all intervals can be exported to a CSV file using the Export button on the toolbar and
the Export All and Export Selected menu items. At any point, you can reset the view layout to
defaults using the Reset Layout option from the Advanced Options menu.

The Events table contains all monitoring events for the host and can be used as a monitoring log. If
you are facing some problems during monitoring or would like to know when the monitoring process
was started and stopped, you should refer to this page.
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Pic 7. The host events for a single host
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The events are displayed in a form of a table where each row represents a single event. You can
sort, group and filter the events by any column as well as change the columns set. By default the
table consists of the event type represented by an icon, the event title, the logging time and the
event description itself, with or without a troubleshooting hint. The description and hint for any
event is by default wrapped, so that you can easily read it. If you would like to have more events
visible at the same time, you can configure the Events page to display only one line per event by
disabling the Wrap Description option from the Advanced Options menu. If required, it is possible

to add the Error Code column to the view using the Column Chooser.

The following icons are used to display the event types:

@ - the blue icon with an 'i' character means that everything is OK;

) - the brown circle icon with a cross-cut line is used to identify that the operation was canceled

by user or due to shutdown of the underlying system;

I. - the yellow icon with an exclamation mark is the warning icon. It means that the special

attention should be payed to this event;

£3 - the red icon with a white cross is the error sign: it stands for a failure event.

If required, you can add a column containing the text representation for the severity, that can be

used for grouping and filtering data.

Toolbar Overview

Export

@ The Export button from the toolbar is intended to export the displayed events to a CSV

file.

Full Expand

= The Full Expand button from the toolbar should be used to expand all the grouping rows

in the view.

Full Collapse

rows in the view.

~—  The Full Collapse button from the toolbar should be used to collapse all the grouping
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Group By Box
The Group By Box button should be used to configure the data grouping for the Events
page.

Choose Columns

" The Choose Columns button should be used to choose the columns to be displayed on
the Events page.

Filter Editor

The Filter Editor button should be used to define the custom filter criteria to be applied
to the data displayed on the Events page.

Advanced Options

s The Advanced Options button from the Events page toolbar opens the view
b configuration menu where you can enable/disable automatic scroll and messages wrapping,
and reset the layout of the view.

If it is really important for you to see the newly arrived events as soon as possible, you can enable
the Autoscroll option in the Advanced Options menu. In case this option is enabled, the view will
automatically scroll to new events as soon as they arrive.

Using the toolbar or pop-up menu it is also possible to export all or selected events to a CSV file for
future analysis, sharing with colleagues or sending problem reports to your ISP.

The layout of the Events page, including all the grouping and sorting settings and the details pane
visibility, can be easily reset to factory settings by choosing the Reset Layout option from the
Advanced Options menu.
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Timeline

Ping Monitor can show you the timeline of raw ping reply data along with host state and connection
quality intervals. You can open the timeline using the Timeline button in the detailed statistics
view. You can focus on specific interval of the timeline by clicking the point within Latency &
Uptime or State & Quality charts.
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Pic 8. Timeline

Within the Timeline dialog m, you can find the timeline graph and the sliders to be used for
navigation through the timeline. The timeline graph consists of three parts, those are Latency,
State and Quality. The Latency part is used to display the ping replies data, the State part
reflects the state intervals on the timeline and the Quality part is used for displaying the quality
intervals.

Toolbar Overview

Period
@v

The Period button allows you to choose the interval the timeline is displayed for.
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Refresh

S The Refresh button allows you to actualize the data on raw ping replies, state and
connection quality for the specified period.
Export Raw Data

E& The Export Raw Data button allows you to export raw ping replies data to a CSV

format.

Along with using the sliders for navigation, it is also possible to swipe the chart itself for navigation
and use mouse wheel for zooming. The timeline range is limited to 30 days due to performance
reasons. You can change the timeline range using the Period button on the dialog toolbar. To
actualize ping replies data along with state and quality intervals, use the Refresh button on the
toolbar. The Export Raw Data button can be used to export raw ping replies data to a CSV format.
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Alerts

The Alerts page of a document displays the current alerts for monitored hosts. You can open it by
clicking the Alerts Summary button on the navigation panel of the document.

Alerts Summary

The Alerts Summary page displays a list of current alerts detected for monitored hosts. Alerts are
displayed in a table, where a row represents the alert and the columns show the host for which the
alert is detected, alert name, severity, duration and state . The summary page shows a list of
alerts for all hosts represented in the document.
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Pic 1. Alerts summary

You can use data grouping, filtering and sorting options available for the table interface to represent
data according with your needs. You can switch between different modes of Alerts Summary using
the corresponding buttons on the toolbar.

Toolbar Overview

Edit
4 The Edit button allows editing a selected alert, so you can change the alert severity or
acknowledge the alert.

Export
@v

The Export button allows exporting alerts information displayed on the screen.
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All

The All button allows you to display all current alerts, including the alerts in the Active
and Acknowledged states.

Active

The Active button allows you to display alerts with the Active state only.

Acknowledged

The Acknowledged button allows you to display alerts with the Acknowledged state
only.

Highlight
The Highlight button turns on coloring of the alert severity text in the table, so you can
find alerts with the critical problems easier.

Full Expand

The Full Expand button expands all grouping nodes, if grouping is turned on for the
table.

Full Collapse

The Full Collapse button collapses all grouping nodes, if grouping is turned on for the
table.

Group By Box

The Group by Box button enables data grouping in the table by the values of the
selected columns. When this option is enabled you can drag & drop a column to the
appeared area to group data by values of this column.

Choose Columns

The Choose Columns button allows you to select columns that should be displayed or
hided on the displayed table.

Filter Editor

The Filter Editor button should be used to define the custom filter criteria to be applied
to the monitored entries.
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The alerts reported by the program allow you to discover the current problems with the monitored
hosts. To help you managing the problems there are two types of alerts — active and acknowledged
alerts. Active alert means that there is a new problem. If you know about the problem and work on
resolving it, you can acknowledge the alert permanently or for a specific period of time.
Acknowledged alerts are displayed with the corresponding state, so you easily identify them and
don’t mix with active alerts.

You can acknowledge alerts by editing them and enabling the acknowledge options. To manage an
alert use the actions available in toolbar or on the Alerts tab of the contextual Alerts Tools menu
on Ribbon. Alternatively you can use context menu for alerts to acknowledge them with just a single
mouse click.

Host Alerts

In the Alerts Summary page you can see all current alerts for all monitored hosts. Note that alerts
can be detected by different conditions that you can configure and customize, so the list of alerts
can contain different alerts for the same host and alerts for the different hosts as well. For each
alert Alerts Summary reports the name of the host where the alert is detected. These names work
as hyperlinks, so you can click them to navigate to the host level and see all alerts for a specific
host.

The list of alerts for a host is identical to the Alerts Summary. It is represented with the identical
table with the same actions available, but on the host level you can see alerts reported for a
specific host only.
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State

The State page of the document is mainly designed to be used for focusing on hosts states
monitoring, where you can easily detect any problematic situations just in time. You can open it by
clicking the State Summary button on the navigation panel of the document.

State Summary

State Summary displays the actual states of hosts. It shows only those hosts the monitoring is
currently active for. It is organized with the help of tiles representing the objects being monitored,
that are colored to indicate of the hosts states. Let us take a closer look at the data
representation.
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Pic 1. Monitoring hosts state
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The first mode of the State Summary is the per-host state monitoring . This is the default
mode, where each tile in the view represents a single host that is currently monitored and is colored
with the host state color: green - for up, red - for down, and gray - for pending. In case the host
is currently unreachable, thus the state is represented with the latest reachable one, the tile is
hatched.

Together with the state, for each host you can find out how long has the host been in this state,
the group the host is located in, the host IP address and resolved reverse name. All these
information is available in the tool-tip and on the tile itself, when the large tiles are used. For
medium tiles, you can see the host name and label on the tile together with the state time stamp.
The small tiles are simply filled with the host state color; any information is available in the tool-tip
only.
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Pic 2. Monitoring state for groups of hosts
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Along with per-host state monitoring, it is possible to monitor state for host groups. The group tile
can either represent the group or the set of individual hosts (selected individually or not belonging
to any group) . The group tile is displaying the number of hosts within the group that are
currently in specific states. When monitoring state in grouped mode, you can click on the group to
focus on hosts from that group, or click on the specific state part within a group to focus on hosts
with that specific state.
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Pic 3. Hosts states represented as a table

Tiles representation of host state us useful for control rooms where all hosts are displayed on a
screen. In other cases you may need to use a table representation . It shows host names,
host states, state duration and other useful information as table columns.

You can switch between different modes of the State Summary page using the corresponding
buttons on the view toolbar.

Toolbar Overview

Export
B~ The Export button allows exporting hosts state information displayed on the
scree.

Hosts
il Hosts

The Hosts button is used to configure the view for monitoring each host
individually.

Groups
) Groups The Groups button is used to configure the view for monitoring groups of

hosts.
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Group by Severity

The Group by Severity button allows you to group the view the way that
the problematic nodes are always displayed on top.

Sort by Name

When monitoring hosts, the Sort by Name button enables the view sorting
by entry name.

Sort by Time

When monitoring hosts, the Sort by Time button enables the view sorting
by state change time stamp.

Focus on Problems

The Focus on Problems button allows you to configure the view to be
automatically scrolled to entries that go down, when grouped by severity
and sorted by time.

Highlight
The Highlight button from the Statistics view toolbar enables and disables

highlighting the performance cell and cells in the statistics table that affect
the performance with the performance mark color.

Table

The Table button switches the view to the table representation, where
each host and its data is represented as a table row.

Small

The Small button switches the view to the mode where each monitored
host is represented just with a pictogram describing its state. Any other
information on the entry is available in the tool tip only.

Medium

The Medium button is used to switch to the mode where each entry is
represented with a tile containing only the summary information on the
entry. The detailed info is available in the tool tip.

Large

The Large button enables the view mode where a tile representing each
entry contains maximum information on the entry being monitored.

Full Expand

The Full Expand button is available in the table mode only. It expands all
grouping nodes, if grouping is turned on for the table.

Full Collapse

The Full Collapse button is available in the table mode only. It collapses all
grouping nodes, if grouping is turned on for the table.
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Group By Box

The Group by Box button is available in the table mode only. It enables
data grouping in the table by the values of the selected columns. When this
option is enabled you can drag & drop a column to the appeared area to
group data by values of this column.

Choose Columns

The Choose Columns button is available in the table mode only. It allows
you to select columns that should be displayed or hided on the displayed
table.

Filter Editor

The Filter Editor button should be used to define the custom filter criteria
to be applied to the monitored entries.

All entries within State Summary can be grouped by severity so that the problematic entries are
always on top. To enable such grouping, use the Group by Severity button on the toolbar. For
example, when enabled, the hosts, that are in the down state, will be displayed on top, then hosts
that are in the up state will follow and then there will be the hosts with the pending state.
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The Filter Editor button allows you to filter out entries with specific state. To switch between tiles
of different size, use the Small, Medium and Large buttons. You can switch to the table data
representation using the Table button.

Host State

On the State Summary page you can click on a host to navigate to the host details. It allows you
to review the detailed information for a single host  Pic 4}
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Pic 4. Monitoring state for a single host

On the host state page, in the left top corner you can find the block that is quite similar to the large
tile representing the host and contains the same information. Below this block, you can view the
information on the distribution for the twenty latest packets. To the right those latest packets are
displayed in the chronological order as well as the host state that is reached after each response.

On the bottom on the page you can find the area with recent state intervals. It is used to display
the most recent intervals that occurred during the last hour.
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Quality

The Quality page of the document is designed to be used for focusing on connection quality
monitoring, where you can easily detect any problematic situations just in time. You can open it by
clicking the Quality Summary button on the navigation panel of the document.

Quality Summary

Quality Summary displays real-time quality metrics of the monitored hosts. It displays only those
hosts the monitoring is currently active for. It is organized with the help of tiles representing the
objects being monitored. Let us take a closer look at the data representation.
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Pic 1. Monitoring hosts connection quality

The first mode of Quality Monitor is the per-host connection quality monitoring . This is the
default mode, where each tile represents a single host. For the hosts that are monitored, the
connection quality is calculated based on the rules defined in the program preferences and/or host
settings. The tile is filled with red color in case all packets from the sample used to calculate the
connection quality are lost, thus the quality is critical. In other cases, the quality value is displayed
with the help of the colored tag on the right of the tile: green - for good quality, yellow - for
warning, red - for bad, and gray - for pending. In case the host is currently unreachable, thus the
quality is represented with the latest reachable one, the tile is hatched.

On the large tiles, you can find the parameters for each host used to calculate the quality and see
which parameter is leading to the warning or bad-quality value. The same way as for the state, you
can see how long the host connection quality has had this or that value. The smaller the tile the
less information is available immediately, but there is still a whole set of values in the tool-tip.
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Quality Summary
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Pic 2. Monitoring connection quality for groups of hosts

Along with per-host connection quality monitoring, it is possible to monitor connection quality for
host groups. The group tile can either represent the group or the set of individual hosts (selected
individually or not belonging to any group) . The group tile is displaying the number of hosts
within the group having specific connection quality. When monitoring connection quality in grouped
mode, you can click on the group to focus on hosts from that group, or click on the specific
connection quality part within a group to focus on hosts having that specific connection quality.
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Pic 3. Connection quality displayed as a table

Tiles representation of quality may be helpful for control rooms where all hosts are displayed on a
single screen. In other cases you can switch to the data representation as a table. In this case

hosts are displayed as table rows and quality metrics are displayed as table columns

You can switch between different modes of Quality Summary using the corresponding buttons on

the view toolbar.

Toolbar Overview

Export

B~ The Export button allows exporting hosts quality information displayed on
the screen.

Hosts

"L Hosts The Hosts button is used to configure the view for monitoring each host
individually.

Groups

£ Groups The Groups button is used to configure the view for monitoring groups of
hosts.

Group by Severity

<> Group by Severity  The Group by Severity button allows you to group the view the way that
the problematic nodes are always displayed on top.
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Sort by Name

When monitoring hosts, the Sort by Name button enables the view sorting
by entry name.

Sort by Time

When monitoring hosts, the Sort by Time button enables the view sorting
by connection quality change time stamp.

Focus on Problems

The Focus on Problems button allows you to configure the view to be
automatically scrolled to entries where connection quality goes critical,
when grouped by severity and sorted by time.

Highlight
The Highlight button is available in the table representation mode only. It

turns on coloring of the host quality text in the table, so you can find hosts
with the problems easier.

Table

The Table button switches the view to the table representation, where
each host and its data is represented as a table row.

Small

The Small button switches the view to the mode where each monitored
host is represented just with a pictogram describing its connection quality.
Any other information on the entry is available in the tool tip only.

Medium

The Medium button is used to switch to the mode where each entry is
represented with a tile containing only the summary information on the
entry. The detailed info is available in the tool tip.

Large

The Large button enables the view mode where a tile representing each
entry contains maximum information on the entry being monitored.

Full Expand

The Full Expand button is available in the table mode only. It expands all
grouping nodes, if grouping is turned on for the table.

Full Collapse

The Full Collapse button is available in the table mode only. It collapses all
grouping nodes, if grouping is turned on for the table.
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Group By Box

The Group by Box button is available in the table mode only. It enables
data grouping in the table by the values of the selected columns. When this
option is enabled you can drag & drop a column to the appeared area to
group data by values of this column.

Choose Columns

The Choose Columns button is available in the table mode only. It allows
you to select columns that should be displayed or hided on the displayed
table.

Filter Editor

The Filter Editor button should be used to define the custom filter criteria
to be applied to the monitored entries.

All entries within Quality Summary can be grouped by severity so that the problematic entries are
always on top. To enable such grouping, use the Group by Severity button on the toolbar. For
example, when enabled, the hosts, that are in the down state, will be displayed on top, then hosts
that are in the up state will follow and then there will be the hosts with the pending state.

The Filter Editor button allows you to filter out entries with specific connection quality. To switch
between tiles of different size, use the Small, Medium and Large buttons. To display data as a
table you use the Table button.

Host Quality

On the Quality Summary page you can click on a host to navigate to the host details. It allows
you to review the detailed information for a single host
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Pic 3. Monitoring connection quality for a single host
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On the host quality page, in the left top corner you can find the block that is quite similar to the
large tile representing the host and contains the same information. Below this block, you can view
the information on the distribution for the packets from a sample used to calculate the connection
quality. Below the packets distribution, you can find the connection quality characteristics. To the
right those latest packets are displayed in the chronological order as well as the connection quality

that is reached after each response.

On the bottom on the page you can find the area with recent quality intervals. It is used to display
the most recent connection quality intervals that occurred during the last hour.
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Hosts View

The Hosts view is by default located on the left of the main program window and displays the hosts
and groups of hosts in the hierarchical structure LSRR This view was primarily designed for
performing hosts management, so you can add and remove hosts there, and start and stop
monitoring of the hosts.
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Pic 1. The Hosts view
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You can switch from the tree structure representation to the table one to be able to apply grouping,
sorting and filtering operations for all available hosts at once. The icon next to every item is used to
describe of the item's type. The following set of icons is used:

) - the group of hosts;
=l - the host;
2 _ the host with duplicate address.

In the Hosts view you can find the current monitoring activity for each host, so for each host you
can see whether it is monitored or not. If a host is currently monitored, it is displayed as Active. If
monitoring of a host is stopped, the host is displayed as Inactive. If monitoring is paused, the host
is displayed as Paused.

At the bottom of the Hosts view you can find an interactive chart that displays how many hosts
are Active, Inactive or Paused. It gives you a quick overview of monitoring activity of all your
hosts. The chart is interactive, so you can click the chart bars or the chart legend entries to apply
a filter and display hosts with a selected type of activity only, for example, display Inactive hosts
only. To switch the view and display hosts with all types of activity you need to click the Back to
All Hosts link displayed above the list of hosts.

Please note that not all of the available data columns are displayed in this view by default,
but you can always choose the columns you really need and remove the unwanted ones by
using the column chooser.
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In the Hosts view you can choose from the following set of columns.

Column Description

Name The combination of host address and label provided during
host configuration.

Activity The current monitoring activity: either Active, or Paused
or Inactive.
Description The description provided for the host during its

configuration.

IP Address The IP address of the host being monitored, as resolved
during monitoring.

Reverse Name The DNS name of the host being monitored, as resolved
during monitoring.

Dynamic IP The indication that the host has a dynamic IP address,
thus the address must be resolved before each ping.

On Startup The sign either the monitoring should be activated for this
host on startup, or the host monitoring should stay
inactive, or the previous activity should be restored.

Yes

Yes

No

Yes

No

No

Yes

Visible by
Default

From the Hosts view, you can manage a set of hosts and groups of hosts, control the monitoring
process activity for specific hosts and generate statistical reports for custom periods of time. All

these actions are available from the view pop-up menu and on the toolbar.

The other useful features of this view are an ability to use copy/paste and drag/drop to copy and
move hosts between groups and the ability to import/export hosts and groups. The corresponding
actions are available in the pop-up menu, Organize Ribbon group and Clipboard Ribbon group on

the Program page.

Toolbar Overview

Manage Activity

pi- The Manage Activity button from the Hosts view toolbar can be used to start,

stop and pause the monitoring process for the selected hosts.

New

1) New~ The New button from the Hosts view toolbar allows you to create hosts and groups

of hosts having provided the required properties.

Generate Report

| The Generate Report button from the Hosts view toolbar can be used to generate
o a monitoring performance and availability report for the selected hosts and groups of
hosts, having specified the required report type, output options and a period of time.

Delete Statistics

The Delete Statistics button from the Hosts view toolbar is used to delete all

monitoring data for the selected hosts.
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Auto-start

e The Auto-start drop-down button from the Hosts view contains the actions for the
selected hosts to be included to and excluded from the auto-start list.

Edit
The Edit button from the Hosts view toolbar should be used to edit the selected
host or group of hosts.

Delete

The Delete button from the Hosts view toolbar allows you to permanently delete
the selected hosts and/or groups of hosts.

Tree View

E| The Tree View button from the Hosts view toolbar switches the view to the
hierarchical representation of groups and hosts.

Table View

r:| The Table View button from the Hosts view toolbar switches the view to the flat
representation of groups and hosts.

Full Expand

F The Full Expand button from the Hosts view toolbar should be used to expand all
nodes in the view.

Full Collapse
The Full Collapse button from the Hosts view toolbar should be used to collapse all

nodes in the view.

Choose Columns

Tﬁ The Choose Columns button should be used to choose the columns to be displayed
in the Hosts view.
Filter Editor
The Filter Editor button should be used to define the custom filter criteria to be
applied to the data displayed within the Hosts view.
Advanced Options

= The Advanced Options button from the Hosts view toolbar opens the view

configuration menu where you can reach the monitoring settings configuration and
reset the layout of the view.

It is possible to switch between hierarchical and flat representation of groups and hosts using the
Tree View and Table View items on the toolbar and in the popup menu. You can collapse or expand
all the groups using the Full Expand and Full Collapse buttons on the view toolbar.

Now you are familiar with the Hosts view and should be able to use its benefits during the everyday
work.
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Reports View

The Reports view is by default located on the left of the program main window. It is
designed to display and manage preconfigured monitors performance and availability reports to be
generated either on demand or on a regular basis.

Reports B ox
:..: e How= | = M| 5 _ff ?{ .E é - & r
Hame &  Recumrence Hext Report Enabled
-y Eurape Duaity 72372022 100500 Ak v
B Servers On Demand v
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Pic 1. The Reports view

The icon next to every item represented in the Reports view is used to describe of the item's type
and state. Below is the list of icons used:

»| - the detailed report that is enabled for generation;

the summary report that is enabled for generation;

the detailed report that is disabled for generation;

the summary report that is disabled for generation.
As for the problematic situations, the following overlays are used:

‘@ - the report is incorrectly configured and won't be generated;

‘% - the report won't be generated, because there no enabled report outputs.

For the detailed information on different report types and states, you can refer the Preconfigured
Reports section of this document.

The Reports view initial state displays the report name, recurrence, next automatic generation time
(for regular reports) and the sign if the report is enabled. You can customize the Reports view by
choosing other columns to be displayed and filter data to make it feet your needs best - see the
Grouping and Filtering Data topic for details. It is always possible to roll back to the default view
layout using the Reset Layout item from the Advanced Options menu.

Toolbar Overview

Generate

The Generate button from the Reports view toolbar should be used to immediately
generate the output for the selected enabled reports.
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New

new -  1he New button from the Reports view toolbar allows you to create a new
preconfigured monitoring performance and availability report having provided the
required properties.
Enable

= The Enable button from the Reports view toolbar should be used to turn on an
ability of generating the selected reports both manually and on a regular basis.
Disable

E The Disable button from the Reports view toolbar should be used to turn off an
ability of generating the selected reports both manually and on a regular basis.
Open Storage
The Open Storage button from the Reports view toolbar allows you to open the
local reports storage for the selected preconfigured report.
Edit

4 The Edit button from the Reports view toolbar should be used to edit the selected

preconfigred report.
Delete
The Delete button from the Reports view toolbar is used to permanentrly deleted
the selected reports.
Full Expand

F The Full Expand button from the Reports view toolbar should be used to expand all
the grouping rows in the view.
Full Collapse
The Full Collapse button from the Reports view toolbar should be used to collapse
all the grouping rows in the view.
Group By Box

=] The Group By Box button should be used to configure the data grouping for the
Reports view.
Choose Columns

i

The Choose Columns button should be used to choose the columns to be displayed
in the Reports view.

Filter Editor

The Filter Editor button should be used to define the custom filter criteria to be
applied to the data displayed in the Reports view.
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Advanced Options

o2 The Advanced Options button from the Reports view toolbar opens the view
configuration menu where you can reset the layout of the view.

From the Reports view, it is possible to create new preconfigured reports to be generated either on
demand or on a regular basis, control reports enablement, generate, edit and delete reports, etc. All
these actions are available on the Reports view toolbar and in view popup menu. The Reporting
contextual Ribbon page from the Reporting Tools category is displayed when the Reports view is
active and also contains the actions for reports generation and management.

The Reports view fully supports the drag/drop and copy/paste techniques. Via those techniques
you can add groups and hosts to the reports members set and duplicate reports. From this view it is
also possible to export preconfigured reports, and import them to the program. The corresponding
actions are available in the pop-up menu, Organize Ribbon group and Clipboard Ribbon group on
the Program page.
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Log View

The log is designed to store information on the events taking place during the program execution.
The larger part of this information consists of events generated by the operations. The purpose of
this chapter is to help you understand the log.

Log A x
M perio: 7 Days [W162022 406 AM - w3202 406aM - - F B E D T o
Title Deicription Tima -
@ [Hosts Manitar The configured ping intervals have been restored. The current system performance allows the program to continue  S22/2022 10:07:44 AW 1 -
maonitaring atconding to the settings.
L Hasts Manitar The hoits monitenng aenol be continuwed with the conligured ping and state dheck interdals due 1o insulfigent B222022 10:07:31 AM
system resowrces. The monitoring intervals have been raised to at least 3 sec based on the current system
performance.
) Hosts Monitar The configured ping intervals have been restaned. The current system performance allows the program to confinue  $22/2022 10:07:18 &M
monitaring atcording to the seitings.
j-l Hosts Manitor The hosts montenng cannot be continued with the configured ping and state check intervals due to imsufficient S22002 10:07:0% AW
system resowrces, The monitoring inkervals have been raised to at least & sec based on the cumrent system
peloimance.
ﬂ Hosts Manitor The cenligured ping intervals have been restored. The Curment system performandce allows the program to conlinue  B2L2022 B4315 AM
manitaring adconding Lo the seilings. v

ety Information  Title: Hosts Monitor  Time: 02272002 10:07:44 &M

ﬂ WIL20LE 100744 AM, The cenfigured ping Intervals have been restored. The current system perdormance allows the program te continue monitoring a<cording to the settings.

Pic 1. The Log view
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The Log view is located by default at the bottom of the Ping Monitor main window and displays the
log in form of a tree and a pane that shows details of a selected event . The description for
any logged event is by default wrapped, so that you can easily read it. If you would like to have
more events visible at the same time, you can configure the Log view to display only one line per
event by disabling the Wrap Description option from the Advanced Options menu, after which a
detailed description will only be shown in the event details pane. If you do not need the event
details pane and would like to review the events only within the tree, you can hide the event details
pane by disabling the Show Event Details Pane option from the Advanced Options menu. Also, it
is possible to enable the automatic scrolling feature to always see new log events as soon as they
arrive, using the Autoscroll item from the Advanced Options menu.

The logged events are selected only for the specified period. This approach is used to optimize
memory usage and performance as there may be lots of events in the entire database. The display
range for events is by default set to the 7 Days value and can be changed with the range drop-
down button on the view toolbar. The text on the button shows you the currently applied range.
You can choose between the predefined ranges or provide a custom one.

Every event in the log is assigned a severity level represented by a certain icon. The icon allows you
to see if any problem has occurred without reading the description. The following icons are
available:

@ - the blue icon with an 'i' character means that everything is OK;

) - the brown circle icon with a cross-cut line is used to identify that the operation was canceled
by user or due to shutdown of the underlying system;

I. - the yellow icon with an exclamation mark is the warning sign: it tells you that some errors have
occurred, but they are not critical. In such a case, there is no guarantee that the operation
has actually succeeded;

£ - the red icon with a white cross is the error sign: it means that the operation execution has
failed.

Analyzing the log can help you a lot in your everyday work with Ping Monitor, because it contains all
the information on the executed tasks and provides you with troubleshooting recommendations in
case any problems are detected.

Toolbar Overview

Period

i®~  The Period button from the Log view toolbar allows you to choose the time interval to
display the logged events for.

= Export
The Export button should be used to export the log to a CSV file.
Clear

F The Clear button should be used to delete all the logged events from the program
database.
Full Expand

F The Full Expand button from the Log view toolbar should be used to expand all nodes in
the table of logged events.
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Full Collapse

The Full Collapse button from the Log view toolbar should be used to collapse all nodes
in the table of logged events.

Choose Columns

The Choose Columns button should be used to choose the columns to be displayed in
the table of logged events.

Filter Editor

The Filter Editor button should be used to define the custom filter criteria to be applied
to the data displayed within the table of logged events.

Advanced Options

The Advanced Options button enables you to configure the Log view, manage the
visibility of the event details pane and reset the view layout.

The options of clearing the log, expanding nodes in the tree of logged events and collapsing them
are also available from the pop-up menu of the Log view.

The layout of the Log view, including the visible columns, the column widths, the sorting settings,
the descriptions wrapping and the details pane visibility, can be easily reset to the initial defaults by
choosing the Reset Layout option from the view menu.
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Access Control View

The Access Control view is by default located at the bottom of the main program window.

i "\j-l The Access Control view is available in the Enterprise Edition of the program only.

I'--I?. ':.
Its purpose is to define user roles and assign those roles to users and groups thus allowing granting
or denying specific privileges to clients. For detailed information on configuring the privileges, refer
to the Access Control section of this document.

Pic 1. The Access Control view

The Access Control view is split in two parts, which are Permissions and Roles. Within the
Permissions part, you can review and manage the currently effective associations between
accounts and roles. The following icons are used within the Permissions group for displaying the

type of the principal:
2 - the role is assigned to a user;

& - the role is assigned to a group.

Toolbar Overview

Assign Permissions

The Assignh Permissions button allows you to assign roles to users and groups thus
defining their privileges when they access the Ping Monitor server.

Edit
The Edit button is used to reassign the access role for a selected user or group.

Delete
The Delete button allows you to delete the selected access role assignments.

Full Expand
The Full Expand button should be used to expand all the grouping rows in the table.

Full Collapse
The Full Collapse button should be used to collapse all the grouping rows in the table.
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== Group By Box

The Group By Box button should be used to configure the data grouping for the table.

Choose Columns

fﬁ The Choose Columns button should be used to choose the columns to be displayed in
the table.

Filter Editor

The Filter Editor button should be used to define the custom filter criteria to be applied
to the data displayed within the table.

. Configuration

The Configuration button provides access to the option of resetting the view layout.

The Roles part is used for reviewing and managing roles. For the Roles part, the following icons are
used to define the type of the role:

7 - a build-in role;

i - a user-defined role.

Toolbar Overview

Add Role

&1 The Add Role button is used to create a new Ping Monitor server access role to be
assigned to users and groups.

Edit
" The Edit button allows you to change the name and/or the set of enabled privileges for
the selected user-defined access role.

Delete

The Delete button is used to delete the selected user-defined access roles.

Full Expand

The Full Expand button should be used to expand all the grouping rows in the table.

Full Collapse

The Full Collapse button should be used to collapse all the grouping rows in the table.

Group By Box
The Group By Box button should be used to configure the data grouping for the table.

Choose Columns

fﬁ The Choose Columns button should be used to choose the columns to be displayed in
the table.
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Filter Editor

The Filter Editor button should be used to define the custom filter criteria to be applied
to the data displayed within the table.

& Configuration
The Configuration button provides access to the option of resetting the view layout.

You can regroup the layout of this view any way you want it using the Group Layout item from the
Configuration menu. Both parts of this view fully support all the grouping and filtering features.

Operations View

The Operations view shows the detailed progress of each operation being performed at the
moment and allows canceling a particular operation or all running operations. By default, it is located
at the bottom of the Ping Monitor main window.

Log £ Access Conbrol I Opersbions

Pic 1. The Operations view

Progress information for every operation is shown in the pane with the progress bar, the operation
information text and the Cancel button. The Cancel button is used to cancel individual running
operations, whereas if the grouping operation is canceled, all the sub-operations are also canceled.

Cancel All

Cancel Al The Cancel All button from the Operations view toolbar can be used to cancel
all the operations running in the application.

You can cancel all the running operations by clicking the Cancel All button on the toolbar of the
Operations view.
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Graphical User Interface features

EMCO Software provides you with a modern and intuitive graphical user interface, because we
appreciate the users of our products and would like them to feel glad that they have EMCO
programs installed on their PCs. Lots of resources were involved in creating this kind of an interface
for you, and now we are proud we have done it. Custom DPI settings are fully supported, so that
you can use EMCO programs on any display with any resolution you like. The 'Microsoft User
Interface Guidelines on Layout, Icons and Sizing' have been a powerful base for this work, and we
are glad to tell you that they are fully complied with and supported. With the help of the skinning
support and the Ribbon UI interface, every customer can configure the program Ul to feel
comfortable during each working day. EMCO also provides you with the High Contrast skin along
with the bonus skins pack, which is an accessibility feature designed for people with vision
impairment. The High Contrast color scheme can increase legibility for some users by heightening the
screen contrast with alternative color combinations.

This chapter gives you a detailed description of how to fully enjoy the graphical user interface
features, the skinning mechanism and the Ribbon bar features.
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Skinning

Ping Monitor provides you with a wide range of custom skins with unique look and feel, so that you
can choose any skin you like most. If you are a fan of the Microsoft Office interface, you have no
reason to complain either, since Ping Monitor also gives you an option of choosing this type of skin.
There are not only formal skins but also some informal ones.

All the skins can be divided into four groups: Office Skins, Custom Design Skins, Bonus Skins and
Skins for Fun. The following skins are available:

Office Skins: "Office 2019", "Office 2019 Black", "Office 2019 Dark", "Office 2019 White",
"Office 2016", "Office 2016 Dark", "Office 2016 Black", "Office 2013", "Office
2013 Silver", "Office 2013 Black".

Custom Design "Bright Style", "Dark Style", "Blue Vision", "Blue Vision 2013", "Light Vision
Skins: 2013", "Dark Vision 2013", "High Contrast”, "Metropolis”, "Metropolis Dark",
"Seven", "Seven Classic", "McSkin", "Blue", "Black".

Bonus Skins: "Lilian", "iMaginary", "Caramel", "Money Twins", "Sharp", "Sharp Plus", "Foggy",
"Darkroom", "Dark Side", "Liquid Sky", "London Liquid Sky", "The Asphalt World",
"Glass Oceans", "Stardust", "Coffee", "Blueprint", "Whiteprint".

Skins for Fun: "Christmas", "Valentine", "Summer", "Springtime".
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Let us take a brief look at some of the skins:
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s & -
Heme  View  Propram
nw r B &
Parie  Rriune Dt Generats Dracumsbiil
stist Report
Arivity = Statistics = Aepeting
-l A6
F
=" overview
&
g D! Orverview for all Hosts
4 state & Quality @
G
=
.f

1

Hosts (3

_' lag j__.l«ful:qdlol E Operations

ag =

Host  Gioup  Summary  Detailed

MO Fing Manitos Enberprie

i

Repart Report

Hew

Activity
2786 QETanv]

=

'«
&
Wil

Inberface
el

P‘erforman ce (D {} Perigd: § Mot el (100,2032 500 AM - 182003 00 Ak | o h:erts G}

) i
L
o 232

M - 0 %

11

Copyright © 2001-2022 EMCO. All rights reserved.

100



EMCO Ping Monitor 9 Program Interface Overview

Custom Design Skin look and feel example
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Skins for Fun look and feel example

Activity
s
o

i EMCO Ping Moniter Enterprise " * Smox
View  Frogram @

ww bz & a8 o b

Satens || gt [ Lt | gt Hapan || etrrece

Ativity ) Bt )| Aepeding Horer Wieb
E;ﬂ]nnmlm'l - = -
ﬂ " Overview

?'DE Gverview for all Hosts =
i 5
= | state & Quality @ |

Performance © % peiea s mutes prasaoaz iz s seziveas 17 - | Alerts @ Q] [ seme] (5]
(1] ’“Q
- Majge
- B e !
D acocutedon I
(7o | cone | - o
Hoats: 12055 (2786 active - 2693 up, 53 doveni o i

Copyright © 2001-2022 EMCO. All rights reserved.

102



EMCO Ping Monitor 9 Program Interface Overview

High Contrast Skin look and feel
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Ribbon
Ribbon is a tool that presents commands organized into a set of tabs. The tabs on the Ribbon
represent commands that are most relevant for each of the task areas in the program . For

example, in Office Word the tabs group commands by activities such as inserting objects like
pictures and tables, doing page layout, working with preferences, doing mailings, and reviewing. The
Home tab provides an easy access to the most frequently used commands. Office Excel has a similar
set of tabs that make sense for spreadsheet work including tabs for working with formulas, managing
data, and reviewing. Those tabs simplify access to the program features, because they organize the
commands in a way that reflects the tasks people perform in those programs.

ik H (@8 8 5 %
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Pic 1. The Ribbon bar

We are delighted to let you know that we fully conform with Microsoft® Ribbons Guidelines and
would like to introduce some Ribbon features to you. To learn more about Ribbon, the story of its
development and its usability features, you may visit 'The Story of the Ribbon" article from the MSDN
blogs.

Application Menu

The Application Menu invoked using the Application button is somewhat similar to the File
menu in most programs that use a classic user interface, but it gives you more.

[ Start Monitoring
/H Begin connectivity monitoring

| Stop Monitoring
End connéctivity monitoring

- Generate Report
Create qustom report

Web Interface

¢
_3 Open the web interface
B Switch Server

"3 Connect to another server

Enter License Code
Frovide ar change the license
code

Chedk for Updates
Get a new version of the program

&

#4¢ Preferences| | [ Exit

Pic 2. Application Menu

It contains links to the most helpful actions located under different tabs but made available from one
access point.
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Quick Access Toolbar

The Quick Access Toolbar is an end-user customizable bar located near the Application
Menu or below the Ribbon bar depending on the configuration. It can contain links to both Ribbon
items and Ribbon groups.

Pic 3. Quick Access Toolbar

To add an action link to the quick access toolbar, right click this action and select Add to Quick
Access Toolbar from the pop-up menu. The groups can be added in the same way, the only
difference being that to add a group you should right click its caption.

Representation and Navigation Features

The representation of the Ribbon bar can also be configured to make your work more comfortable.
You can minimize Ribbon so that the tab's content is only shown when the tab is clicked on, thus
extending the program workspace. Also, if it is not convenient for you to have the Quick Access
Toolbar next to the Application Menu, you may place it below the Ribbon bar, so that it will look
just like a simple toolbar. This configuration can be accessed from the pop-up menu of the Ribbon

bar EZ3),

Add to Quick Acgess Taalbar

Show Quick Access Toolbar Below the Ribbon

Mipimize the Ribbon

Pic 4. The Ribbon customization menu

Navigation between the Ribbon tabs can be performed not only with a mouse click on a tab but also
with the help of the mouse wheel. Just place the cursor over any tab and scroll the wheel - scrolling
up will switch the tabs from right to left, and scrolling down will switch the tabs in the opposite
direction.
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Main features of Ul Elements

The graphics shell used for Ping Monitor is aimed at providing a high level of usability to everyone.
This topic covers main features of the graphical elements used in this program, and here you can
find what puts EMCO GUI a step ahead of the others.

Docking

The Ping Monitor user interface is built using the ultimate docking technology which provides for the
maximum use of the program working area. It allows docking the windows that are used less often
than the main one to the sides, auto hide them or even close and then open again when required.
The dock panels can be docked both to the main window and to each other, thus enabling you to
build such a subsidiary window layout that makes you feel comfortable while working with Ping
Monitor

Pic 1. Docking preview

To change the position of any dock window, you should click its header and move the mouse pointer
while holding the left mouse button down. Hint windows are shown to help you understand where
you can drop the window dragged. When you are dragging it over another dock window, it is
possible to dock both windows to each other or display them in different tabs of the same dock
window. When a dock window is floating, you can expand it to full screen by either clicking the Full
Screen button in the windows title bar or pressing F11 on the keyboard. To exit the full screen
mode, just press F11.

To enable the auto hide feature for a window attached to any side of a main window, click the pin
button in the dock window header. Clicking the cross button results in closing of the dock window.
Each view can also be closed and opened again using the checkboxes in the Show Ribbon group
accessible from the View page.
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Grouping and Filtering Data

The Ping Monitor user interface is designed so as to make its usage as flexible as possible. The
tables available in every EMCO program provide you with an easy-to-use data filtration and grouping
mechanism. To group data by one of the columns, you should drag its header to the grouping box
displayed over the table or choose an appropriate item from the column header pop-up menu

Sate =«
Group &

Pic 2. The grouping box of a table grouped by two
columns

To group or ungroup data by any column when Group By Box is not visible, you can have it
displayed by selecting the Show Group By Box item from the pop-up menu of any column header.

Data filtration can be performed in two ways: by using the quick filter or the filter editor. To use the
quick filter feature, just click on the glyph in the right top corner of any column header. A drop-
down list appears offering you to choose one of the predefined filters or select the custom one from
the filtering dialog

T Hame a | Artiih
i Values A
f i Host
i Group
L Close
i h-05650.emeasaltbware com B Active
i h-056%1.emcosoftware.com B Active
i h.05882.emeosoftware.com B Active
1 h-DRRGE Amencntbwars. rom B Active .2

L=

Pic 3. Accessing the quick filter abilities
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The Filter Editor shipped with Ping Monitor is easy to use and allows you to build your own complex
filters quickly and easily . To open the filter editor, choose the Filter Editor item from the
column's pop-up menu.

Filter Editer b

Configure Filter Condition
Provide the filter condition to be applied {0 the viewe. You can filter the column

filter conditions by amy column and group any way you want.

and

Type Haost

Pic 4. Using the filter editor

You can enable and disable the currently applied filter condition using the checkbox displayed next
to the filter condition in the bottom of the view, inside the filter info pane

¥ | Hame A Activity

T n.06433.emeosolbware.com b Active s
T h-05434. emcosottware.com P Active

T h.06435.emeosoftware.com b Active

T h-05436.emcasottvware.cam B Active

I h-08437.emcosoftware.com B Active

T n.oss40.emeosolbware.com b Active

I h-05442.emcasottware.com P Active

T h.06443.emeosoftware.com b Active

T k05444 emcasottware.cam B Active

I h-08445 emcosoftware.com B Active

T n.06s47.emeosolbwane.com b Active

T h-05450.emcasottware.com P Active

T h.06451.emeosoftware.com b Active

T h-08452.emcasottvware.cam B Active

i h-08454. emcosoftware.com B Active

T n.06455.emeosolbwane.com b Active w
[ l| Type = Host @ [+] Edit Filter

W

Pic 5. The filter info pane

To reset the currently applied filter use the *| button from the filter info pane, and to customize it
use the Edit Filter button from this pane.
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Managing Columns in Trees and Tables

You can customize almost every table and tree in EMCO programs by moving and removing columns
to make the control most informative for you. To move a column, drag it over the control's header
and drop between other columns to its new position

Hame Ry OnStartup T
— Op Starup
1= hOSTT1.emeosoltwane. com Up daclive Restare Aty s
il h-05772.emcosoftware.com > Active Restore Activity
I h.05773.emeosoftware.com P Active Restore Adtivity
T h-0s7TT5.emcasottware.com B Active Restore Activity
I h-05776.emcosoftware.com b Active Restore Adtivity
T n05777.emeotolbwane. com P Active Restare Aty
i h-05778.emcosoftware.com B Active Restore Activity
I h.05780.emeosoftware.com P Active Restore Adtivity
iE h-0578 1. emeasottwant.com P Active Restore Agtivity
I h-05782.emcosoftware.com b Active Restore Adtivity
T n05783.emeoialbuane. com P Active Restare Aty
il h-05784.emcosoftware.com > Active Restore Activity
I h.05786.emeosoftware.com P Active Restore Adtivity
i h-O5TET.emeasottwarnt.com P Active Restore Agtivity
I h-05788.emcosoftware.com b Active Restore Adtivity
T n05780.emeoolbwane. com P Active Restare Aty
il h-0570.emcosoftware.com > Active Restore Activity
I h.05792.emeosoftware.com P Active Restore Adtivity
o MDA TG AmeaenPRAE f M . v

et s Ractars Srtnnty
L
Pic 6. Moving a column
To remove a column that is of no use for you, right click the control's header and select the

Remove This Column item from the pop-up menu. Also, you can control columns availability using
the column chooser

Namis a  Actrty
T n05771.emeotolbware. com B Actie {:""':”'r'rt " A
i h-05772.emcosoftware.com P Active
I h05773.emeosoftware.com B Active | Customization n
0] h-05775 emeosoftware.com P Active
I h-05776.emcosoftware.com b Active £
T n05777.emeotolbware. com B Attie | | Description |
i h-05778.emcosoftware.com B Active Dynamic IF
I h.05780.emeosoftware.com P Active Group
E n0s781.emcosoltware.com BoAdNE o e tup
I h-05782.emcosoftware.com b Active
T n05783.emeosolbwane. com b Active
i h-057E4.emcosoftware.com b Active
I h.05786.emeosoftware.com P Active
i ns7ET.emcosolware.com B Active
I h-05728.emcosoftware.com b Active
T n05780.emeoolbwane. com b Active
i h-05780.emcosoftware.com b Active
I h.05752.emeosoftware.com b Active
o RS TG AmeaenPheR e oo m B Artiee o v

Pic 7. Using the column chooser

To show the column chooser, right click the control's header and select the Column Chooser menu
item. After that, you can drag and drop columns from the header to the column chooser and
backwards.
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Automatic Saving and Restoring of Windows Layout

One of the service functions of Ping Monitor user interface is its ability to save and restore the
windows layout. All the changeable parameters like the windows sizes and positions; the table
columns order, sizes and positions; the grouping and filtering options; the dock windows
configuration, etc. are saved between sessions. Thus, you do not need to configure the program's
user interface layout every time you start this program.
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Chapter 4: Hosts Management

Ping Monitor is a tool for monitoring the hosts connectivity. So the primary object in the program is
the one that represents the remote host in the program, it is also called a host. All hosts can be
grouped via host groups. A group, for instance, allows you to add a single unit as a report member,
adding a group reference, and change a set of hosts included into the report by simply changing a
set of group members. Also the group allows you to define custom settings to be applied for all
hosts in it during the monitoring, unless the settings are overridden on a host itself. See the
Overriding Common Settings section of this document for details.

The host is used as a master object for all data gathered by the program. It means that the
gathered data is connected to a host, which allows to maintain the host monitoring statistics and to
create statistical reports for specific date intervals. The most part of the monitoring data for the
host is stored until deleted by the user or until the host is deleted. The historical data can also be
deleted automatically when treated as outdated - this option is available for configuration in the
program preferences.

All the hosts are displayed in the Hosts view. In this chapter we will take a closer look on the
process of defining the hosts and groups of hosts, configuring them for monitoring, changing hosts
configuration, deleting hosts or groups, integrating with external tools and at the process of hosts
import and export.
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Defining Hosts and Groups

The hosts are displayed in the Hosts view either in the hierarchical or in the flat form, depending on
the view configuration. In this chapter, we will describe how to create hosts and groups, configure
them for monitoring and delete them when they are no longer needed.

Q Host

Host

hosts to be monitored.

The Host button from the New Ribbon group on the Home page and on the Hosts
page from the Hosts Tools category should be used to add a new host or a range of

To create a new host or a group of hosts from an IP range, you should press the Host button from
the New group on the Home Ribbon page or on the Hosts page from the Hosts Tools category.
Alternatively, you can use the New > Host routine from the Hosts Browser view toolbar and pop-
up menu. In any case, the dialog will appear on the screen to help you with the creation process

Add Host

General

Monitar Settings
Connection Quality
Perfarmance

Gateway Options
Intervals

Automation

Alerts and Notifications
Motdication Time
Recipients

Custom Fields

Specify Monitored Host Information

Provide & host address Lo monitor along with additional host information, indicate if the host uses 3 dymamic IP address,
and override the monitoring settings, if required

==i=| Enterthe single network host address or the IP addresses rangé to monitor connection o,

Add Single Host

v,
& Add Hosts Range
Start IP: 192 . 168 . 10 50 End IR | 192

Resolve address to host name

Labek Growp: |Texas

Description:

v Start menitoring when added

—e—| The single host address can be specified both as a host name and an 1P address.

X

[

%

[ 10 54
Wi | M
Add Cancel

Pic 1. Adding a host or a range of hosts
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In the Add Host dialog, you should first choose if you would like to add a single host or a range of
hosts by specifying their IP addresses. If you would like to add a single host, leave the Add Single
Host radio button chosen, enter the host address into the Address field and indicate if this host
uses a dynamic IP address. In case of adding a range of hosts, you should provide the start and end
IP addresses for the range. To perform the name resolution from IP addresses to host names when
adding a range of hosts, you should check the Resolve address to host name option. If the host
names resolution is enabled, you can specify if the hosts whose names cannot be resolved should be
added to the monitoring data or not by using the Do not add if not resolved option.

The Label and Description fields can be used for easier host identification, and the Group field
allows you to select the group this host belongs to. Also, you can provide additional configuration
settings using appropriate tabs of the Add Host dialog.

On the Custom Fields page, you can provide values for a set of custom fields defined in the
program preferences. Custom fields can be displayed in the Hosts view when corresponding columns
are added. Custom fields can be used also within notifications and when integrating with external
tools.

If you do not want the monitoring process to start automatically for hosts being added, uncheck the
Start monitoring when added box. When you are done with providing the required information,
press Add for the host or the hosts to be created. The created hosts will be automatically included
into the auto-start list.

|Uj Group

The Group button from the New Ribbon group on the Home page and on the Hosts

G
e page from the Hosts Tools category allows you to create a new hosts group.
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To create a new group of hosts, you should use the Group button from the New Ribbon group on
the Home page or on the Hosts page from the Hosts Tools category. Alternatively you can use
the Group item from the New button pop-up on the Hosts view toolbar and the appropriate item in
the view pop-up menu. The Add Group dialog will appear on the screen to configure the group

being created Pic 2}

Texas' - Add Group

Configure Group

General

Maomnitor Settings
Connection Cuality
Perfarmance

Gatewray Options
Intervals

Automation

Alerts and Notifications
Maotification Time
Recipients

Custom Fields

Group Properties

Provide the group properies and the izt of members o be included into the group, and overmide the manitoning seftings
for the hosts from this growp, if required. You can add both hosts and other groups into the group.

group deseription, i required.

=i=| Entera name for the group, choose the objects to be included into the group and provide a
_‘_|
—=

Hame: Texas

@roe X | B |

Mame

p=—=1

By

Parent Group: | [none]

&

a  [Description

X

EEda

Description:

h-{r3244. emcosoftware.com
h-08245. emcosoftware.com
h-03246. emeasoftware.com
h-{8247T.emcosoftware.com

Country Cade: U5, Region/Code: Texas/TX
Country Code: US
Country Code: US
Country Code: US

Pic 2. Creating a group of hosts
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When creating a group you are proposed to define the group name and description as well as the
set of hosts and groups to be included into a group being created. The name and description are
used to make it easier for you to identify the group being created in the future. To add a host or a
group to the group being created use the Add button from the members tree toolbar or choose an
appropriate item from the pop-up menu. The dialog will be displayed to let you choose the hosts and
groups to be added. Those items that are already in the group being created are filtered from those
available. The Delete button and menu item are used to remove the selected hosts and groups from
the group being created. When configuring a group, it is also possible to provide the settings to be
applied to hosts within the group, unless overridden, on the corresponding tabs. As soon as the
group is configured, press Add to create it.

To edit any host or group, select it and either choose the Edit button from the Organize Ribbon
group on the Program page or use the Edit items from the view toolbar and pop-up menu. The
editing process is similar to the creation. When some hosts or groups are no longer needed you can
delete them using either the Delete button from the Organize Ribbon group on the Program page
or use the Delete items from the view toolbar and pop-up menu. When you are deleting hosts and
groups they are also deleted from all groups and reports they are currently included into.

Within the Hosts view it is also possible to copy and move hosts and groups between other groups
as well as create their duplicates. This can be done either via the drag and drop technique, or via
the copy/paste one. The Cut, Copy, and Paste items from the Clipboard Ribbon group on the
Program page can be used, as well as the appropriate items from the pop-up menu. It is also
possible to copy hosts and groups between different editions of the program and use the export
feature. For the details on import and export, refer to the Importing and Exporting Hosts section of
this document.

Overriding Common Settings

Ping Monitor comes with a wide range of monitoring and notification options those are defined in the
program preferences. The options defined in preferences are initially used for all monitored hosts,
but you can override specific groups of options for particular hosts or groups of hosts.

F ! It is possible to override common settings when using the Enterprise or Professional editions

= of the program. The Free edition doesn't allow overriding common settings and specifying
custom settings for hosts and groups.

When an options value for a host is calculated, first it checks if it is overridden on a host itself and
on any of the parent groups. In case it is overridden on any level, than the overridden value is used,
otherwise the value from program preferences is taken into account.

The overriding features are available during the hosts and groups addition and modification. The
options are gathered on the corresponding navigator pages of the configuration dialog, those are:

Monitor Settings, Connection Quality, Performance, Gateway Options, Intervals,
Automation, Alerts and Notifications, Notification Time, Recipients and Custom Fields.

For example, to override the monitoring settings, you should check the Override ping options
configuration box on the Monitoring page, and then perform the required changes. Changing the
common configuration, either from preferences or from the parent group, can be reached via the
Change common/parent configuration link. To reset the settings to common, you can use the
Reset to common/parent link. As you can see, the approach is easy and can be used to reach
maximum flexibility of the monitoring process configuration.
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Using Custom Fields

Using custom fields you can specify additional characteristics of hosts that can be used in various of
cases. For example, you can specify a geographical location of the host, a name of the responsible
person or a room number where a host is located. Custom fields can be displayed for a host together
with other characteristics, so you can search, group and filter hosts by custom fields and use
custom fields in notifications and custom actions.

To start using custom fields you need to specify a set of custom fields in the Custom Fields
section of the program preferences . You can add one or multiple fields according to your
needs. You can add fields by specifying a custom field name only, or specify a custom field name
and its value. Custom fields specified in preferences are automatically set to all hosts.

Preferences *
Eal
Monikoring - Custom Fields
Monitor Settings Fing Monitor allows you to specify a set of custom fields to define additional properties for

monitored Hosts, which ¢an then be incduded into noltifications by means of placeholders.
Connection Quality

Performance Fields
Monitoring Statistics —| Prowide a set of custom fields for Hosts, As soon as provided, the field value for each
Gateway Options == Host can be specified during Host configuration. When used as placeholders for

— actions and &-mail messages, the field names are replaced with provided values.,

Intervals
Name: Value:

Autamation
Latemcy Measurament

MName -  alue

Delete
CATEGORY Mons
Alerts and Events g CUSTOMER_MAME

Alsrt: and Notifications
Eallaons and Souwnds
Motificatien Mail Templates
Maotification Time

| General e

Recipients

Custom Fields

Reports Storage
Reports Customization
Report Mail Templates

External Tools
[ialiil=]] L Lo fisl

Lﬁ; Miscellanecus ~ Apply
w

Restore Defaults Cancel

Pic 1. Custom fields specification in Preferences
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If you plan to set different custom fields values for hosts, you can specify custom fields names only
in the program preferences and set custom fields values for hosts. To do that you need to create a
new host or edit an existing host. Open Custom Fields in the host settings and turn on the
Override configuration option. Now you can set custom values for the fields for this particular

host
'h-00000. emcosoftware.com’ - Edit Host b4
Specify Monitored Host Information | ey
Provide & host address (o manitor along with additianal host infarmation, indicate if the hast uses 5 dymamic IP address,
and override the monitoring settings, if required S
G fe=—| The custom fields are additional host properties that are defined by end users, You ¢an use
eneral === | the values defined for those properties in the notifications by specifying the custom field
name in the pair of "% signs a3 displayed in the table balow.
Manitor Settings & & paiIr g g iplaye & =11
| Override configuration Change parant configuration  Reset to parent
Connection Cuality
Crverridden Paceholder & Value
Perfarmance CATEGORY I
Gateway Options W %CUSTOMER_MNAME #lfred
Intervals
Automation
Alerts and Motifications
Motication Time
Redipients
Custom Fields
Save Cancel

Pic 2. Specifying a value for the custom fields of a specific host

Once custom values are set for the hosts, you can start using them in the program. For example,
you can display custom fields in the Hosts view. To do that you can right-click the Hosts table
header and select the Choose Columns in the content menu. In the displayed dialog you can see
the added custom fields, so you can click them to add to the hosts table. Now you can use the
standard grouping, filtering and sorting features available in the table to organize hosts by custom
fields.

You can use custom fields in notifications and custom actions where custom fields are available as
placeholders. Edit Notification Mail Templates or configure a Custom Actions where you can use
configured custom fields.
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Integrating External Tools

Ping Monitor allows you to launch external tools directly from the Hosts view, providing host
properties as the command line parameters. The options are available in the External Tools
submenu of the Hosts view pop-up menu when a single host is selected. The program comes with a
built-in set of predefined tools that allow you to open remote desktop connection to the host, view
the hosted web-site in a browser, launch console utilities, such a ping and tracert. You can disable
predefined tools and add you custom ones on the External Tools preference page, which can be
also reached directly from the menu when choosing the Configure External Tools option. Please
note, that the external tools are launched on the client side, i.e. on the PC where the Ping Monitor
client is running.
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Importing and Exporting Hosts

With Ping Monitor, you can easily import and export hosts information any time you want. You can
export one or all of the available hosts and groups to use the exported data as a back-up, to share
the hosts with your colleagues or simply to import them to another instance of the program. The
import feature can be used to import hosts information both from the files created during export and
those created manually. For example, you can create a CSV file manually to add multiple hosts by
adding their data in Microsoft Office Excel. To get detailed information on the file formats used for
import and export, review the Export/Import Formats section. This chapter covers the process of
importing and exporting host information.

Import

imoort The Import button from the Organize Ribbon group on the Program page should be
g used to import hosts information from an XML or CSV file with the help of the wizard.

The hosts information can be imported into Ping Monitor from XML and CSV files. The XML file
structure is quite complex, so it is not recommended to create it manually, but it is recommended to
use it for export. The CSV file should consist of five columns: the host address, the label, the
indication if the host uses a dynamic IP, the group and the description - each column should be
separated with the field delimiter. The CSV file can be created manually to be able to add multiple
hosts to Ping Monitor easily.

If you want to import the hosts information into Ping Monitor, press the Import button from
Organize Ribbon group on the Program page. The Import Hosts Wizard will appear on the screen

Inport Hosts Wizard e
-
\ ' Welcome to the Import Hosts Wizard
e
With Ping Manrtar, imparting & pool of abjects is Tast and sasy. Data can
be imported both from files created man ually and exported from other
imstance of the program.

The import fundtion supports the XML and €5V formats while the file
format if detected automatically. It is possible to import any number of
abjedts from those available - just check the objects you are interested in

@ 2mco Press Mest 1o procesd with import. How can | use hosts impart?

MHext > Cancel

Pic 1. The Import Hosts Wizard welcome page
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The first page of the Import Hosts Wizard is the welcome page, which is used to introduce you to
the feature the wizard is supposed to help you with. After reading the welcome information, press
Next to continue with import.

On the next page of the Import Hosts Wizard, you are offered to choose the file you are going to
import hosts information from. The file path should be provided in the Import From field . The
format of the provided file is detected automatically. The encoding of the XML file with hosts
information is also detected automatically. For the CSV format, the preview page is displayed, where
you can tune the parse options, being able to preview the parsing results.

Inport Hosts Wizard 4

Specify File Path —

Input manually or specify the path to the file containing the data to import. The data should be
in the XML or C5 format. For the C5V format, the encoding may be specified in the next step. =|

Import From: | ChUsersdbledDooumentsiHost. cow

@0 The chosen file format is detected automatically. The encoding of the XML file with imported data is also
D_J detected automatically. For the CSV format, the displayed préview page enables you to tune the parse
aptions while getting anlineg results.

« Back - Next » Finish Cancel

Pic 2. Choosing the import source file
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The next page offers you to choose the hosts to import. By default, all the valid hosts that does not
duplicate already existing addresses are selected . Optionally, you can specify if the
monitoring for new hosts should be started as soon as the hosts are added.

Import Hosts Wizard

Choose Hosts to Import
Check one or more objects from those available - the checked objects will be imported into the ?

program.
EEES BEY o
Hame = Dynamic P Auto-start Description
4 i 3 [Hests -
4 [ B Europe
b o [ Framce
¥ oo B Germany
a w10 Usa
o Calfoarnis
bl Hew York
koo ) Texas
F il Servers

T DEMS (dbms.emco.local) W W "

T rw e -

Start monitaring when added

Pic 3. Choosing the hosts to import

When the hosts to import have been chosen, press Finish. When the import is done, the hosts are
added the program thus can be monitored.

Export
The Export button from the Organize Ribbon group on the Program page should be
Export used to export hosts and/or groups of hosts from the program to an XML or CSV file
” that can be used in the future for import.
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The hosts' information can be exported to the XML or CSV file format. The overridden settings are
saved only into an XML format file. The hosts export can be performed either from the Hosts
Browser or from the Hosts view. You can choose between exporting all objects and those that are
currently selected. To perform export, use an appropriate option from the drop-down of the Export
button from the Organize Ribbon group on the Program page. The Export Hosts Wizard will

appear on the screen

Export Hosts Wizard

\\‘JW

elcome to the Export Hosts Wizard
With Fing Manitar, exporting any pool of objects is fast and eagy. The file
created after such export can be processed manually or with any
automated tool.

You cam use the exported file as a back-up, or you can share the data with
colleagues. The data ¢an be exported to afile having specified the format
configuration aptions.

A detailed description of the export format can be found in the program
documentation.

Pregs Mest to procésd wath sxport. Haw can | hasts expord?

Back . Hext = Cancel

Pic 4. The Export Hosts Wizard welcome page
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The first page of the Export Hosts Wizard is the welcome page, which is used to introduce you to
the feature the wizard is supposed to help you with. After reading the welcome information, press
Next to continue with export.

On the next page you are offered to choose the file you are going to save the hosts information to,
the file format and the format options. The file path should be provided in the Export To field

. For the XML format, you can choose the encoding to be used for saving the host information, and
for the CSV file, the field delimiter and the text qualifier should be specified together with the
encoding. When exporting to the CSV file format, you can also define if you would like the column
headers to be preserved in the resulting file, which can make it easier for you to identify each
column - this feature can be enabled using the Include column header option.

Export Hosts Wizard e

Configure Export Options Cr
Spedfy the path to the file for the exported data and the format you would like bo use, and I_f’

oonfigure the format options

Export To: | COUsersialediDoouments\Hast.oml

® Export to XML file

xmy] The XML data file is a structured file that contains information about every object grouped by
elements called tags, See the program documentation for detailed information about the XML file
format.

Encadang: | Unicods (UTF-E) W

Expart to C5V file

"5.} The 5V data file comprises columns, each standing for a certain object property. The columns are
separated with the specified field delimiter, 5¢¢ the program documentation for deétailed nformation
" about the C5V file format,

< Back Finish Cancel

Pic 5. Configuring export options

When the file path and the export form are chosen, press Finish to proceed with export. The file
containing the hosts' information will be created in the location according to the path specified. The
file created during export can be used in the future to import the hosts' information back to the
program.

Now you are fully introduced to the export and import capabilities of Ping Monitor and can use them
in future to solve your tasks.
Export/Import Formats

This section describes the file formats used by Ping Monitor during hosts import and export. The
available formats are CSV and XML. The CSV format file consists of five columns, namely:

Index Header Description Mandat
ory

1 Address | The host name or IP address. Yes

2 Label The label used for the host. No
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Index Header Description Mandat
ory
3 Dynamicl The indication that the host uses a dynamic IP address. 'yes' No
P should be used if the IP address is dynamic, otherwise use 'no'.
4 Group The group the host belongs to. No
5 Descripti | The description used for the host. No
on

Sampe CSV file

"Address","Label","DynamicIP","Group","Description","QuickLaunch"

\l 1,

"h-00001.emcosoftware.com",,"yes","Hosts\USA\California",,"yes"

"non

"h-00002.emcosoftware.com",,"yes","Hosts\USA\California",,"yes"

"noon

"h-00003.emcosoftware.com”,,"yes","Hosts\USA\California",,"yes"

"h-00004.emcosoftware.com”,,"yes","Hosts\USA\California",,"yes"

"h-00005.emcosoftware.com”,,"yes","Hosts\USA\California",,"yes"

"h-00006.emcosoftware.com”,,"yes","Hosts\USA\California",,"yes"

The host and groups in the XML file are hierarchically structured. Each item is represented with the
Entry node, which has its Type attribute set either to Group or to Host. The other attributes are

the following.

Attribute Description Mandat
ory
The following attributes are used for the Host entry type.
Address The host name or IP address. Yes
Label The label used for the host. No
DynamicIP The indication that the host uses a dynamic IP address. 'True' should be | No
used if the IP address is dynamic, otherwise use 'False’.
The following attributes are used for the Group entry type.
Name The name of the hosts group. Yes
The following attributes are used for both the Host and the Group entry types.
GUID The unique item identifier in the database. Yes
Description The description used for the item. No
Settings Overridden monitoring process settings applied to this item in the XML No
format.
Sampe XML file
<?xml version="1.0" encoding="utf-8"?>
<Data Version="3" Format="Hosts">
<Entry Type="Group" GUID="95ed6793-f3f8-4820-ad73-c504bd00b1c6" Name="Hosts">
<Entry Type="Group" GUID="323bde41-118f-4e97-ae4b-641d5c94db56" Name="USA">
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<Entry Type="Group" GUID="e08465bf-6df2-4d3e-aa46-70db5f71610b" Name="California">

<Entry Type="Host" GUID="2f56be60-272a-4549-b152-542c5a90d15a" Address="h-
00001.emcosoftware.com" DynamicIP="yes" QuickLaunch="yes" Settings="" />

<Entry Type="Host" GUID="47d47b21-f3cf-44be-8056-673d134fc40c" Address="h-
00002.emcosoftware.com" DynamicIP="yes" QuickLaunch="yes" Settings="" />

<Entry Type="Host" GUID="5ea43dle-c276-4705-a577-90217f734aaf" Address="h-
00005.emcosoftware.com" DynamicIP="yes" QuickLaunch="yes" Settings="" />

</Entry>
</Entry>
</Entry>
<Entry Type="Group" GUID="46678cbc-43e2-4a8f-9266-d02061919af6" Name="Texas">

<Entry Type="Host" GUID="bdb50796-d206-4092-99ad-23c1890d861a" Address="h-
0011l.emcosoftware.com" DynamicIP="yes" QuickLaunch="yes" Settings="" />

<Entry Type="Host" GUID="b8d3110c-32c2-4646-84c6-9eff75fa3045" Address="h-
00114.emcosoftware.com" DynamicIP="yes" QuickLaunch="yes" Settings="" />

<Entry Type="Host" GUID="53c88234-2b91-4b38-a5a9-424a5ad7bflb" Address="h-
00115.emcosoftware.com" DynamicIP="yes" QuickLaunch="yes" Settings="" />

</Entry>
</Data>

Now you are introduced to the formats used for storing the hosts information and can prepare the
files to be used for export manually or edit the data exported earlier to be used for future imports.
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Chapter 5: Monitoring Connectivity

The main goal of Ping Monitor is to provide you with easy-to-use connection monitoring features.
After you have added and configured the hosts to monitor, you are ready to start the monitoring
process. As soon as the process is started, the program checks for the host state and connection
quality changes using the options defined on the Monitoring Settings and Connection Quality
preference pages. During this process the monitoring statistics is gathered by the program, to allow
you review the overall monitoring statistics for each host and build performance and availability
reports for required periods of time. The mentioned reports are covered in details in the Reporting
section of this document.

The monitoring process for each host can either be inactive, active or paused. The activity can be
either controlled manually or by the program taking into account the automation and monitoring
intervals options defined in the program preferences and per host. While the monitoring process is
paused, the ping packets are not sent to the remote hosts and the ping statistics stays the same
until the monitoring process is resumed.

The monitored host can be in one of three states, those are: Up, Down and Pending. For the
details on state monitoring, please refer the Host State Monitoring section of this document. Along
with the host state, Ping Monitor monitors the connection quality. The available qualities are Good,
Warning, Bad, Critical and Pending. The Connection Quality Monitoring section covers the
process of monitoring a connection quality.

Ping Monitor can alert you on the hosts state or connection quality changes via e-mail, balloon or
sounds. Also it is possible to trigger custom actions on hosts state or connection quality changes.
The program alerts and notifications can be configured on the Alerts and Notifications preference
page. You can choose which notification is enabled for each trigger and specify the delay for each
action, if required.

In this chapter we will go through all the aspects of monitoring activity management and describe
the statistics gathered during hosts monitoring in details.
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Controlling Activity

Ping Monitor is used to check the remote host state and connection quality and notify the user on
changes. The state and connection quality checks are performed only when the monitoring process
is active. The monitoring process can be activated either automatically on the server startup, if this
is enabled on the Automation preference page, or manually. Then the process can be either
paused or stopped both automatically and manually. This chapter will show you how to control the
monitoring process activity.

., start
S.tart The Start button from the Activity Ribbon group on the Home page should be used to
start monitoring for the currently selected hosts.

The monitoring process can be activated automatically on startup in two cases: either the host
monitoring was active at the end of the previous session and it is configured to restore activity for

hosts or the host is included in auto-start and it is configured to start monitoring for such hosts.

To start a monitoring manually for specific hosts, you can select those hosts in the Hosts view and
press the Start button on the Activity Ribbon group located on the Home page. You can also start
monitoring by clicking the Start Monitoring item in the pop-up menu or the Start item on the
Manage Activity button drop-down available on the toolbar. The Statistics view can be used to
start monitoring too.

| stop
'Sm The Stop button from the Activity Ribbon group on the Home page allows you to stop
g monitoring for the currently selected hosts.

With Ping Monitor, it is possible to stop the monitoring process for any host being monitored any
time you want. If you want to stop monitoring for hosts, select them in the Hosts or Statistics
view and press the Stop button from the Activity Ribbon group on the Home page. Alternatively
you can use the Stop Monitoring item from the pop-up menu or the Stop item from the Manage
Activity button drop-down on the toolbar.

H H Pause

The Pause button from the Activity Ribbon group on the Home page allows you to

Fl
o pause monitoring for the currently selected hosts.
H \‘*;, Resume
RES':mE The Resume button from the Activity Ribbon group on the Home page should be

used to resume monitoring for the currently selected hosts.

Copyright © 2001-2022 EMCO. All rights reserved. 127



EMCO Ping Monitor 9 Monitoring Connectivity

With Ping Monitor, it is possible to pause the monitoring process any time you want. While the
monitoring process is paused, the ping packets are not sent to the remote hosts and the ping
statistics stays the same until the monitoring process is resumed. To pause monitoring manually,
select the required host and press the Pause button from the Activity Ribbon group on the Home
page. Alternatively you can use the Pause Monitoring item from the pop-up menu or the Pause
item from the Manage Activity button drop-down on the toolbar. It can also be paused
automatically upon a certain predefined condition for a specified interval using the automation
features of Ping Monitor. If the monitoring is paused, you can restart its operation using the
Resume Monitoring menu item, or stop it completely using the Stop Monitoring menu item.

Analyzing Statistics

Ping Monitor gathers and stores per host performance and availability data while monitoring remote
hosts connectivity. This data consists of the live statistics, integral historical statistics and raw
historical data. You can review the monitoring statistics within on the Statistics page of the
document, located at the center of the main screen. Let's take a detailed look on each layer of the
monitoring data.

The live statistics is gathered while the server is running and restored on startup from raw historical
data, in case if the raw data is configured to be persisted. The available live statistics intervals are
provided within the Live Data section of the Monitoring Statistics preference page.

The historical data is stored hourly since the first time the monitoring was started. For each hour, all
required characteristics are available: the monitoring time, the pause time, the uptime interval, the
downtime interval, all latency characteristics, etc. This approach allows Ping Monitor to provide you
with monitoring data for specific periods of time in the past with the maximum precision of one hour.
Along with the hourly integrated data it is possible to store the raw responses data, that can be
used to review Timeline and restore live statistics on restart. By default, the program stores all
historical data for all hosts ever monitored until their statistics is deleted. If required, you can
prevent the history database from continuous growing by configuring the historical data automatic
removal or by disabling raw data storing in the Historical Data section of the Monitoring Statistics
preference page.

\:—”h‘ Delete Statistics

i 4

DE'IH‘E The Delete Statistics button from the Statistics Ribbon group on the Home page
statistics  should be used to delete all monitoring data for the selected hosts.

In case you want to begin the host monitoring from scratch, you do not need to delete the host and
then create a new one. Ping Monitor provides you with an option of deleting the monitoring data for
any host even without stopping the monitoring process. To delete all monitoring data for a host,
select it and press the Delete Statistics button from the Statistics Ribbon group on the Home
page. Alternatively, you can use the Delete Statistics button on the toolbar and the corresponding
item from the pop-up menu.

f'?"x Please note, that both live data, historical data and summary data will be permanently
£55 deleted when deleting monitoring statistics, so it won't be possible to generate historical
data reports and review statistics for previous monitoring sessions.
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If you have enable the raw data storing, you can review the monitoring timeline and export the
information on each ping reply any time you want from the Statistics view while reviewing single
host details. Just use the Timeline and the Export Raw Data buttons in the view header.

Export Raw Data Wizard >
Export Period
Specify if you would like to export all available ping replies data for the selected host or only i
data sent during a specific period of time. H

Export all available ping replies data

®) Export ping replies data for the specified period of time: | Custom Range W
Start: | 8/7/2022 End: |B8/13/2022
< July, 2022 - August, 2022
July 2022 August 2022

s MO TU WE  TH FR SA s MO TU WE  TH FR SA
1 2 1 2 3 4 5 &
3 4 5 & 7 a G T 3 9 10 11 12 13

10 11 12 13 14 15 16 14 15 16 17

17 18 19 20 21 22 23
24 25 26 27 28 29 0

< Back Mext = Cancel

Pic 1. Choosing the raw data export period

The Export Raw Data Wizard will be displayed on the screen to guide you through the export
process. You can either choose to export raw ping replies data for a specific period of time or entire
data set . The data is exported to the specified CSV file when you press the Finish button on
the data export wizard after providing the required information.
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Using Alerts

The program allows you to detect connection problems of monitored hosts using alerts. You can
configure custom alerts according to your needs to detect different types of problems. In alert
configuration you can specify a condition that is evaluated for each monitored host separately.
Once this condition is satisfied, the program reports an alert for the host, so you can see the alert
in the program and this alert shows the host for which it is reported. The alert ended once the
condition isn't satisfied.

You can see current alerts in the system reported in Alerts Summary. Each alert there displays the
name or the alert, a host name for which the alert is reported, alert state, severity and duration

. The alerts list displays all current alerts for all hosts. If you click a host name, you can
navigate to the host level where current alerts for the selected host are reported only.

Alerts Summary 4 Statistics | | Alerts | | State | | Quality
E Manitoring alerts for all Hosts =
Fear BI- A @ acve O axnowiedged ([ BEE B ERE Y &
o Severity Host & Mame Duration State Reactivation ...
‘ ______ Major 05668 emcosoftware com  Host is Down 01:14:26  Active |
) Critical h .em fiware.com Domain Contraller is Down 00:17:40 Active
';. \:} Major  h-03712. emeosoftware.com  Hostis Down P1:14:26 Active
- ,J Critical h-05713.emcosoftware.com Domain Contraller is Down 001730 Active
:_} Major h-05727. emcosoftware.com Host is Down 071:14:26 Active
£ Critical h-05727.emcosoftware.com  Domain Controller is Down 001720 Active
‘\/ Major 05736, f com  Hostis Down 01:14:26  Active
) Major  h-05T93.emcosoftware.com  Host is Down 01:14:26  Active
0 Major h-D3B5E.emeosoftware.com Host is Down 00494 Ackmowledged Qe 2:45
) Major h.05950.emeosoftware.com  Hast is Down Ofeddedt Acknowledged 23125
<} Major  h-05586 emcosoftware.com Host is Down 04546 Active
</ Major h-D6126emeosoftware.com Host is Down 04842 Active
p Major h-0B151.emeosoftware.com  Hostis Down 00:48:42  Active
h-06204. emeosoftware.com  Host is Unreachable 00:15:37 Active
h-06306.emeosoftware.cam  Hast s Unreachable 00:15:37 Active
h-06215.emeosoftware.com Hast is Unreachable 001537 Active
<‘_P Major h-06382 emcosoftware com  Host is Down 000801 Active
\') Major b L&m flware.com  Hostis Down 00:55:23  Acttive
\.‘} Major h-06928.emeosoftware.com  Host is Down Q0014 Active
h-08616.emeosoftware.com  Host is Unreachable 00:15:37 Active
h-08623.emeosoftware.com  Host is Unreachable 00:15:37 Active

Pic 1. Alerts summary
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The total number of current alerts is displayed in the Alerts section of Overview. Alerts means the
current problems, is there are no alerts, it means that you dont need any monitoring problems at
the current moment. If there are alerts reported, you can review them in Alerts Summary and
start to resolve the problems with hosts. Once the problem has been discovered, you can
acknowledge it while working on the solution. To acknowledge the problem select the corresponding
action in the context menu or on the toolbar. The alert can be acknowledged for a selected period
of time or indefinitely. Acknowledged alerts are reported with the corresponding state, so you can
see which alerts are active and acknowledged. If the problem isn't resolved during the acknowledge
time period, the alert becomes active again.

The program can send notifications and execute custom actions when an alert is started and ended.
It is described in the Notifications of Alerts and Events chapter. You can configure alerts and
their conditions on the Alerts and Notifications page of the program preferences. By default the
program provides two preconfigured alerts, but you can change them or create custom alerts in
preferences. It is possible to use any real-time monitoring characteristics in the alert condition,
including host state, quality characteristics, packet loss, latency, jitter and other metrics

‘Unstable connection’ - Alert b

Configure Alert ],r' ‘\ll
Set up a specific condifion to monttar certain charactenstics of the host and

alert you when their value indicates a problem.

General Advanced

The namé and condition you provide should be specific endugh to allow you to eadily
understand the reason of the problem. The comment could be useful in complex cases,

Hame: Unstable connection

Commenk:
Condition:

And
Cuality Good
Packet Loss 10

Add Cancel

Pic 2. Alert configuration

When you configure an alert condition you can use logical operators to create condition of any
complexity. Alternatively you can create a few separate alerts where each alert includes a simple
condition. Use the approach that works the best in every particular case.
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Host State Monitoring

EMCO Ping Monitor was primarily designed to monitor host state thus detect outages. The main
characteristic of the monitored host is its uptime — the percentage of the monitoring time the host
was online. The time period when the host is offline is called an outage. Each outage is detected
regarding the condition defined in the monitoring settings. The conditions to treat the host as online
is also configured through the monitoring settings.

For the host that is online, the state is Up and it is Down for the hosts that are offline. The
Pending state is used to describe the moment when neither Up nor Down condition is reached. If
you are using the gateway to check if the host is reachable and the host is currently not reachable,
the Unreachable sign is added to the state. In case the host is in a non-pending state and the
state is going to change (for example, the host state is Up, the packet is lost, but the Down
condition is not reached yet) the state is considered as Unstable.

The summary information on hosts in different state is available on the Overview page of the
document, located at the center of the main screen. There you can find the number of hosts that
are in Up, Down and Pending states. The detailed per-host information on the current state can
be found on the State Summary page. It is specially designed to focus on states monitoring. You
can either monitor the per-host state, or monitor a number of hosts in different states per-group.

& State Summary T Statistics | | Alerts | | State | | Cuality

El Manitaring all Hosts
1

B B | crovs | Sy 3 3L B W EE Y
o
[:)

GOl h-05668.emcosoftware.com h-05670.emcosoftware.com h-05674.emcosoftware.com h-05675.emcosoftware.com
r
i“- dman I:ﬂrl:-u|:|: Horth nited Stater Bosrdman Grg N nded States'Boardman Group: Horth wted States'Boardman
! el [

ol aftware.com

h-05681.emcosoftware.com

nited States Bosrdman o N Group: North Amercs ited States'Boardman
[ 55104
Erverie Hame: h-05631 emooioftare com

h-05682.emcosoftware.com

ed States'Boardman

aioftware.com

h-05690.emcosoftware.com h-05691.emcosoftware.com h-05692.emcosoftware.com h-05693.emcosoftware.com

Group: Marth America/Unfied States Boardman Group: Horth AmericaUnited States Bosrdman Gro Maoeth AmericaiUinded States'Boardman Group: North Amersca'United States'Boardman
o %3 B0 AT 48 B ik s &3 11 ¥ 183 . 83 03 358 145 i i - £3 1% 154 TH

Pic 1. State Summary for all hosts

All information on ping replies, state changes, etc is stored to the monitoring statistics, unless
explicitly disabled in program preferences on the Monitoring Statistics page.
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Connection Quality Monitoring

Along with remote hosts state monitoring, EMCO Ping Monitor comes with an ability to monitor
connection quality based on the provided settings. The connection quality check is performed on a
basis of a sample containing the specified number of latest responses. The following characteristics
can be used for calculation:

e Packet Loss Percentage - a ratio of the number of lost packets in a connection quality check
sample to the number of packets being sent within the same sample;

¢ Latency Percentile - a specified percentile for latency in a sample of responses;

o Jitter - a packet delay variation for a sample of delivered packets of a specified length with
reference to the specifications defined in RFC-1889.

The packet loss percentage cannot be removed from quality calculation and the connection quality
is treated as Critical when 100% of packets are lost. The connection quality is Bad in case if any
condition from enabled for bad quality is reached, the same is true for the Warning quality. The
quality is Good when no problematic condition is reached. When the sample size is insufficient to
calculate the connection quality, it is Pending. If you are using the gateway to check if the host is
reachable and the host is currently not reachable, the Unreachable sign is added to the connection
quality.

The summary information on hosts with different connection quality is available on the Overview
page of the document, located at the center of the main screen. There you can find the number of
hosts with Good, Warning, Bad, Critical and Pending quality. The detailed per-host information
on the current connection quality can be found in the Quality Summary page. It is specially
designed to focus on connection quality monitoring. You can either monitor the per-host connection
quality, or monitor a number of hosts with different connection quality per-group.

Quality Summary o Statistics | | Alerts | | State | | Quality
Manitaring all Host =4
B- SlHosts B3 Groups by Geoup by Seventy 4| (R ; o i pEE
-
h-08791.emcosoftware.com [ h-09432 . emcosoftware.com h-07889.emcosoftware.com I h-06314.emcosoftware.com I
Growpe Maorth dmericat/Uined States'lncoin Group: Horth AmencaUnited States '\Weatherdord Group: Morth dmericaiUnfed States'Montsello Group: North amersca'lUnited States'Mew York
Packet Losr Lakimey: Packat (a1 Latency: Pacicat Logs: 0% Latenee i Packt Ladt 5 Latendy:
Bad <15 Warning O00:18 Bad D00 Ead 00106
h-06447.emcosoftware.com h-07061.emcosoftware.com h-07&88.emcosoftware.com I h-10829.emcosoftware.com
Growp Marth dmericatUnfed States Bowie Group: Horth AmencaiUnited States Dalias Growp: Morth dmericaiUnAed States'Montscello Group: North Amersca'United S \Hewport News
Packet Loe Latimey Paciort Ladi: Latency: Pacicet Loge: 0% Latingye 301,64 Pacioet Lati: (f Labarnicy:
Warning D018 Waming 0225 Bad 000341 Warning Calia0adA3
h-08364.emcosoftware.com h-09114.emcosoftware.com h-09116.emcosoftware.com h-07025.emcosoftware.com
Growpe Morth dAmerica’Uini ed Stabes'St Louis Group: North AmencaUnited .\Pompana Beach Growp: Motk dmenicsiUnied —."Pompano Beach Group: Morfh Amerscy United StatesiDalas
Pacicet Lore 0% Likimey Pacioet Lads: ife Latency: Paciet Lone: 0% Latiney Pacioet Lot (f Labendy:
Warning D058 Waming Ou0E0iR: 14 Warning O0:05:30 Warning 050
h-09115.emcosoftware.com h-05812.emcosoftware.com h-11129.emcosoftware.com h-08648.emcosoftware.com I
Growpe Morth dmevicatUnifed ..\ Fompano Beadh Group: Norkh AmenicaiUnited States Ashibum Growp: Horth &menicsiUnited -.'5an Luis Obispo Group: Norfh amersoyUnited StatesiFortland

Pic 1. Quality Summary for all hosts
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All information on connection quality changes is stored to the monitoring statistics, unless explicitly
disabled in program preferences on the Monitoring Statistics page.

Notifications on Alerts and Events

One of the most outstanding features of Ping Monitor is an ability to trigger notifications on alerts
and on specific host state and connection quality changing events. You can flexibly configure each
and every notification: choose a delay for notification, specify the periods of time when the
notification can be triggered, provide the number of iterations for the notification to reoccur, etc.
The program allows you to use the following notification types:

E-mail Message;

Custom Action;

Sound;

Balloon Tip.

The balloon tips and sound notifications are triggered on a client side, whereas the e-mail messages
and custom actions are handled by the server.

E-mail messages are sent using the specified E-mail Options. The e-mail message subject and body
used for building notification messages are configured on the Notification Mail Templates
preferences page, and the placeholders that can be used in the templates are described in the Using
Placeholders part of this guide. For the custom actions, you can provide any command that does
not require interaction with an end-user. The sound notification can play any system sound or the
custom one, provided by the user during notification configuration.

{3 ';;. With Ping Monitor, you can use the placeholders for the Custom Actions definitions similarly
T to the connection status notifications, e.g. ConnectionLoss.cmd “"%REMOTE_HOST_ADDRESS
%" for connection loss. Do not forget to quote the placeholders that contain white spaces.

Ping Monitor sends notifications in the following cases:

e On Alert - occurs when an alert is started and ended;

e On Down State Event - occurs when the outage condition is met for the host thus it goes
down;

e On Up State Event - is considered to occur when the host connection to which was lost goes
up;

e On Good Quality Event - occurs when a connection quality to the monitored host becomes
Good;

e On Warning Quality Event - occurs when a connection quality to the monitored host is
changed to Warning;

¢ On Bad Quality Event - occurs as soon as the Bad connection quality to the host is
detected;

e On Critical Quality Event - occurs when a connection quality to the host goes Critical.
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E-mail notifications and custom actions can be configured on the Alerts and Notifications page of
preferences. Sounds and balloons can be configured on the Balloons and Sounds page of
preferences. You need to configure alerts and events first and then assign required notifications
that should be sent on these alerts and events.

When you configure notifications you can specify their settings that are different for the different
type of notifications. For example, for e-mails you can configure e-mail recipients, for custom
actions you can configure commands to be executed. On the Advanced tab of the configuration
you can specify additional options such as timeout, execution time, etc.

smis’ = Custom Action x

Configure Custom Action
Set up the ¢ustom action 1o be lunched 33 & notification when the specified C"L |

condition is reached for a monitored host

General mdvanced

Specify a command or a path to the program to be executed upon the notification activation
and all the required parameters,

Hame: sms|

On Qcourred; |0 ditools\smsexe NPHOMNER The connection o the SREMOTE_HOQS == b

ﬂ Any command or program will be executed on the serder, 50 you have to make sure it is
svailable on the ferver and doel not régquire any wied mput.

Add Cancel

Pic 1. Notification configuration

For each notification, it is possible to define a timeout, in minutes, i.e. the waiting period before the
notification is triggered. If the host state or connection quality is changed during such waiting
period, the corresponding notification is not triggered. You can configure the notifications to reoccur
multiple times with the specified interval between occurrences as long as the triggered condition is
met. Default configuration is specified on the Notification Time page in preferences, but you can
override these settings and specify custom configuration for each notification.

If you want the notification to trigger only during a specific period of time, enable the Trigger this
notification only during the following hours option and specify the time period. The program skips
the notifications for the events that occur outside the configured interval.
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Auto-start List

Ping Monitor is a program used to monitor connectivity to remote hosts, so the monitoring activity
management is one of the main functionality parts. To make it more comfortable to start bulk
monitoring we have introduced automation settings available on the Automation preference page.
You can configure either to restore the previous monitoring activity for hosts on the next server
startup, or start monitoring only for those hosts that are included in the auto-start list, or leave the
monitoring process inactive for all hosts. In case you have chosen the second option, you should
configure the auto-start list, by including and excluding specific hosts.

= Include
CI‘-{:. The Include button from the Auto-Start Ribbon group on the Hosts contextual page
Include from the Hosts Tools category should be used to add the selected hosts to the auto-

start list.
= Exclude
.:.L: The Exclude button from the Auto-Start Ribbon group on the Hosts contextual page

Exclude from the Hosts Tools category should be used to remove the selected hosts to the
auto-start list.

When a host is created it is automatically added to the auto-start list. You can then use the
Include and Exclude button from the Auto-Start Ribbon group on the Hosts contextual page from
the Hosts Tools category to include hosts to and exclude hosts from this list. These items are also
available in the Hosts view toolbars and pop-up menus. To check if the host is currently included to
the quick launch, just review if the On Startup column of the Hosts view has the Activate value.
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Chapter 6: Reporting

Ping Monitor comes with a built in feature of generating statistical reports based on the historical
data gathered while monitoring remote hosts connectivity. The generated reports can be sent to
you via e-mail and stored either locally or on an FTP server. You can generate a generic report for
any period of time any time you want. It is also possible to save preconfigured reports to be
generated either on demand or automatically on a regular basis.

There are two different types of reports; those are the Summary and the Detailed ones. The
summary reports provide you with a brief information on monitors availability and performance in a
form of a table, where each row represents a single host from the report members. The detailed
report contains a wider range of data and consists of multiple sections, where each section stands
for a single host. Within a section, you can find the monitoring activity, response time and
availability characteristics. The cumulative characteristics are amplified with the graphical
representation of the characteristics dynamic in time for the report period. The presentation and the
actual set of displayed characteristics depends on the report output settings.

In the following chapters, we will provide you with the detailed description of the reports
configuration process.
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Generic Reports

Ping Monitor allows you to generate reports based on historical data for any set of hosts and for any
period from the past. The generated report can be either sent via e-mail or saved to the reports
storage. Let us take a look at generating reports from a scratch.

Generate Report
|i| The Generate Report button from the Reporting Ribbon group on the Home page

Generate should be used to generate a performance and availability report for any period of
Report time

To generate a new report at the current moment, you should use the Generate Report button from
the Reporting Ribbon group on the Home page. The wizard will be displayed on the screen to guide
you through the steps of the report generation process

Generate Report Wizard e

Report Type

Chodse if you would like te indude ether bnsf or detailed monitors dvailability snd pedormande
data into the e nerated report.

Eall
[== Summary Report
| Generate a report with brief information on the monitors availability and performance

s Detalled Report
| Generate s report wath detaidled information on the montars availlability and peformancs

Hext » Cancel

Pic 1. Choosing a report type
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On the first page of the wizard, you are proposed to choose the type of the report to be generated.
The Summary reports provide you with a brief information in a form of a table, where each row
represents a single host, and the Detailed report contains a wider range of data and consists of
multiple sections, where each section stands for a single host. When the report type is chosen,
press Next.

'Eurgpe’ - Genarate Report Wizard X

Report Properties

Specify the name for the réport to beé generated and choose the period to réport the monitors -
perfarmance and availability characteristics for, Eall

Name:  Europe]

Provide a date range to gensrate the réport for. You can either choase ane of the predafined ranges or ipacily &
custom range.

Penipd: | Vesterday W

Specify the time zone to generate this report for. The selected time zone affects the report period selection and
all the times within the report content.

® The local time zone of the server should be used

Use the fallowing time Tane:

Hext = Cancel

Pic 2. Specifying the report properties

On the next page of the wizard , You are proposed to specify the report properties. Those are
the report name and the period to generate the report for. You can choose between the predefined
periods available in the Range drop-down, or choose the Custom Range value and specify the
required period. When the detailed report is generated, the level of details will be adjusted to the
report period automatically. Next to the report range, you can specify the time zone used for
generating the report. The selected time zone affects the selection of the report period and all the
times within the report content. You can either use the local time zone of the monitoring server,
which is the default behavior, or choose a specific time zone.

On the next pages, you are proposed to choose a list of report members and define report output
options. In case the Hosts view or the Statistics view was active while initiating a generic report
generation, the selected hosts and groups are automatically added to the report members. For the
detailed information on report members configuration, refer to the Report Members section of this
document. You can filter the members based on their performance and availability characteristics by
specifying the Report Filter. As for the reports output, you can save it to the file or send via e-mail,
and indicate which information should be included into the detailed report. The outputs configuration
is described in the Report Outputs section.
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After you have configured the report options, press Finish for the report to be generated. As you
can see, creating a generic monitoring data report is a fast and easy process, and you should be
able to use it in the everyday work without any difficulties.
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Preconfigured Reports

Along generating the monitoring performance and availability reports from scratch, Ping Monitor
allows you to save preconfigured reports to be generated either on a regular basis or on demand.
The preconfigured reports are saved in the program database and displayed in the Reports view.
Let us take a closer look on those reports.

Summary Report

[RiFoaT]

The Summary Report button from the New Ribbon group on the regular Home and
— contextual Reporting page from the Reporting Tools category should be used to
Repmry create a new preconfigured report with the brief information on monitors performance

and availability.

Detailed Report

The Detailed Report button from the New Ribbon group on the regular Home and
DE;a'”m contextual Reporting page from the Reporting Tools category should be used to
Repart create a new preconfigured report with the detailed information on monitors
performance and availability.

[Rar
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The same way as for creating generic reports, you can choose between summary and detailed
report. To create a preconfigured summary report, use the Summary Report button from the New
Ribbon group on the regular Home and contextual Reporting page from the Reporting Tools
category. For the detailed reports creation, the Detailed Report button should be used. The
corresponding items are also available under the New drop-down button of the Reports view
toolbar and the corresponding item in the pop-up menu. In any case a dialog will be opened to help
you configure the report object

‘Ewrope’ = New Detailed Report K
Configure Detailed Report o==n
Speécify a name far this réport, provide an optional réport description, ¢haose the récurrénce options for generating -
automatic reports, provide hosts to generate the report for and -:-:mhn;u re the output settings. o O
Genmed Hame: |Europe|
Members Chooge the recurrence type for generating this report on & regular basis or ¢anfirm that this réport
should only be generated on demand.
Filter ® On Demand
Qutputs Regurring

—
g ¥
L

Specify the time zone to generate this report for. The selected time zone atfects the report
generation time, when récurrént, the repornt périod and all the times within the report content.
o The lgcal ime 2ane of the server should be used

Use the following time zone:

@ The report period for the on demand reports is defined when generating the report,

Summary

% Forthe report to be gengrated, at least one host should be available in report members and at ..

P Report Settings
h M Y Add Members
¥ Egnflg!,lr;l_:gggﬂ is
Description:

Add Cancel

Pic 1. Creating a detailed report

The report configuration pane consists of four navigation pages, those are: General, Members,
Filter and Outputs. On the general page, you are supposed to provide a common information about
the report object to be created. The name for the report to be created should be provided to the
Name field. Optionally, you can provide a description for the easier report object identification to
the Description field.

For the preconfigured reports, one of the main properties is the recurrence type. It defines if the
report is generated on demand or on a regular basis. In case the report should be generated on a
regular basis, you can choose between daily, weekly and monthly reports.

The daily report, when being generated, includes the monitoring data for the day prior to the
generation date. The daily reports are generated every day at the specified time.

For the weekly report, you can specify if it should contain the information for the previous calendar
week or the previous seven days when generated. In case you have chosen the previous seven
days and the report is generated on the Autust the 28th 2019, the report period will be from the
August the 21st to the August the 27th, inclusive. When the previous calendar week is chosen, the
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report period will be from the August the 19st to the August the 25th, inclusive. The weekly reports
are generated on a specified week days at the specified time.

The monthly report can be generated on a basis of the monitoring data for the previous calendar
month or the previous month to date. For example, if the report is generated on the May the 5th,
the report period will be from the April the 5th to the May the 4th, inclusive in case of the previous
month to date, and from the April the 1th to the April the 30th, inclusive in case of the previous
calendar month. The monthly reports are generated in case of the previous month to date, and from
the April the 1th to the April the 30th, inclusive in case of the previous calendar month on a certain
week day of the month at the specified time.

You can also specify the time zone used for the predefined report being configured. The selected
time zone affects the report generation time, when recurrent, the report period and all the times
within the report content. You can either use the local time zone of the monitoring server, which is
the default behavior, or choose a specific time zone. When configuring recurrent reports, in case the
time zone differs from the client's one, the next report time preview will show both the time in the
selected time zone and the local time.

The other pages are used to define the report members, filter and outputs. For the information on
defining members, you can refer the Report Members section of the document, the filtering is
described in the Report Fitler section, and the guidance on report outputs configuration is available
in the Report Outputs section.

= Generate
e | {i| . -
7] The Generate button from the Reports Ribbon group on the Reporting contextual

Generate page from the Reporting Tools category should be used to manually generate the
selected preconfigured report.

For the report to be generated on a regular basis, the server should be up and running at the date
and time the report is going to be generated. You can also generate such report manually at any
time, the behavior will be the same as it is generated automatically at the same time.

If you have chosen to generate the report on demand, the program will ask you to provide the
report period when you are requesting the report generation. The level of details in the detailed
report will then be adjusted automatically to the report period.

To generate the report on a basis of predefined configuration, you should select it in the Reports
view and press the Generate button from the Reports group on the Reporting contextual Ribbon
page from the Reporting Tools category. Alternatively, you can use the corresponding items on the
Reports view toolbar and in the pop-up menu.

Enable

[ oN | The Enable button from the Reports Ribbon group on the Reporting contextual page
Enable from the Reporting Tools category allows you to turn on an ability of generating the
selected reports.

Disable
) The Disable button from the Reports Ribbon group on the Reporting contextual page
Disable from the Reporting Tools category allows you to turn off an ability of generating the
selected reports.

[:'-.'| 3
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In case for some reason you do not want the preconfigured report to be generated automatically or
would like to prevent on demand reports from being mistakenly generated, you can disable those
reports generation. To disable an ability of reports generation, select those reports in the Reports
view and choose either the Disable button from the Reports Ribbon group on the Reporting
contextual page from the Reporting Tools category, or the Disable button on the view toolbar, or
the Disable item from the pop-up menu. As soon as the report is disabled, it won't be possible to
generate it until it is enabled again. To enable the report, use the Enable buttons and menu item.

To edit any report, select it and either choose the Edit button from the Organize Ribbon group on
the Program page or use the Edit items from the Reports view toolbar and pop-up menu. The
editing process is similar to the creation. When some reports are no longer needed you can delete
them using either the Delete button from the Organize Ribbon group on the Program page or the
Delete items from the view toolbar and pop-up menu.

Within the Reports view it is also possible to copy reports and add members to reports without
opening the report editing dialog. This can be done either via the drag and drop technique, or via
the copy/paste one. The Cut, Copy, and Paste items from the Clipboard Ribbon group on the
Program page can be used, as well as the appropriate items from the pop-up menu. It is also
possible to copy reports between different editions of the program and use the export feature. For
the details on import and export, refer to the Importing and Exporting Preconfigured Reports section
of this document.
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Report Members

When configuring both generic and preconfigured reports, you are proposed to provide a list of
report members . This list is used to define a set of host to report their availability and
performance characteristics.

‘Eurgpe’ - New Summary Report i

Configure Summary Report erroar

Spécfy & name far this répart, prowvide an oplignal réport descniption, (haode the rédurméncs oplion: for génerating
automatic reports, provide hosts to I;H‘I'ltla'!t the report for and l.":ll'\rll;ll.l re the output settin @3,

General Baa X EFE B Y b
Members Hame « Description
Filter 4 O3 | Europe
[ Este
Outputs

Add Cancel

Pic 1. Defining report members

When defining report members, you can add to the members lists any host or group of hosts. In
case a group of hosts is added, all hosts from this group and subgroups will be processed while
generating a report. When you perform the changes to the group content it is automatically
reflected in the report, because the group is actually linked. You can review a group content in the
members list editor by expanding the group node. If you want to ensure, that specific host will
surely be included in the report, you can add that particular host even if it contains in a group
already added. The program guarantees that a single host will appear in a report content only once.

To add members to a report, you can use the Add button on the members editor toolbar and the
corresponding item from the pop-up menu. The dialog will be opened to let you choose the members
from those available in the program to be added. To remote the members from the list, select them
in the editor and press the Delete button on the toolbar. You can also choose the Delete item from
the pop-up menu.
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Report Filter

With Ping Monitor you can filter the report content during the report generation. This feature allows
you to flexibly perform dynamic report configuration. For example, you can exclude the hosts that
were not monitored during the report period, or those that had no outages. The filter may be
specified during the report configuration process

‘Ewrope’ - New Detailed Report x
Configure Detailed Report o=
Specify 3 name for thiz repart, provide an gptienal report description, choose the redurrence oplions for generating —
automatic reports, provide hosts to generate the report for and configure the output settings. ]
General Frovide a fitter condition to be applied to the statistics for a set of report members. Only statistics

data matching the filter condition will be included into this report.
Members
And

Filter Downtime > |05

Qutputs

Add Cancel

Pic 1. Specifying a report filter

The report filter editor is similar to the filter editor used for filtering data in trees and tables. You
can combine any number of conditions, as well as groups of conditions, with Or and And operators.
You can filter by any field from those available in the statistics data.

When the report is generated, the program checks if each host statistics matches the filter
condition and, if not, the host is excluded from the report output. In case all hosts are excluded,
the report is not generated and the corresponding message is added to the Log view.
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Report Outputs

Ping Monitor allows you to send monitors performance and availability reports via e-mail or save
them to a reports storage. Each of these outputs can be enabled while configuring a generic or
reconfigured report

‘Europe’ - New Summary Report *
Configure Summary Report o==m
Spécify & name far this répart, prowvide an oplignal réport descniption, (haode the rédurmends oplion: for génerating -
automatic reports, provide hosts to generate the report for and configure the output settings.
General Configuration E-Mail Recipignts E-Mail Template Reports Storage
Members E-mail Report
Filter ! Choose if you would hike this repart to be sent via e-mail and if the report in the POF format

15| should be attached to the generated e-mail message.
Ouiputs | Send Report via E-Mail
L :-'-1t¢:h a report in the POF format to the e-mail mnmgf:
Hame Template: | |%REPORT_MAMES %REPORT_DATES-SREPORT _TIMES-SUTC_O
Hame Preview: | Europe 2019.07.18-07.51.50-UTC-08.00.pdf
File Report

# _" Specity f you would like to save this report 10 the reports storage, choose the report file
\_T:-" format and provide a file name tempilate,

v Save Report to Storage

Report Format: Adobe POF File [*.pdf] w
Hame Template: 0 %REFORT_MAMES %REPORT_DATE%-%REPORT_TIMEN-%UTC_O
Hame Preview: Europe 2019.07.158-07.51.50-UTC-08.00.p df

Add Cancel

Pic 1. Configuring report outputs

When configuring report outputs, you can specify if you would like the report to be sent via e-mail
and/or saved to the reports storage. The e-mail generation options are configured within the E-mail
Report group, and the saving options in the File Report group. When configuring a detailed report,
within the Content group, you can specify if the tables with all state intervals, quality intervals and
host events for the report period should be included into the report. You can disable these options
to reduce the report size if the corresponding information is not required.

Within the E-mail Report group you can enable the e-mail output using the Send Report via E-
mail check box. When sending reports via e-mail, the message body is by default generated using
the Notification Mail Templates specified for the report type and sent to the recipients defined in the
mail options. For preconfigured reports, you can override e-mail recipients and mail templates on the
corresponding tabs of the outputs configuration page.

To enable saving file reports to the reports storage, you should check the Save Report to Storage
option within the File Report group. The report can be saved to one of the following formats:
Adobe PDF File, HTML Web Page and MIME HTML Document. The format is selected within the
Report Format field. The file name to be used for the file created while generating the report is
created on a basis of the template defined within the Name Template field. The placeholders that
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can be used in the field are described within the Report Name Template Placeholders section of
the document. The preview of the file name generated using the specified template is available in
the Name Preview field. The file reports are by default saved to the location configured in the
storage settings. For preconfigured reports, you can override these settings on the corresponding
tab of the outputs configuration page.

Importing and Exporting Preconfigured Reports

With Ping Monitor, you can easily import and export reports any time you want. You can export one
or all of the available reports to use the exported data as a back-up, to share the reports with your
colleagues or simply to import them to another instance of the program. This chapter covers the
process of importing and exporting reports.

Import

imoort The Import button from the Organize Ribbon group on the Program page can be
¢ used to import reports from an XML file with the help of the wizard.

The reports can be imported into Ping Monitor from XML files. The XML file structure is quite
complex, so it is not recommended to create it manually. If you want to import the reports into Ping
Monitor, press the Import button from the Organize Ribbon group on the Program page, when the
Reports view is active. The Import Reports Wizard will appear on the screen

Inport Reports Wizard .
N\ ' Welcome to the Import Reports
\ Wizard
With Fing Manrtor, importing a pool of objects is fast and easy. Data can
\ be imparted both from files created manually and ¢xparted from other

Imstance of the program

The import function supports the XML format while the data format is
detected automatically. it is possible to import any number of objects from
those available - just check the objects you are interested in,

@ emco Press Mext to procesd with import. How can | e réports impon?

Next » Cancel

Pic 1. The Import Reports Wizard welcome page

The first page of the Import Reports Wizard is the welcome page, which is used to introduce you
to the feature the wizard is supposed to help you with. After reading the welcome information, press
Next to continue with import.
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Reporting

On the next page of the Import Reports Wizard, you are offered to choose the file you are going
to import reports from. The file path should be provided in the Import From field S The format

and encoding of the XML file with reports is detected automatically.

Import Reports Wizard

Specify File Path

valid XML in any of the supported formats.

Import From: | ChUserdAlex\Documents\Reports.oml

The objects that are successfully parsed will be available for import.

Input manually or specify the path to the file containing the data to import. The file should be 3 [%

*

@ The chosen file format is detected automatically as well as the encoding of the data within the XML file.

Cancel

Pic 2. Choosing the import source file

The next page offers you to choose the reports to import. By default, all the valid reports are

selected [io00,

Import Reports Wizard
Choose Reports to Import

Program.

=B BEE B E

W Name & | Recurrence  Enabled Description
v [ Europe Daily L

v F Servers On Demand w

v [ Servers Detailed Daity v

v [ Total Weekly Summarny Weekly o

W [ usa Daily W

« Badk Hext >

Check one or more objects from those available - the checked abjects will be imported into the [%

Finish

x

&

Pic 3. Choosing the reports to import
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When the reports to import have been chosen, press Finish. When the import is done, the reports
are added to the program and displayed in the Reports view.

Export
The Export button from the Organize Ribbon group on the Program page should be
Export used to export reports from the program to an XML file that can be used in the future
: for import.

The reports can be easily exported to the XML file format for future reuse. The reports export can
be performed from the Reports view. You can choose between exporting all reports and those that
are currently selected. To perform export, use an appropriate option from the drop-down of the
Export button from the Organize Ribbon group on the Program page. The Export Reports Wizard
will appear on the screen

Export Reports Wizard 4

Welcome to the Export Reports
Wizard

With Fing Monitor, exporting any pool of objects is fast and easy. The file
created after such export can be processed manually or with any
automated tool.

You can use the exported file a5 a back-up, or you can share the data with
colleagues, The data can be exported to a file having specified the format
canfiguration aptions.

A detailed description of the export format can be found in the program
documentation.

@ emco Press Next to proceed with export. How can | use reports export?
Hext > Cancel

Pic 4. The Export Reports Wizard welcome page

The first page of the Export Reports Wizard is the welcome page, which is used to introduce you
to the feature the wizard is supposed to help you with. After reading the welcome information, press
Next to continue with export.
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On the next page you are offered to choose the file you are going to save the reports to and the
format options. The file path should be provided in the Export To field

Export Reports Wizard X
Configure Export Options
Specify the path to the file for the exported data and configure the XML file encoding. AE

Export To: | COUsersialed\Documents\Reports.aml

[ag) The XML data file is a structured file that contains information about every object grouped by elements
| called tags. See the program documentation for detailed information aboaut the XML file format.

Encoding: | Unicode (UTF-5) L

Pic 5. Configuring export options

When the file path and the encoding are chosen, press Finish to proceed with export. The file
containing the reports' information will be created in the location according to the path specified.
The file created during export can be used in the future to import the reports back to the program.

Now you are fully introduced to the reports export and import capabilities of Ping Monitor and can
use them in future to solve your tasks.
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Chapter 7: Web Interface

Ping Monitor comes with an option of deploying an IIS web site together with the server application
to provide web access to hosts monitoring and statistics review. This site is installed by default
when performing a complete server installation.

&

»

Web
Interface

Web Interface

The Web Interface button from the Web group on the Home Ribbon page can be
used to open the EMCO Ping Monitor program web site in the default browser.

On the web site home page, you can see the monitoring system overview 0T and a set of
buttons that can be used to navigate through available pages.

B | @ Overview - EMCO Ping Memitor % | - ° *
S @ O localhostd211/Mtimezone=America/Los_Angeles w v @& @
& - T OVERVIEW e
State & Quality £ Al E Active
Activity State Quality Statistics Summary
o L -
2?8? “ IR tivg n Do Warning
- Paused Pending Bad Alerts Summarf
ﬂ Critical @
Panding O@
State Summary
Performance S Minutes | v Alerts £3 Al £} Active
et — = — D%
o — BN - /A
r S0 li laplaat
: L I 20 “ Major Qialingsal ary
o _—— Minor
Perdformance: [l vigh B Medium m m
B Lo B oty Acknowledged
SERVER HELP & SUPPORT
Wersion: 0.0 5050 Caenting Started
Time Zone: (UTC-08:0:0) Pacific Time (U5 & Canada) Documentation
Uptime: 012806 Video Tour
EMCO Pire Menitos 5.0 Swireste Autn VVATI022 FAT5T AM -~

Pic 1. The web interface home page

For each web page in the header part you can find its title, navigation menu, filtering button and
tool buttons used to manage the page. The status bar in the bottom of the page always shows the
information on the server, page generation date and time till next refresh, in case the auto-refresh
is currently enabled.
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In this chapter, we will take a closer look on each of the available pages.

Overview Page

The Overview page is designed to provide you with the brief information on monitored hosts
and their states. It is the home page of the Ping Monitor web interface. You can either overview the
entire monitoring system or focus on specific host and/or groups.

B | @ Overview - EMCO Ping Memitor % | - u -
S @ O localhostd211/Mtimezone=America/Los_Angeles s v B 8
& T OVERVIEW &

State & QL.IE!”t}’ Al £} Active
Activity State Quality Statistics Summary
@\ |- B
2787 K- K '
N tive Do Warning
- Paused Pending Bad Alerts Summary
ﬂ Critical @
Panding O@
State Summary
Performance 5 Minutes | Alerts G Al € Active
et S — e —-— D%
o - BN 79
; I “ oo Quality Summary
- 20
¢ Minor
Performance: [l vigh B rtedium m m
B Lo B oty Acknowledged
SERVER HELP & SUPPORT
Wersion: 0.0 5050 Caenting Started
Tirme Zone: (UTC-08:00) Pacific Time (WS & Canada) Bocurmentation
Uptime: 012806 Wideo Tour

ERCO Pirvg Monitas 90 Hwtraat Audn TVAI0TT FATET AM -

Pic 1. The entire monitoring system overview

In the State & Quality area of the Overview page the information is summarized in a doughnut
chart, so you can easily see the distribution of hosts with different state and quality. Inside a
doughnut itself, you can find the total number of hosts you are focusing. The first column of the
legend displays the count of active, inactive and paused hosts - this distribution is represented with
the inner doughnut.

For the hosts the monitoring is active for, you can find the information on how many of them are Up
and Down. This distribution is displayed in the second column of the legend and the middle doughnut
respectively. The last column is used to describe the connection quality to monitored hosts. The
distribution is reflected in the outer doughnut on the chart. You can focus on host states and
connection quality distribution for active hosts by clicking on the Active radio button in the right
top corner of the area. To switch back to all hosts use the All button.
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The State & Quality and other parts of the Overview page are interactive. For example, you can
click the values for the activities and/or states and qualities to drill down to the hosts with the
corresponding activity, quality and state.

The Performance area shows a chart with distribution of the total number of hosts with the
different performance characteristics over time. You can select a period of time and see how many
hosts had High, Medium, Low and Faulty performance in specific periods.

The Alerts area displays a chart that shows the number of alerts at the current moment. Alerts are
displayed by severity, so you can see the number of alerts with each severity. You can click these
numbers to go to the Alerts page where the alerts with the selected severity are displayed.

You can configure the Overview page to show information only for specific hosts and/or groups
using the filter editor that is reached using the Filter button next to the navigation menu in the left
top corner of the page. The refresh interval is configured within the Advanced Options drop-down
button from the right top corner.

In the bottom part of the Overview page, you can find the information on the server and a set of
helpful links. You can use the colored buttons, located either to the left or on the top of the
information areas depending on the pages size, to navigate to other pages. The hosts filter is
pertained during the navigation.
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Statistics Page

The Statistics page displays the monitoring statistics for specific periods of time. You can either
review the summary statistics for multiple hosts or detailed monitoring statistics for specific host.
Let us take a close look at each of the approaches.

Statistics Summary

In the monitoring statistics each row or card stands for a single hosts . The statistics is
displayed for the period chosen in the right part of the page header. You can choose between live
intervals, that are configured on the Monitoring Statistics preference page, a set of predefined
historical intervals and custom historical interval.

The view data is split to pages. The links for switching between pages as well as the combo
specifying the number of entries per page are available in the bottom part of the page.

= o

E | @ Sutistics - EMCO Ping Moniter % O
L C @ (i} localhost:4817/statisticsftimezone=America®2flos_Angeles s = @& &
& - T STATISTICS SUMMARY 10/2/2022 3:50 AM - 10/2/2022 .55 AM 5§ Minute AL «
tt v i a8

Host Uptirne (%) PL (%) Outages Perf MOS fvg (ms) Dew (ms) CV (%)
h-00000emcoseftware.com 100.00 6.25 0 Low 214.90 34.85 16.21

h-00001 emecosaftware.com 100,00 0.00 0 Mediurr 188.75 2.92 1.54 :
R-00002 ermcosoftware.com 100,00 0.00 0 Mediurr 195.58 16.73 8.55

i

h-05668. emoosaftware com 0.00 100.00 1 Faulty

i

O5670.emeasoftware.com 100.00 0.00 0 Mediurr 177.43 42,54 23.98

i

5674 8fMEasofware.com 100.00  0.00 0 Mediurn 170.17 360  2.11

i

h-05675.emcosoftwarne.com 100.00 0.00 0 Medium 170.41 0.45 0.27

h-05676 emcosoftware.com 100.00 0.00 0 Medium 171.58 3.22 1.B8
h-D5E7Remcosaftwarne.com 100.00 0.00 0 Medium 180.34 41.98 23.28
h-Q56E0.eMCCSofTwang.com 100,00 0.00 0 Medium 179,70 42.11 23.43

| 12 |3||4|5/|6 |7 8 9 . |279 w

‘ EMCD Ping Monitor .0 Il Bwlirend: Auto 10/27 0032 3:55:52 AM |

Pic 1. Statistics summary for all hosts

You can configure the Statistics page to show information only for specific hosts and/or groups
using the filter editor that is reached using the Filter button next to the navigation menu in the left
top corner of the page. Using the filter editor, you can also filter the page by statistical properties.
The refresh interval is configured within the Advanced Options drop-down button from the right
top corner.
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Along with the statistical values, on the Statistics page you can find the performance
characteristics, calculated on a basis of this values. The conditions for calculating the performance
are provided on the Performance preference page. The performance values are underlined with
color due to their severity, as well as the values that affect the performance.

Toolbar Overview
List

The List button from the Statistics page toolbar allows you to display the statistics in a
form of a list.

Cards

1 The Cards button from the Statistics page toolbar allows you to display the statistics in
a form of cards.

Table

@ The Table button from the Statistics page toolbar allows you to display the statistics in
a form of a table.

You can choose between the following representations of statistics summary: list, cards and table.
The corresponding buttons are available in the page contents' toolbar. Together with the information
displayed, you can find additional summary characteristics, such as periods with different connection
quality, in the item tooltip.

Detailed Statistics

With Ping Monitor web interface you can focus on detailed statistics for specific hosts. To reach the
detailed statistics, you can click the host name hyper-link in the summary representation. As the
result you drill-down to the host level, where you can review all monitoring characteristics of a host.

The detailed statistics page for a single host consists of the common host information, such
as the host name, label and group the host is located in, displayed on the top of the page and other
sections, such as host performance, tracking, latency, uptime, state and quality. Let us take a
closer look on each part of the page.
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Pic 2. The detailed statistics page for a single host
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Detailed host statistics is used to provide you with the integral monitoring statistics gathered during
the specified period, graphically visualized and grouped by categories. The information on the page
is grouped in several categories. In the left top corner, you can find the performance
characteristics. Below the performance characteristics, you can find the information on host
availability during the specified interval. It consists of an uptime percentage, uptime and downtime
intervals, a packet loss percentage, lost and delivered packets counts and outages information.

The next category to follow is the information on latency: minimum, maximum, average, deviation
and coefficient of variation. The next category is showing you the percentage and intervals of
different connection quality during the specified period. The last category within the left column
displaying information on monitoring activity — you can find the activity time interval and pause time
interval.

On the right side of the page you can find a few statistics analysis charts. The top chart displays
real-time latency tracking. It shows the actual ping statistics. In case the selected interval is longer
than an hour, only the data for the latest hour is displayed due to performance reasons. Under the
tracking chart you can find the latency and uptime analytics, and the bottom chart displays the
analysis information for state and quality intervals. You can click on the points in both charts to
open the detailed timeline for the period the point displays integral data for. Also it is possible to
expand each chart to full screen using the corresponding button in the chart header

E @ h-05679emeosoftwarecom -5 % | - = &
L & @ @ localhost4811/statistics/details?id =6496&timezone = America%2flos_Angelesfe.. 18 5 & 2
& - ~ STATISTICS 10/2/2022 3:04 AM - 10/2/2022 404 AM 60 Minutes | ~» | {3) Timeline | | B £}

h-05679.emcosoftware.com

Maorth America\lUinited States\Boardman

Country Code: US, Region/Code: Oregon/OR

Statistics Alerts State Quality
= LW ]
racki
Performance Tracking o
Uptime: 100 Packet Loss: 0
Latency: 1B1.46 ms Cv: 26.45 450
MOS: 3.88
MOS .
Availability 7
3 ke
AR A 530 <0 A, 550 A, & A
0
Up 01:00:00 Lost [1]
Dawn 00:00:00 DCelivered 360 Latency & Uptime b
LG 52 Shortest [nfal
0 Langest [nial = i
EMCO Ping Monitor 90 1l Befrests ARG 1022022 4504 16 AM

Pic 3. Tracking latency, state and quality
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Under the charts you can find a table with the state and quality intervals. By default the table
displays the state intervals, but you can switch from state to quality intervals and vice a versa
using the buttons located at the top of the table. The table displays the list of all host state
intervals for the selected period of time and the list of connection quality intervals. Let us take a
closer look at this information L5=00,

B g k05432 emcosoftearecom - O ¥ l + - =] =
L] O @ @ localhost4811/monitor/hstatetid= 104 16&back=httpde i 2flocalhost481 1% 2fmonitor¥3ftimezone.. T = @ @
& - ~ STATE pElE )

Statistics Alerts State Quality

Packets (Latest 20)

Since: 10/2/2022 2:16:47 AM Duration: 02:05:46

P fudciress: 208.66.150.94
Rewerde Manme h-0843 emoosoftware.com

Packets Distribution [Latest 20)

]
Dplrvar

Delivered

Delivered: Lost: Unreachable: - 15 L 5 o

Pt . Delivedad I | Lt Unrgachabile
15 4 n State: [l Up B Down B Pending Unreachable
Recent Intervals
Type Start End Duration

b up 10/2/2022 2:16:47 AM®  10/2/1022 4:22:28 AM 02:05:41

EMCD Ping Maniveds Ll Setraahc Aute BOVIIP022 L2235 AM

Pic 4. Reviewing state interval
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The State Intervals and Quality Intervals tabs are quite similar. The first one displays the list of
all host state intervals for the selected period of time and the second one - the list of connection
quality intervals. Let us take a closer look at these tabs using the State Intervals one as the
reference . The list of intervals is displayed in a form of a tree, where the root nodes
represent the specific state, and is split into pages. In case the host has been unreachable during
any interval, it can be expanded to review when the host was reachable and when not. In case the
comment is provided for the interval, it is displayed in root node and spanned through the child
nodes, when expanded. For each interval, along with its type, you can find the start time, end time
and duration. In case the interval is exceeding the selected period, the exceeding time is marked
with a star. You can use the buttons above the table to display only the intervals of the specified
types.

At the bottom of the page you can find a list of host events. It contains all monitoring events for
the host and can be used as a monitoring log. The events are displayed in a form of a table where
each row represents a single event, split into pages.

- . - (m] b4
E | @ h-05T90emeosoftwanecom -5 x|
« C @ @ localhost4811/statistics/details?id =6608&start=lastmonth&timezone=America.. 16 18 @ &
B E
€ - ~ STATISTICS B/1/2022 - 8/31/2022 LastMonth | v i) Timeline | B} §}
Type Start End Duration

Up 81 M 8/22/2022 5:41:57 AM  4.08:28:52 ‘
C 81 M 8/17/2022 9:13:05 PM 00:00:09 |
|
up B/16/2022 2:30:27 AM B/17/2022 9:12:56 PM  1.18:42:29 |

R
Events ‘
| Title Description Time |
0 c Au nec u T ast wa o 8/22/2022 5:42:21 A |
' t as o C as 822/2022 5:42:01 AM |
O Hostsae The state of the "h-05790.emcosoftware.com’ host was changed 1o 'Up. The connection was  8/17/2022 9:13:05 PM
e
|
' T 057 5 changed 1o 'Dowr, The connection was  8/17/2022 9:12:56 PM i
Ring reply was not receives i P sta 0 5
@ connection Quality The connection quality for the 'h-05720.emcosoftware.com’ hast was changed 1o Warning B/16/2022 2:32:23 AM
i
B Host state The state of the h-05730emcosoftware.com’ host was changed to 'Up’ The connection was Bf16/2022 2:30:27 AM
O Activit Monitoring of the 'h-05790.emcosaftware.com’ host is started BfLG6/2022 2:30:27 AM ;
3w i
!
i
EMED Ping Monitor S0 U Bwirests Auto WIETO22 1 T4h:41 AM f
]

Pic 5. The host events on a single host details page

If you are facing some problems during monitoring or would like to know when the monitoring process
was started and stopped, you should refer to this table.
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Timeline

Ping Monitor can show you the timeline of raw ping reply data along with host state and connection
quality intervals. You can open the timeline using the Timeline button in the header of the detailed
statistics page. You can focus on specific interval of the timeline by clicking the point within
Latency & Uptime or State & Quality charts.

E | @ h05676emeosoftwasecom - T x| B ; )
“ & @ @ localhost4811/statistics/timeline?id=6493&timezone=America%2flos_Angeles.. 18 8 @& & @
€ * TIMELINE sielozz v Q& LT X

h-05676.emcosoftware.com

Latency (ms)
1
[

Stane

ality

Qu

23900 A8 1ZIIDAM 24000 AM 200 AM 124000 AM 1224130 AN 124200 AM  RELZI0AM L4300 AM 1
[%] 4
EMCO Ping Monitor 3.0 WIETOIT 1 14T:35 Am —

Pic 6. Timeline

On the Timeline page m, you can find the timeline graph and the sliders to be used for
navigation through the timeline. The timeline graph consists of three parts, those are Latency,
State and Quality. The Latency part is used to display the ping replies data, the State part
reflects the state intervals on the timeline and the Quality part is used for displaying the quality
intervals.

The timeline range is limited to 30 days due to performance reasons. You can change the timeline
range using the period combo in the page header. To actualize ping replies data along with state
and quality intervals, use the Refresh button from the header. The Export Raw Data button can
be used to export raw ping replies data to a CSV format, and the Full Screen button allows you to
expand the time line to full screen.
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Alerts Page

The Alerts page is designed to display information about the current alerts. All alerts detected for
all hosts are displayed in the table, where each rows represents an alert and columns shows the
alert details, such as the alert name, host name, duration of the alert and its severity [ Pic 1]

Bl | @ M- EMCOPing Maniter % | = g=
< S @ ) localhost4811/alertsMtimezone=America%2flos_Angeles s T B 2 El
€ - T ALERTS SUMMARY ) Fo
Sortby: X ‘pl--.-v:‘r.!yl. b > ¥ Duration ]l ~ <
Saverity Mama Host Group Duration State Reactihvation
ﬁ Critical Daomain Controller is Down  h-05668.emcosoftware.com  Domain Controllers Q0:32:21 Active
Q Critical Dormain Controlbes is Down h-05T2 emoosoftwarecom  Domain Controllérs 0D:32:11 Active
ﬁ Critical Domain Controller is Down  h-05727emcosoftwarecom  Domain Controllers Q0:32:01 Active
0 Pajor Host is Down h-05668 emoosaftwarecom  Domain Controllers 01:25:07 Active
“} Major Hast is Down h-05T12 emoosofpwarecom  Domain Controllers Q1:29:07 Active
0 Major Host s Down h-05727.emcodofowarecom  Domain Controllers 01:25:07 Active
O Major  Hostis Down h-05T36.emcosoftwarecom  Morth AmericalUnited States\Boardman  01:29:07 Active
'0‘ ajor Mo s Do h-05793 emcosoftware.con  Morth America\United Statesubshiounn 01:25:07 Active
0 Major  Host is Down h-0E658 prmcosoftwaracom  Morth AmericallUnited States Ciifton 01:10:04 Active
1} Major HosL s Down h-05986 emcosoftware.com  Africa\Doen O1:04:27 Active
0 Major  Host is Down h0585Gemcosoftwane.com  AfricalDown 01:04:26 Active
€ Major  Host s Down h-D6126emcosofrwarecom  AfricalDown 01:03:23 Active
0 Major  HOSt is Down h-0E15Lermcosaftwane.com  AfricaDown 01:03:23 Active
“} Major Hast is Down h-06382 emcosoftwarecorn  Marth AmernicalUnited States\Mew York Q2242 Active
Minor  Host is Unreachable h-0BE1G.emeosoftwarecom  AfricalAltamonte Springs 00:30:18
Mimor Host s Unreachable h-D6206.emcosoftwarecom  Africaaitarmnonte Spr ngs QD:30: 1B Active
Mimor  HOoSt it Unreachable h0E204 ermicotafrware com  AfricalAltamante Sorings 00-30:18 Active
Mimor Host s Unreachable h-08623 emcosoftwanecom  AfricalAitarmonte Spr ngE 0Oz30: 1B Active
Mirnor Mot i Unreachable h-DEZISemcotoftwaracam  AfricalAltamante Sorings 00:30:18 Active
. (3
Alarts per page 20w
[EMCC Ping Monivar 3.0 Rafretc Ao T 0T BT AML

Pic 1. Alerts page
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The displayed list can be sorted by one or multiple fields. By default it is sorted by alert severity and
duration. You can edit an alert by selecting it and pressing the Edit button available on the toolbar.
You can change alert severity and acknowledge the alert for a selected time interval or indefinitely.
It is possible to filter displayed alerts to show active or acknowledged alerts only.

E I:.:\l Alests « EMCO Ping Manitar x|+ - o X
“— G‘ ] "_\ localhost4811/alerts/daetailstimezone= America¥2flos ;'u';’_;:-l-'--ri.i-l 65538 back =hitpe%2 %2 flocal .. D f‘.‘ @ : El
€+ YT ~ ALERTS o

h-05736.emcosoftware.com

Worth ArmericaiUnited States\Roardman

Country Code: US, Fu:n;iq.\-tr_':a:le Ciagan/OR

Statistics Alerts State Quality
bow 3o v
Severity Name Duration State Reactivation In
€ Major  Host is Down 01:31:11 Active
wr
EMCD Ping Moniter 8.0 Farfresit Al 1AIOTT FiIT A

Pic 2. Host alerts

The Alerts page displays alerts for all hosts, but you can click a host name in the table to drill-down
to the host level and review alerts for the selected host. The alerts list for a host is similar to the
list of alerts for all hosts, but it displays current alerts for the selected host only.
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State Page

The State page is designed to be used for focusing on hosts states monitoring, where you can
easily detect any problematic situations just in time. The page displays only those hosts the
monitoring is currently active for. It is possible to monitor per-host states as well as the states
distribution for groups of hosts. The default data representation on page is organized with the help
of tiles displaying the objects being monitored, that are colored to indicate of the hosts states.
Alternatively the hosts state information can be represented as a table. Let us take a closer look at
the page. To open the State page you need to select the State Summary item in the main menu.

State Summary

When you click the State Summary item in the main menu, you navigate to the page that displays
state information for multiple hosts. By default this page represents hosts as tiles SEER, Each tile
in the page represents a single host that is currently monitored and is colored with the host state
color: green - for up, red - for down, and gray - for pending. In case the host is currently
unreachable, thus the state is represented with the latest reachable one, the tile is hatched.

E @ Stote Monitor - EMCO Ping Mor % I+ - . =
“— O M () localhost:481 1/monitorftimezone=America%%2fLos_Angeles B = @ ‘ o
¢ - Y STATESUMMARY 29 & 0 v B B

UHosts Bacroups (& 13 IR 2 B %8 o8
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Pic 1. Monitoring hosts state
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Together with the state, for each host you can find out how long has the host been in this state,
the group the host is located in, the host IP address and resolved reverse name. All these
information is available in the tool-tip and on the tile itself, when the large tiles are used. For
medium tiles, you can see the host name and label on the tile together with the state time stamp.
The small tiles are simply filled with the host state color — any information is available in the tool-tip
only.
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Pic 2. Monitoring state for groups of hosts

Together with per-host state monitoring, it is possible to monitor state for host groups. The group
tile can either represent the group or the set of individual hosts (selected individually or not
belonging to any group) . The group tile is displaying the number of hosts within the group
that are currently in specific states. When monitoring state in grouped mode, you can click on the
group to focus on hosts from that group, or click on the specific state part within a group to focus
on hosts with that specific state.

You can switch between different modes using the corresponding buttons on the toolbar.
Toolbar Overview

Hosts

Q nOsts The Hosts button is used to configure the page for monitoring each host
individually.
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- Groups

The Groups button is used to configure the page for monitoring groups of hosts.
Group by Severity
ie The Group by Severity button allows you to group the page the way that the

problematic nodes are always displayed on top.

Sort by Name

1’% When monitoring hosts, the Sort by Name button enables the page sorting by
entry name.
Sort by Time

1E When monitoring hosts, the Sort by Time button enables the page sorting by

state change time stamp.

Focus on Problems

/ﬂ The Focus on Problems button allows you to configure the page to be
automatically scrolled to entries that go down, when grouped by severity and
sorted by time.

Table
22

The Table button switches the page to the table data representation.

Small

HH The Small button switches the page to the mode where each monitored host is

- represented just with a pictogram describing its state. Any other information on

the entry is available in the tool tip only.
Medium

== The Medium t.Jutton.is used Fo' switch to the mode where ea'ch entry is
represented with a tile containing only the summary information on the entry.
The detailed info is available in the tool tip.
Large

The Large button enables the mode where a tile representing each entry

contains maximum information on the entry being monitored.

All entries within the State Summary page can be grouped by severity so that the problematic
entries are always on top. To enable such grouping, use the Group by Severity button on the
toolbar. For example, when enabled, the hosts, that are down, will be displayed on top, then hosts
that are up will follow the down ones, then there will be the hosts with the pending state. To switch
between tiles of different size, use the Small, Medium and Large buttons.

You can configure the State Summary page to show information only for specific hosts and/or
groups using the filter editor that is reached using the Filter button next to the navigation menu in
the left top corner of the page. Using the filter editor, you can also filter the page to display hosts
with specific states. The refresh interval is configured within the Advanced Options drop-down
button from the right top corner.
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Pic 3. State Summary represented as a table

The State Summary page can display host state information as a table. To activate table
representation you need to click the Table button on the toolbar. In the table mode each host is
displayed as a row, you can see host name, state and other information as columns.

Host State

You can also focus on monitoring specific hosts. To monitor single host, just click the tile the host is
represented with. As the result you drill-down to the host level. The page containing the monitoring
details for this host will be displayed
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Pic 4. Monitoring state for a single host

On the detailed state monitor page, in the left top corner you can find the block that is quite similar
to the large tile representing the host and contains the same information. Below this block, you can
view the information on the distribution for the twenty latest packets. To the right those latest
packets are displayed in the chronological order as well as the host state that is reached after each
response.

On the bottom of the detailed sate monitor page you can find the area with recent state intervals
(state changes). It displays all states the host had during the last hour.
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Quality Page

The Quality page is designed to be used for focusing on connection quality monitoring, where you
can easily detect any problematic situations just in time. The page displays only those hosts the
monitoring is currently active for. It is possible to monitor per-host connection quality as well as the
qualities distribution for groups of hosts. By default the page is organized with the help of tiles
representing the objects being monitored, but it is possible to display data as a table. To open the
page you need to click the State Summary item in the main menu. Let us take a closer look at the

page.

Quality Summary

To display the connection quality information for monitored hosts you need to select the Quality
Summary item in the main menu. The connection quality information on the screen is represented
as tiles, where each tile represents a single host . For the hosts that are monitored, the
connection quality is calculated based on the rules defined in the program preferences and/or host
settings. The tile is filled with red color in case all packets from the sample used to calculate the
connection quality are lost, thus the quality is critical. In other cases, the quality value is displayed
with the help of the colored tag on the right of the tile: green - for good quality, yellow - for
warning, red - for bad, and gray - for pending. In case the host is currently unreachable, thus the
quality is represented with the latest reachable one, the tile is hatched.
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Pic 1. Monitoring hosts connection quality
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The first mode of the Quality Monitor page we are going to introduce is the per-host connection
quality monitoring . This is the default mode, where each tile represents a single host. For the
hosts that are monitored, the connection quality is calculated based on the rules defined in the
program preferences and/or host settings. The tile is filled with red color in case all packets from the
sample used to calculate the connection quality are lost, thus the quality is critical. In other cases,
the quality value is displayed with the help of the colored tag on the right of the tile: green - for
good quality, yellow - for warning, red - for bad, and gray - for pending. In case the host is
currently unreachable, thus the quality is represented with the latest reachable one, the tile is
hatched.

On the large tiles, for each host you can find the parameters used to calculate the quality and to
see which parameter is leading to the warning or bad quality value. The same way as for the state,
you can see how long has the host connection had this or that value. The smaller the tile the less
information is available immediately, but there is still a whole set of values in the tool-tip.

E | @ Quakty Monitor - EMCOPing M x| <

< C @ localhost:4811/monitor?timezone=America®2flos_Angeles&m =quality&d =g s 1= @ &
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Pic 2. Monitoring connection quality for groups of hosts

Together with per-host connection quality monitoring, it is possible to monitor connection quality for
host groups. The group tile can either represent the group or the set of individual hosts (selected
individually or not belonging to any group) . The group tile is displaying the number of hosts
within the group having specific connection quality. When monitoring connection quality in grouped
mode, you can click on the group to focus on hosts from that group, or click on the specific
connection quality part within a group to focus on hosts having that specific connection quality.
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You can switch between different modes using the corresponding buttons on the toolbar.

Toolbar Overview

Hosts

?;l HOSLS The Hosts button is used to configure the page for monitoring each host
individually.

—— Groups

The Groups button is used to configure the page for monitoring groups of hosts.

Group by Severity

L The Group by Severity button allows you to group the page the way that the
problematic nodes are always displayed on top.

Sort by Name

1’% When monitoring hosts, the Sort by Name button enables the page sorting by
entry name.
Sort by Time

1E When monitoring hosts, the Sort by Time button enables the page sorting by

connection quality change time stamp.

Focus on Problems

E The Focus on Problems button allows you to configure the page to be
automatically scrolled to entries where connection quality goes critical, when
grouped by severity and sorted by time.

Table
E22

The Table button switches the page to the table data representation.

Small

(11 The Small button switches the page to the mode where each monitored host is
represented just with a pictogram describing its connection quality. Any other
information on the entry is available in the tool tip only.

Medium
(1] The Medium button is used to switch to the mode where each entry is
an . . . . .
represented with a tile containing only the summary information on the entry.
The detailed info is available in the tool tip.
Large
The Large button enables the mode where a tile representing each entry

contains maximum information on the entry being monitored.

All entries on the Quality Summary page can be grouped by severity so that the problematic
entries are always on top. To enable such grouping, use the Group by Severity button on the
toolbar. For example, when enabled, the hosts with the critical connection quality will be displayed
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on top, then hosts with the bad connection quality will follow, then there will be the hosts with the
warning quality, and so on. To switch between tiles of different size, use the Small, Medium and
Large buttons.

You can configure the Quality Summary page to show information only for specific hosts and/or
groups using the filter editor that is reached using the Filter button next to the navigation menu in
the left top corner of the page. Using the filter editor, you can also filter the page to display hosts
with specific connection quality. The refresh interval is configured within the Advanced Options
drop-down button from the right top corner.
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Pic 3. Quality Summary represented as a table

The Quality Summary page can display host connection quality information as a table. To activate
table representation you need to click the Table button on the toolbar. In the table mode each host
is displayed as a row, you can see host name, quality and other information as columns.

Host Quality

You can also focus on monitoring specific hosts. To monitor single host, just click the tile the host is
represented with. As the result you drill-down to the host level. The page containing the monitoring
details for this host will be displayed
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Pic 4. Monitoring connection quality for a single host

On the detailed connection quality monitor page, in the left top corner you can find the block that is
quite similar to the large tile representing the host and contains the same information. Below this
block, you can view the information on the distribution for the packets from a sample used to
calculate the connection quality. Below the packets distribution, you can find the connection quality
characteristics. To the right those latest packets are displayed in the chronological order as well as
the connection quality that is reached after each response.

On the bottom of the detailed connection quality monitor page you can find the area with recent
quality intervals. It is used to display the most recent quality intervals (quality changes) that
occurred during the last hour.
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Hosts Page

The Hosts page was primarily designed for performing monitoring activity management as
well as host state and connection quality monitoring. It can displays hosts available in the program
split into pages.
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Pic 1. The Hosts page

On the Hosts page you can find the current monitoring activity for each host. For all hosts the
monitoring is currently active, you can see its state and connection quality, as well as the
connection quality characteristics. The host state, connection quality and the characteristics used
for quality calculation are underlined with the severity color.

You can configure the Hosts page to show information only for specific hosts and/or groups using
the filter editor that is reached using the Filter button next to the navigation menu in the left top
corner of the page. Using the filter editor, you can also filter the page by monitoring activity, hosts
state and connection quality. The refresh interval is configured within the Advanced Options drop-
down button from the right top corner.

Start

> The Start button from the Hosts page header can be used to start the monitoring
process for the checked hosts.
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Stop

The Stop button from the Hosts page header allows you to stop the monitoring process
for the checked hosts.

Pause

The Pause button from the Hosts page header can be used to pause the monitoring
process for the checked hosts.

Resume

The Resume button from the Hosts view toolbar is used to resume the monitoring
process for the checked hosts.

List
The List button from the Hosts page toolbar switches the page to the list representation
of hosts providing you with maximum details.

Table

The Table button from the Hosts page toolbar switches the page to the compact table
representation of hosts.

To control the monitoring activity, check the hosts in the view and use the Start, Stop, Pause and
Resume buttons from the page header. It is possible to switch between the list and table
representations of hosts using the List and Table items on the toolbar and in the popup menu.
These representations provide different level of detail.
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Chapter 8: Using Placeholders

Ping Monitor supports a flexible configuration of custom actions definitions, report file names and e-
mail message templates - this flexibility is achieved by allowing the use of placeholders to form the
templates and command line parameters of actions. This part of the guide describes the
placeholders that can be used in templates for notification messages sent by e-mail in case of
certain events, in report file names and in definitions of custom actions.

Notification E-mail Placeholders

This part of the guide describes the placeholders that can be used in the templates for the
notification messages sent by e-mail in case of certain events. There are state and quality
notification messages, summary report messages and detailed report messages. Each of them is
described below. Along with the described placeholders, you can use the custom fields, if defined.

Host State Notifications

Host state notification placeholders can be used for notification messages that are sent when the
host state changes. The following placeholders can be used:

%REMOTE_HOST % the remote host being monitored, including the host label, if
defined;

%REMOTE_HOST_ADDRESS% the address of the remote host being monitored;

%REMOTE_HOST_LABEL% the label of the remote host being monitored;

%REMOTE_HOST_IP% the resolved IP address of the remote host;

%REMOTE_HOST_GROUP% the group the remote host belongs to;

%REMOTE_HOST_DESCRIPTION% | the description of the remote host being monitored;
%STATE% the current host state, either Up or Down;

%CONNECTION_STATUS% the current connection status. It can be either 'lost', or
'restored'. For the 'lost' status, the reason for ping failure is
added. If you do not want to see the reason, use the '%
SHORT_CONNECTION_STATUS%' placeholder;

%SHORT_CONNECTION_STATUS% | the current connection status. It can be either 'lost', or
'restored'. The reason for ping failure is never added;

%CHANGE_TIME% the date and time the connection status was changed at;

%OCCURRENCE% the number of notification sent for this event (useful for
recurring notifications);

%LOCAL_HOST % the machine name;

%RUNNING_PRODUCT % the running program name;

%PRODUCT _VERSION% the current version of the running program;

%TIME% the current time;

%DATE% the current date;

%DATETIME% the current date and time;

%UTC_OFFSET % the current UTC offset;
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%Y EAR%

the current year.

In case of the On Connection Restore notification,

placeholders:

%OUTAGE_DURATION%

%OUTAGE_START_TIME%

%OUTAGE_END_TIME%

Connection Quality Notifications

you can use the following additional

the duration of the outage that has ended;
the start time of the outage that has ended;

the end time of the outage that has ended.

Connection quality notification placeholders can be used for notification messages that are sent
when the connection quality changes. The following placeholders can be used:

%REMOTE_HOST %

%REMOTE_HOST_ADDRESS%
%REMOTE_HOST_LABEL%

%REMOTE_HOST _IP%

%REMOTE_HOST_GROUP%
%REMOTE_HOST_DESCRIPTION%

%QUALITY %

%CHANGE_TIME%
%OCCURRENCE%

%LOCAL_HOST %
%RUNNING_PRODUCT %
%PRODUCT_VERSION%
%TIME%

%DATE%
%DATETIME%
%UTC_OFFSET %

%Y EAR%

Summary Report

the remote host being monitored, including the host label, if

defined;

the address of the remote host being monitored;

the label of the remote host being monitored;

the resolved IP address of the remote host;

the resolved IP address of the remote host;

the description of the remote host being monitored;

the current connection quality, one of the following: Good,

Warning, Bad or Critical;

the date and time the connection status was changed at.

the number of notification sent for this event (useful for

recurring notifications);

the machine name;

the running program name;

the current version of the running program;

the current time;

the current date;

the current date and time;

the current UTC offset;

the current year.

For the e-mail messages, sent as summary reports you can use the following placeholders:

%REPORT _NAME%

%REPORT _DESCRIPTION%

%REPORT_TYPE%
%REPORT_PERIOD%

the name of the generated report;
the description of the generated report;
the type of the generated report;

the period the report is generated for;
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%SUMMARY _TABLE%

the table with the summary information on hosts availability and ping

performance;

%LOCAL_HOST %
%RUNNING_PRODUCT %
%PRODUCT _VERSION%
%TIME%

%DATE%
%DATETIME%
%UTC_OFFSET %

%Y EAR%

Detailed Report

the machine name;

the running program name;

the current version of the running program;
the current time;

the current date;

the current date and time;

the current UTC offset;

the current year.

For the detailed report, the message body is generated for each host separately, and the header
and footer are generated only once. So, the placeholders standing for any information on a single
host can be used only within the message body. The following placeholders are available:

%REPORT _NAME%
%REPORT _DESCRIPTION%
%REPORT_TYPE%
%REPORT _PERIOD%
%REMOTE_HOST _EXT %

%REMOTE_HOST %

%REMOTE_HOST_ADDRESS%
%REMOTE_HOST _LABEL%
%REMOTE_HOST_GROUP%
%REMOTE_HOST_DESCRIPTION%
%ACTIVITY_TIME%

%PAUSE_TIME%

%MIN_LATENCY %

%MAX_LATENCY %

%AVG_LATENCY %

the name of the generated report;

the description of the generated report;
the type of the generated report;

the period the report is generated for;

the remote host being monitored, including the host label, if
defined, and footnote sign, if required;

the remote host being monitored, including the host label, if
defined;

the address of the remote host being monitored;
the label of the remote host being monitored;

the group the remote host belongs to;

the description of the remote host being monitored;

the time span the host was monitored for during the report
period;

the time span the host monitoring was paused for during the
report period;

the smallest value from all round-trip times of packets
successfully delivered during the report period in
milliseconds;

the largest value from all round-trip times of packets
successfully delivered during the report period in
milliseconds;

the arithmetic mean of all round-trip times of packets
successfully delivered during the report period in
milliseconds;
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%LATENCY_DEVIATION%

%LATENCY_CV%

%UPTIME%

%OUTAGES_COUNT %

%UPTIME_INTERVAL%

%DOWNTIME_INTERVAL%

%SHORTEST_OUTAGE%

%LONGEST_OUTAGE%
%PACKET _LOSS%

%LOST_PACKETS_COUNT %
%DELIVERED_PACKETS_COUNT %
%MOS%

%GOOD_QUALITY_PERCENTAGE%

%WARNING_QUALITY_PERCENTAGE%

%BAD_QUALITY_PERCENTAGE%

%CRITICAL_QUALITY_PERCENTAGE%

%GOOD_QUALITY_INTERVAL%

%WARNING_QUALITY_INTERVAL%

%BAD_QUALITY_INTERVAL%

%CRITICAL_QUALITY_INTERVAL%

%UPTIME_COLOR%

the standard deviation from the average latency value for all
round-trip times of packets successfully delivered during the
report period in milliseconds;

the percentage ratio of the latency deviation to the average
latency calculated for all round-trip times of packets
successfully delivered during the specified time period;

the percentage ratio of the host uptime to the whole non-
pending time during the report period;

the number of outages that took place during the report
period;

a time span the connection to the host was up during the
report period;

a time span the connection to the host was down during the
report period;

the shortest outage that took place during the report
period;

the longest outage that took place during the report period;

the percentage ratio of the number of lost packets to the
number of packets being sent during the report period;

the number of lost packets during the report period;
the number of delivered packets during the report period;

the mean opinion score, a well-established metric for
obtaining the quality of VoIP based on the latency
characteristics and packet loss percentage for all packets
sent during the report period;

the percentage ratio of the time with good connection
quality to the whole non-pending time during the report
period;

the percentage ratio of the time with warning connection
quality to the whole non-pending time during the report
period;

the percentage ratio of the time with bad connection quality
to the whole non-pending time during the report period;

the percentage ratio of the time with critical connection
quality to the whole non-pending time during the report
period;

a time span the connection quality to the host was good
during the report period;

a time span the connection quality to the host was warning
during the report period;

a time span the connection quality to the host was bad
during the report period;

a time span the connection quality to the host was critical
during the report period;

the color used to draw the uptime box;
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%PACKET_LOSS_COLOR%
%OUTAGES_COLOR%
%DEVIATION_COLOR%
%CV_COLOR%
%AVERAGE_COLORY%
%GOOD_QUALITY_COLOR%
%WARNING_QUALITY_COLOR%
%BAD_QUALITY_COLOR%
%CRITICAL_QUALITY_COLOR%
%PERFORMANCE_INFO%

%STATE_INTERVALS_TABLE%

%QUALITY_INTERVALS_TABLE%

%EVENTS_TABLE%

%MOS_RATING_IMAGE%

%STATISTICS_ANALYSIS_CHART %

%INTERVALS_ANALYSIS_CHART %

%LOCAL_HOST %
%RUNNING_PRODUCT %
%PRODUCT_VERSION%
%TIME%

%DATE%
%DATETIME%
%UTC_OFFSET %

%Y EAR%

the color used to draw the packet loss box;

the color used to draw the outages box;

the color used to draw the deviation box;

the color used to draw the CV box;

the color used to draw the average latency box;
the color used to draw the good quality box;
the color used to draw the warning quality box;
the color used to draw the bad quality box;

the color used to draw the critical quality box;

the information on performance calculated for the report
period;

detailed information on host state intervals for the report
period in a form of a table, where each row stands for the
interval of the specific type;

detailed information on connection quality intervals for the
report period in a form of a table, where each row stands for
the interval of the specific type;

detailed information on monitoring events taken place during
the report period in a form of a table;

the content ID of the image for the 5-star rating
representation of MOS (HTML message format only);

the content ID of the image with latency and uptime chart
(HTML message format only);

the content ID of the image with state and quality chart
(HTML message format only);

the machine name;

the running program name;

the current version of the running program;
the current version of the running program;
the current date;

the current date and time;

the current UTC offset;

the current year.
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Custom Actions Definition Placeholders

This part of the guide describes the placeholders that can be used in custom actions definitions.
You can use these placeholders for forming both the path to the action to be executed and the
command line parameters of the action. Do not forget to quote the placeholder or the combination
of placeholders used as a command line parameter. The following placeholders can be used for the

custom actions definition:

%REMOTE_HOST %

%REMOTE_HOST_ADDRESS%
%REMOTE_HOST _LABEL%
%REMOTE_HOST _IP%
%REMOTE_HOST_GROUP%
%REMOTE_HOST_DESCRIPTION%
%CHANGE_TIME%
%OCCURRENCE%

%LOCAL_HOST %
%RUNNING_PRODUCT %
%PRODUCT _VERSION%
%TIME%

%DATE%
%DATETIME%
%UTC_OFFSET %

%Y EAR%

For the actions handling host state

%STATE%
%CONNECTION_STATUS%

%SHORT_CONNECTION_STATUS%

In case of the On Connection Restore action, you can use the following additional placeholders:

the remote host being monitored, including the host label, if
defined;

the address of the remote host being monitored;
the label of the remote host being monitored;

the resolved IP address of the remote host;

the group the remote host belongs to;

the description of the remote host being monitored;
the date and time the notification is triggered at;

the number of action called for this event (useful for recurring
notifications);

the name of the machine on which the product is running;
the running product name;

the current version of the running product;

the current time in a long format;

the current date in a short format;

the current date with the current time;

the current UTC offset;

the current year.

changes, you can also use the following placeholders:

the current host state, either Up or Down;

the current connection status. It can be either 'lost', or
'restored'. For the 'lost' status, the reason for ping failure is
added. If you do not want to see the reason, use the '%
SHORT_CONNECTION_STATUS%' placeholder;

the current connection status. It can be either 'lost', or
'restored'. The reason for ping failure is never added.

%O0OUTAGE_DURATION% the duration of the outage that has ended;
%O0OUTAGE_START_TIME% the start time of the outage that has ended;
%OUTAGE_END_TIME% the end time of the outage that has ended.

And for the actions handling connection quality changes, the following placeholder can be used:
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%QUALITY % the current connection quality, one of the following: Good, Warning,
Bad or Critical.

Report Name Template Placeholders

Ping Monitor allows you to use placeholders when defining a name template for the file output of
monitoring data reports. You can use the following placeholders when specifying the template:

%REPORT_NAME% the name of the report being generated;
%REPORT_DATE% the report generation date in the 'yyyy.MM.dd' format;
%REPORT_TIME% the report generation time in the 'HH.mm.ss' format;

%FORMAT_EXTENTION% the default file system extension of the report format.

Report Footer Placeholders

Ping Monitor allows you to use placeholders when defining a template for the report footer while
configuring options on the Reports Customization preference page. You can use the following
placeholders when specifying the footer template:

%LOCAL_HOST % the name of the machine on which the product is running;
%RUNNING_PRODUCT % the running product name;

%PRODUCT _VERSION% the current version of the running product;

%TIME% the report generation time in a long format;

%DATE% the report generation date in a short format;
%DATETIME% the report generation date with the report generation time;
%UTC_OFFSET % the current UTC offset;

%REPORT_TIME_ZONE% the time zone the report is generated for;

%Y EAR% the current year.

External Tools Placeholders

Ping Monitor allows you to use placeholders when defining a command to be launched as the
external tool from the host's pop-up menu. You can use the following placeholders when specifying
the command:

%REMOTE_HOST % the remote host being monitored, including the host label, if
defined;

%REMOTE_HOST_ADDRESS% the address of the remote host being monitored;

%REMOTE_HOST_LABEL% the label of the remote host being monitored;

%REMOTE_HOST_IP% the resolved IP address of the remote host;

%REMOTE_HOST_GROUP% the group the remote host belongs to;

%REMOTE_HOST_DESCRIPTION% the description of the remote host being monitored;
%LOCAL_HOST % the name of the machine on which the product is running;
%RUNNING_PRODUCT % the running product name;
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%PRODUCT _VERSION%
%TIME%

%DATE%
%DATETIME%

%Y EAR%

the current version of the running product;
the report generation time in a long format;
the report generation date in a short format;

the report generation date with the report generation time;

the current year.
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Chapter 9: Events Logging

Ping Monitor stores the events taken place during hosts monitoring and when executing generic
operations. The monitoring events are stored per host and are available for reviewing in the Event
table of the detailed host statistics. Those events, that are not directly connected to hosts
monitoring, are displayed within the Log view.

Both the event viewers and the log are designed in a manner that helps you easily analyze the
monitored host status changes and troubleshoot problems taking place while the program is in use.
The events databases may grow continually, thus slowing down the program loading and response
time. To prevent this, you can either clear the event logs manually, or allow the program to perform
the clean-up automatically on a regular basis. The options for automatic events deletion are
available on the Monitoring Statistics and Log Configuration preference pages.

In this chapter, we will explain how to analyze the events views and the log and describe the option
of exporting events to a simple format.
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Reviewing Monitoring Events

Ping Monitor allows you to review each and every event that has happened while monitoring
connection to a remote host. The per-host events are available in the Events table displayed on
the detailed host statistics . Each entry has a severity icon, a title and a description. From
the title, you can understand which event is logged; the description provides you with the detailed

message; and the severity icon can be used to quickly understand if the event needs high level of
attention.
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Pic 1. Host monitoring events

The events in Statistics cover all aspects of host monitoring. They state when the monitoring was
started and stopped, displaying brief session statistics on stop; they show when the host state or
connection quality has changed, and display if there any problems with sending notifications and
performing custom actions for the host being reviewed.
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Exporting Monitoring Events

With Ping Monitor, you can easily export the monitoring events to the CSV file format for future
analysis or processing by an automated tool. You can export events displayed in the Events table of
Statistics. To export the events, click the Export button from the toolbar. You are proposed to
choose between exporting the selected events and all displayed events. Also can you press the
Export button from the Organize Ribbon group on the Program page, when the view is focused. It
is also possible to use the pop-up menu of the view to export events. The Export Events Wizard
will appear on the screen

Export Events Wizard e

Welcome to the Export Events Wizard

With Ping Manrtor, expoarting any pool of objects is fast and eazy. The file
created after such export can be processed manually or with any
automated tool.

You cam use the exported file as a back-up, or you can share the data with
colleagues. The data can be exported to a file having speécified the format
[4s] nfsg uration oplions.

A detailed description of the export format can be found in the program
documentation.

@ emco Press Mext to procesd with export. How can | use events gxpart?

Hext » Cancel

Pic 1. The Export Events Wizard welcome page

The first page of the Export Events Wizard is the welcome page used to introduce you to the
feature the wizard is supposed to help you with. After reading the welcome information, press Next
to continue with export.
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On the next page of the Export Events Wizard, you are offered to choose a file you are going to
save the events to and the CSV format options. The file path should be provided to the Export To
field . You can choose the encoding to be used for saving the data as well as the field
delimiter and the text qualifier. While performing export, you may also define if you would like the
column header to be present in the resulting file, which would make it easier for you to identify each
column - this feature can be enabled using the Include column header option.

Export Events Wizard .
Configure Export Options ra

Specify the path to the file for the éxported data and configure the C5V file format oplions. I/" J,.-"
Export To: ’:: UsersialedDoouments\HostEvents.csv

gy The C5V data file comprises columns, each standing for a certain object property. The columns are
separpled with the specified figld delimiter. 5¢¢ the program documentation for detailéd information
about the C5V file format.

Encoding: Unicade [UTF-5) W
Figld Delmiter: |, (Comma) L Text Qualifier: |~ [Quots] L

W Iaclude calumn hesder

< Back Finish Cancel

Pic 2. Configuring the export options

After you are ready with configuring the export options, press Finish to proceed with export. The
file containing the events will be created in the path specified.

The CSV file with the connectivity events consists of four columns, which are the following:

Index Header Description
Type The type of the generated connectivity event.
Host The host the event is generated for.

Description The logged event description.

A W N |

Time The time when the event was logged.

Sample exported data in the CSV format
"Type","Host","Description","Time"

"Up","h-00632.emcosoftware.com"”,"The state of the 'h-00632.emcosoftware.com' host was changed
to 'Up'. The connection was restored after being down for 00:00:19.","2019-08-05 02:12:19"

"Down","h-00632.emcosoftware.com","The state of the 'h-00632.emcosoftware.com' host was
changed to 'Down'. The connection was lost. Ping reply was not received within the allotted time (IP
status: 11010).","2019-08-05 02:12:00"

"Up","h-00261.emcosoftware.com","The state of the 'h-00261.emcosoftware.com’' host was changed
to 'Up'. The connection was restored after being down for 00:00:09.","2019-08-05 02:11:55"
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"Down","h-00261.emcosoftware.com","The state of the 'h-00261.emcosoftware.com’ host was
changed to 'Down'. The connection was lost. Ping reply was not received within the allotted time (IP
status: 11010).","2019-08-05 02:11:46"

"Down","h-00434.emcosoftware.com","The state of the 'h-00434.emcosoftware.com' host was
changed to 'Down'. The connection was lost. Ping reply was not received within the allotted time (IP
status: 11010).","2019-08-05 02:11:45"

"Up","h-00986.emcosoftware.com","The state of the 'h-00986.emcosoftware.com' host was changed
to 'Up'. The connection was restored after being down for 00:00:18.","2019-08-05 02:11:38"

"Up","h-00632.emcosoftware.com","The state of the 'h-00632.emcosoftware.com' host was changed
to 'Up'. The connection was restored after being down for 00:00:39.","2019-08-05 02:11:29"

"Down","h-00986.emcosoftware.com","The state of the 'h-00986.emcosoftware.com' host was
changed to 'Down'. The connection was lost. Ping reply was not received within the allotted time (IP
status: 11010).","2019-08-05 02:11:20"

"Up","h-00897.emcosoftware.com","The state of the 'h-00897.emcosoftware.com' host was changed
to 'Up'. The connection was restored after being down for 00:00:09.","2019-08-05 02:11:14"

"Down","h-00897.emcosoftware.com","The state of the 'h-00897.emcosoftware.com' host was
changed to 'Down'. The connection was lost. Ping reply was not received within the allotted time (IP
status: 11010).","2019-08-05 02:11:05"

"Down","h-00632.emcosoftware.com"”,"The state of the 'h-00632.emcosoftware.com" host was
changed to 'Down'. The connection was lost. Ping reply was not received within the allotted time (IP
status: 11010).","2019-08-05 02:10:50"

"Up","h-00484.emcosoftware.com","The state of the 'h-00484.emcosoftware.com' host was changed
to 'Up'. The connection was restored after being down for 00:00:09.","2019-08-05 02:10:36"

The CSV file with the host monitoring events consists of five columns, which are the following:

Index Header Description
1 Title The logged event title.
2 Severity The logged event severity level.
3 Description The logged event description.
4 Time The time when the event was logged.
5 Error Code The error code for the event, if any.

Sample exported data in the CSV format
"Title","Severity","Description","Time","Error Code"

"Connection Quality","Information","The connection quality for the 'h-00020.emcosoftware.com' host
was changed to 'Warning'.","2019-08-05 01:43:50",

"Host State","Information","The state of the 'h-00020.emcosoftware.com' host was changed to 'Up".
The connection was restored after being down for 00:00:09.","2019-08-05 01:41:40",

"Host State","Warning","The state of the 'h-00020.emcosoftware.com' host was changed to 'Down'.
The connection was lost. Ping reply was not received within the allotted time (IP status:
11010).","2019-08-05 01:41:31",
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"Connection Quality","Information","The connection quality for the 'h-00020.emcosoftware.com' host
was changed to 'Bad'.","2019-08-05 01:41:21",

"Connection Quality","Information”,"The connection quality for the 'h-00020.emcosoftware.com' host
was changed to 'Warning'.","2019-08-05 01:38:40",

"Host State","Information","The state of the 'h-00020.emcosoftware.com’' host was changed to 'Up'.
The connection was restored after being down for 00:00:09.","2019-08-05 01:37:00",

"Host State","Warning","The state of the 'h-00020.emcosoftware.com' host was changed to 'Down'.
The connection was lost. Ping reply was not received within the allotted time (IP status:
11010).","2019-08-05 01:36:51",

"Connection Quality","Information”,"The connection quality for the 'h-00020.emcosoftware.com' host
was changed to 'Bad'.","2019-08-05 01:36:46",

"Connection Quality","Information","The connection quality for the 'h-00020.emcosoftware.com' host
was changed to 'Warning'.","2019-08-05 01:31:04",

"Host State","Information","The state of the 'h-00020.emcosoftware.com' host was changed to 'Up'.
The connection was restored after being down for 00:00:59.","2019-08-05 01:28:29",

Analyzing Log

The main purpose of the Log view is to help you understand if the execution has succeeded and
troubleshoot problems if any have occurred. Each entry in the log has a severity icon, a title, and a
description, and possibly a hint on solving the problem, if any. From the title, you can understand
which operation has been performed and which resource has been operated; the description
provides you with the result message, a hint is used to provide you with an advice on solving the
problem, if any; and the severity icon can be used to quickly understand if the operation has fully
succeeded.

For example, let us take a closer look at the following result set in the log

Log O x
W period: 7 Days [7/232019 &15AM - 85201965 aM - B | S R E B T
Title Description Time -
3 | 5end Report The custom Summary Report e-mail message could not be sent. The SMTP ... &52019 &15:41 AM
D Clearlog The operation was completed successiully. B/3/2019 6:14:39 AM
Errar send Heport 52009 & 15:47 AM
£ 8572019 6:15:41 AM, The custom Summary Report e-mail message could not be sent. The SMTP host was not found. The remote name could not be

resolved: ‘mail.dreamlight.org’.
Pic 1. Sample logged events

The picture above shows the set of result we received after performing an operation. As we can
see, most of the logged events are informational, but some stand for problems. We need to find out
what caused the problem and what should be done to avoid it in future. Also, it may be interesting
to go through the warnings to see if anything wrong is going on.

After the events have been reviewed and all the problems have been solved, you can run the
operation again and ensure that it completes successfully.
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Exporting Log

With Ping Monitor, you can easily export the log to the CSV file format for future analysis or
processing by an automated tool. To export the logged events, click the Export button from the
Log view toolbar. You are proposed to choose between exporting the selected events and all
events. You can also press the Export button from the Organize Ribbon group on the Program
page when the Log view is in focus. It is also possible to use the pop-up menu of the Log view to

export logged events. The Export Log Wizard will appear on the screen

Export Log Wizard

Welcome to the Export Log Wiza

created after such export can be processed manually or with any
automated tool.

configuration options.

documentation.

rd

With Ping Monitor, exporting any poaol of objects is fast and easy. The file

You can use the exported file as a back-up, or you can share the data with
colleagues. The data can be exported to a file having specified the format

A detailed description of the export format can be found in the program

@ emco Press Mext to proceed with export, How can | use log export?

< Back Mext =

Cancel

Pic 1. The Export Log Wizard welcome page

The first page of the Export Log Wizard is the welcome page used to introduce you to the feature
the wizard is supposed to help you with. After reading the welcome information press Next to

continue with export.
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On the next page of the Export Log Wizard, you are offered to choose a file you are going to save
the logged events to and the CSV format options. The file path should be provided to the Export To
field . You can choose the encoding to be used for saving the data as well as, the field
delimiter and the text qualifier. While performing exporting, you may also define if you would like the
column header to be present in the resulting file, which would make it easier for you to identify each
column - this feature option can be enabled using the Include column header option.

Export Log Wizard x

Configure Export Options
Specify the path to the file for the éxported data and configure the C5V file format oplions.

Export To: | ChUsersialediDocuments\ExecutionResults.cov

sy The C5V data file comprises columns, each stamding for a certain object property. The columns are
separpted with the specified figld delimiter. 5¢¢ the program documentation for detailéd information
about the C5V file format.

Encoding: Unigcade [UTF-5) W
Figld Delmiter: |, (Comma) L Text Qualifier: |~ [Quots) L

W Iaclude calumn hesder

< Back Finish Cancel

Pic 2. Configuring the export options

After you are ready with configuring the export options, press Finish to proceed with export. The
file containing the logged events will be created in the path specified.

The CSV file with the exported data consists of six columns, which are the following:

Index Header Description
1 Path The path to the logged event in the log tree.
2 Title The logged event title.

3 Severity | The logged event severity level.
4 Descriptio | The logged event description.
n
5 Time The time when the event occurred.
6 Error Code The error code for the event, if any.

Sample exported logged events in the CSV format

"Path","Title","Severity","Description","Time","Error Code"

"Clear Application Log","Clear Application Log","Information","The operation was completed
successfully.","2015-09-14 13:47:40",
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"Save Report","Save Report","Error","The 'News Providers' report could not be saved to the 'F:
\Reports\' folder with the 'News Providers (2015.09.14).pdf' name. The system cannot find the path
specified. Error code: 3.","2015-09-14 13:47:46",

Now you are introduced to the log export and export data file format and can use the export feature
for the log analysis without any misunderstanding.
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Chapter 10: Program Preferences

Ping Monitor comes with a wide range of settings that users can adjust to suit their needs. Every
preference page has a detailed description of its content and of the feature it is used to configure.
You can configure almost everything: the program behavior in respect to the System Tray, the
database location, the proxy settings to be used to connect to the Internet, etc. To reach the
program preferences, click the Preferences button available from the Application Menu. Also, the
clickable Ribbon groups' glyphs open the preference pages that configure the functionality
encapsulated by this group.

Monitoring Part

The Monitoring part of the program preferences should be used to configure the monitoring process
settings. It is possible to configure the connection monitor behavior, gateway options, monitoring
intervals and automation settings. To open the Preferences dialog, click the Preferences button
available from the Application Menu. Configure the available settings to suit your needs best.
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Monitor Settings

Ping Monitor monitors the remote host availability using the specified monitor settings. These

settings can be specified on the Monitor Settings preference page

. You can activate this

page by clicking the glyph of the Activity Ribbon group on the Home Ribbon page, or clicking the
Preferences button from the Application Menu and selecting the Monitor Settings link on the
navigation bar on the left in the opened dialog.

Preferences

= Menitoring

Monitor Settings
Connection Quality
Performance
Monitonng Statistics
Gateway Options
Intervals

Autamation

Latency Measurement

Q Alerts and Events

— | General

Miscellanecus

Restore Defaults

)

Monitor Settings

Fing Monitor conducts monitoring of the connecdion status by sending pings to the
maonitoréd host. Tune the monitoring behavior by configuring the outages conditions,
availability checks and ping options.

Fing Options:

P

(@

Specify a reguiar interval for sending ICMP echo requests to a host; this interval is used

when the host is in 3 stable state, The state is considered stable as soomn &% it is
confirmed by the spedified number of lost/delivered packets in a row.

Regular Ping Intencal [seck 10|
Configure the number of consecutively délmered packets for the host Lo become up,

the number of lost packets in a row for the host to be treated as down and the
interval between checks for stable state.

Up Check Attempls: 1 [ Dowemn Check Attempts: L s
ey

State Check Interval (sek ] i

ﬂ The host will become Up as soon as any packet is delivered and will betome
Downi in fig 1655 than 2 secands stter the forst 1050 packet.

Define the ping operation timeout, choose the size of the packet to be sent in an echo

request and time to live for the packet.

Ping Timeout (mik 1500 5| Packet Size (bytesk 32w

A
W

Time To Leve (TTL): 128

in more abail Pir Lign

Restore Defaults Apply

0K Cancel

Pic 1. Configuring the Monitor Settings

The following ping options can be configured:

¢ Regular Pings Interval is the time span in seconds between pings if the host is currently in a
stable state. The state is considered stable as soon as it is confirmed by the specified number
of lost/delivered packets in a row;

¢ Up Check Attempts is the number of delivered packets in a row that could be interpreted as

an established connection to a remote host;

e Down Check Attempts is the number of lost packets in a row that could be interpreted as a

lost connection to a remote host;

o State Check Interval is the time span in seconds between pings if host sate is currently

unstable, i.e. not confirmed as up or down;
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¢ Ping Timeout is the time span in milliseconds for the ping command to wait for a response from
a remote host;

* Packet Size is the size in bytes of the packet sent with an ICMP echo request;

e Time To Live (TTL) is the time-to-live for the packet being sent. It is reduced by every host on
the route to the destination. If the TTL field reaches zero before the packet arrives, such
packet is discarded and an error is sent back. The purpose of the TTL field is to avoid a
situation in which an undeliverable packet would keep circulating in the Internet.

With EMCO Ping Monitor, it is possible not only to set a common monitoring configuration, but also to
provide a specific configuration for each host individually. See the Overriding Common Settings part
of this document for details.
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Connection Quality

Along with host state monitoring, Ping Monitor allows you to monitor the quality of connection to
remote hosts, based on the set of the latest ping replies. The parameters used for connection
quality calculation can be specified on the Connection Quality preference page . To reach
this page, click the Preferences button from the Application Menu and selecting the Connection
Quality link on the navigation bar on the left in the opened dialog.

Preferences X
sl . .
= o
L—___J Monitoring ~ | Connection Quality
_—
Monitor Settings PFing Monitor can caloulate the connection guality for remote hosts based on the set of the
N N latest pimg replies. Here you can set up the connection quality parameters,
Conngction Quality
Performance Cuality Monitor
Monitering Statistics "{l Spedify the number of responses in » sample and the lateéncy percentile to be used for
Gateway Options 7 chedking the hosts connedtion quality.
Intervals Sample Size (ping): 20|5 | Estimate Quality Since (pingl: @ 10)5
LA D Latency Percentile [3): 50|

Latency Measurement
Define the conditions to be used for checking the real-lime hosts connection quality

that is based on a set of the latest responses.
Q Alerts and Events W The packet loss percentage in the sample is greater than the vaiue
Warning Sk 1] o+ Bad [k 2005
| General v ﬂ The connection quality is Critical when the packet loss percentage is 100%
5 | The latency percentile of the pings from the sample is greater than the value @
@; Miscellanecus v Warnimg (ms): 100|3|  Badims) 200 &

The packet delay jitter for the sample is greater than the value @

Restore Defaults Apply

Restore Defaults 0K Cancel

Pic 1. Specifying connection quality monitoring configuration

When calculating a connection quality, Ping Monitor can use such characteristics as the percentage
of lost packets, the latency percentile and the latency jitter. The Sample Size field is used to
specify the number of most latest pings to be used for quality calculation. Ping Monitor can estimate
the connection quality when the sample is incomplete, i.e. the number of responses in the sample is
below its size. The Estimate Quality Since field is used to specify the minimum number of
responses sufficient to estimate the connection quality, while it will be considered Pending with a
lower number of responses.

A connection quality is considered Critical in case all packets from the sample are lost. For the Bad
and Warning quality, you can specify the conditional values to check for packet loss percentage,
latency and jitter. In case no condition is reached, the connection quality is treated as Good.
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The packet loss percentage is a ratio of the number of lost packets from the sample to the number
of packets sent within the same sample. The latency percentile separates the greater and lesser
parts of a round-trip times data set. The percentile specified in the Latency Percentile field is
used. The sample for calculation is built from a specified number of the latest delivered packets. The
jitter is calculated as a packet delay variation for a sample of delivered packets of a specified length
with reference to the specifications defined in RFC-1889. If you prefer not to use latency percentile
or jitter in quality calculation, you can uncheck the appropriate options.

With EMCO Ping Monitor, it is possible not only to set a common connection quality monitor
configuration, but also to provide a specific one for each host individually. See the Overriding
Common Settings part of this document for details.
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Performance

Ping Monitor calculates remote hosts' performance based on their monitoring statistics for specific
time periods. The conditions used for calculating the performance are defined on the Performance
preferences page . You can reach this page by clicking the Preferences button from the
Application Menu and selecting the Performance link on the navigation bar on the left in the
opened dialog.

Preferences x
o Performance
= Monitoring -~
Monitor Settings PFI'I-F Monitor caloulates the performance for remote hosts based on monitoring statistics for

specific ime periods. Here you can S&t up the performandce paramebers.
Connection Quality

Performance Conditions

Monitering Statistics 'k-/»ﬂ Specify the conditions to be uied for caloulaling hosts' performance for speclic time
s‘&f periods. The performance is based on the monitoring statistics gathered during the
R O = specilied period.

The uptime percentage is below the value @
Medium %) 9|0 Low Bk a5 a

Intervals
Autamation
Latency Measurement

@) The peformance is Faulty when the downtime percentage is 100%.

Q Alarts and Events v w| The packet loss percentage is greater than the vaius @
Medium [k S 0| Lewms 0.
v Thie average latency value is greater than the value @
| General W & < &
hedium [ms) 100 5| Low (msk 00| 5
. The latency deviation is greater than the valus @
Miscellanecus W
v The latency coefficient of variation (CV]) is greater than the value ﬂ
Medium [k 105  Low Gk 335
' Ignore latency of less tham ms): ]
| Thie mean opinion score (MOS) is lower than the value @
Medium: 4 : Laws 2 :
Restore Defaults Apply
Restore Defaults 0K Cancel

Pic 1. Specifying performance calculation settings

You can choose from the following characteristics to be used for calculating the performance:
¢ Uptime - a percentage ratio of the host uptime to the whole non-pending period of the host;

o Packet Loss - a percentage ratio of the number of lost packets to the number of packets being
sent during the specified time period;

¢ Average Latency - an arithmetic mean of all round-trip times of packets successfully delivered
during the specified time period;

¢ Latency Deviation - a standard deviation from the average latency value for all round-trip
times of packets successfully delivered during the specified time period;
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o Latency Coefficient of Variation - a percentage ratio of the latency deviation to the average
latency calculated for all round-trip times of packets successfully delivered during the specified
time period;

e Mean Opinion Score - a well-established metric for obtaining the quality of VoIP based on the
latency characteristics and packet loss percentage for all packets sent during the specified time
period.

In case any of the Low conditions is met, the performance is considered Low. Next the Medium
conditions are checked, and if any is met, the performance is Medium. If no conditions are met, the
performance is treated as High. It is possible to disable the performance calculation by unchecking
all characteristics.

As for the coefficient of variation (CV), it becomes too sensitive when the average latency is small.
It is possible to define the minimum average latency for CV calculation within the Ignore latency of
less than field.
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Monitoring Statistics

Ping Monitor gathered and stores per host performance and availability data, which is called
monitoring statistics, while monitoring remote hosts connectivity. This data consists of the live data,
historical data and overall data. The intervals for storing and displaying live data as well as the
historical data storing options are available on the Monitoring Statistics preference page

To reach this page, you should open the program preferences using the Preferences button from
the Application Menu, and click the Monitoring Statistics link in the navigation bar on the left of
the Preferences dialog within the Events and Statistics group.

Preferences i
ot ~ | Monitoring Statistics
[ — 9
Moniter Settings Beside the connection status monitoring, Fing Monitor can gather the monitoring statistics
and visualize it in the future with the help of tables, charts and répomnts. Héré you can
Connection Quality configure the statistics display and storing options.
Performance
3 ng Statistics Live Data
f Specify the set of time intervals to choose from when reviewing online monitoring
SOl L T‘fﬁ] statistics for hosts.
Intervals
Automation ‘W Add Intenval | X | & v )
Latency Measurement Interval =
5 Minutes -
Q W 15 Minutes
Alerts and Events b W 30 Minutes
B0 Minutes
| » 3 Hours
— | General L .
~ 6 Hours
- 17 baiee 1
Miscellanegus L Historical Data
o~ Choose if the program should store the monitering statistics in the database to be
\/E‘g able to review historical data for specific date intervals.
v Store the monitoring statistics (3.5 GB per month on average}
| Include raw ping reply data (80.3 GB per month on avérage)
ﬂ Storing raw ping reply data will increase the database size. if the disk space is
critical and you are mot interested in viswing raw data and restoring e
stotistics intervals data when restarting the senver, you can disable including
raw data into statistics.
Specify if the statistics should be deleted from the program database automatically
and choose the condition to be used for data deletion,
Auto delete: | Do not dean.up automatically W
Restore Defaults Apply
Restore Defaults 0K Cancel

Pic 1. Configuring live and historical monitoring data options

Within the Live Data group, you can choose the time intervals to be used for storing and displaying
the statistics. It is possible to create and delete intervals, as well as enable or disable existing ones.
It is possible to define an interval from 5 minutes to 3 days. Specifying large focus intervals will lead
to a higher consumption of the system memory and the processor resources while preparing
statistics for each host.

The Historical Data group contains the options for historical data storing and automatic deletion. If
you do not want to store the historical data at all, you can disable the Store the historical data
option. Please take into account that as long as this option is disabled it is not possible to review
historical data and generate statistical reports for future monitoring sessions. In case you are not
interested in raw ping replies data, you can disable its storing by unchecking the Include raw ping

Copyright © 2001-2022 EMCO. All rights reserved. 200



EMCO Ping Monitor 9 Program Preferences

reply data box. When this option is disabled, it won't be possible to export raw data, view pings
timeline and restore live statistics when restarting the server.

The options for historical data auto remove, allow you to prevent the monitoring data database from
continuous growing. You can enable the automatic removal of the historical data that is older than a
specific age within the Auto delete drop-down list.

Gateway Options

Ping Monitor can check that either a packet sent to remote host has been lost or the PC hosting the
monitoring software has lost connection to the network the host is located in by pinging a specific
gateway. This feature is provided to protect the user from a false-positive detection of outages and
connection quality problems. In case the gateway is unreachable, the host state and quality is not
changed until it is confirmed by a successful ping to the gateway.

The gateway configuration is set up on the Gateway Options preference page . To access
the Gateway Options preference page, press the Preferences button from the Application Menu
and select the Gateway Options link in the navigation bar on the left in the dialog that opens.

Preferences x
5Ty "
=
il \1onicoring ~ | Gateway Options
Monitor Settings Fing Monitor can chedk either a remote host has gone offline or the PC hosting the

manitorng software has lost ¢connection to the network by pinging & spacific gateway. Herg

Connection Quality you can configure these settings.

Performance ~
Monitoring Statistics Ledaiay
P fr=n Spedfy if you would like to confirm failed pings to hosts by checking gateway and
S . . nrovide the settings to be used for checking.
Intervals i
Check gateway connectivity to confirm ping failures
Automation

Latency Measurement o

Q Alerts and Events LY

— | General LY

=
Miscellanecus L%

#armn mare about chédking gateway

Restore Defaults Apphy

Restore Defaults oK Cancel

Pic 1. Setting up the gateway options

If you want to enable the failed pings confirmation by checking a specific gateway for accessibility,
you should check the Check gateway connectivity to confirm ping failures option and provide
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the address of the gateway to ping to the Gateway IP field. The size of the packet to send to the
gateway, the ping operation timeout and the time-to-live for the ping packet can be specified in the
appropriate fields, if required. As soon as this check is enabled, a ping to a remote host will be
treated as failed only if the gateway is reachable.

With EMCO Ping Monitor, it is possible not only to set a common gateway options, but also to
provide a specific one for each host individually. See the Overriding Common Settings part of this
document for details.

Intervals

Ping Monitor allows you to restrict the monitoring time to specific time intervals on certain week
days, thus you can configure the monitoring to pause automatically when it is not required. This
configuration is available on the Intervals preference page . You can activate this page by
clicking the Preferences button from the Application Menu and selecting the Intervals link on the
navigation bar on the left in the opened dialog.

Preferences i
e
Menitoring e ;nte Wais
Manitor Setings ek ey i po e conTena the s 3ot ima 12 peite aitpsalca By woan Koot

Connection Quality
Performance
Monitorng Statistics

required.

Monitoring Intenvals

L ] Chaose if the manitonng should rum ondy within specific time intervals and define the

Sateiny Cipliant intervals ts be menitored,

Intervals
Automation
Latency Measurement

Q Alerts and Events LY

— | General W

"ﬁs Miscellanecus LY

| Run monitering enly on the fallowing days
W Sun W) Mon F Tue W Wed W Thu F Fri ) 5ot

Run monitoring only within the following hours

Leasn moré abaul Manitanng Intervals

Restore Defaults Apply

Restore Defaults QK Cancel

Pic 1. Configuring monitoring intervals

You can choose if you would like the hosts to be monitored only on specific week days and/or within
specific hours. After you start the monitoring process, it is managed by the program automatically: if
the current time is not within the monitoring intervals, monitoring is automatically paused until the
monitoring interval is reached again.
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Automation

Ping Monitor comes with a range of automation features that allow you to start, stop and pause
monitoring automatically. The configuration of such features is available on the Automation
preferences page . You can activate this page by clicking the Preferences button from the
Application Menu and selecting the Automation link in the navigation bar on the left in the
opened dialog.

Preferences x
i
bl Monitoring ~ | Automation
—_—
Momnitor Settin g5 TA nge of automation features that come with Pll'lg Monitor provide you with am option to

enable an automated start and stop of the hosts monitoring process.
Connection Quality

Performance Auto-start Monitonng
Monitoring Statistics w Choose the adion you would likeé to perform an each senver start upe éitheér start
Gateway Options J monitoring for the hosts incuded into the auto-start list, or restore the latest activity

suspended during the previous server shut-down, or just leave the monitoning inadine
Intervals until started manually.

£t On Startup: | Restore the latest monitanng actmaty for all Hasts W
Latency Measurement

Auta-stop Monitenng

% The automation features enable you to stop or pause the host monitering on meeting

n
Q Alsrts and Events iy _-.'}f.' the defined condition. You can choose any conditions from those available below and
= assign required actions to ¢ach of them.

On Down State

— | General W
On Qutages Limit
3 Miscellanecus W
Leamn more about Automation Settings
Restore Defaults Apply
Restore Defaults 0K Cancel

Pic 1. Configuring the automation features

Within the Auto-Start Monitoring group, you can choose the action you would like to perform on
each server start up: either start monitoring for the hosts included into the auto-start list, or
restore the latest monitoring activity suspended during the previous server shut-down, or just leave
the monitoring inactive until started manually.

The Auto-stop Monitoring group is designed for you to define the conditions to be used to stop or
pause monitoring of a single host. There are two conditions available, namely: On Down State and
On Outages Limit. For each condition, you can choose the action to perform in case of this
condition between Stop and Pause. For the Pause action, you should define the pause timeout.
Let us take a closer look on each condition.
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The On Down State condition should be enabled if you would like the host monitoring process to
stop/pause automatically if the connection to the host is lost and not reestablished during the
interval specified in the Timeout field next to the On Down State option.

The On Outages Limit condition provides you with an option to stop/pause the host monitoring
process automatically if a defined number of outages have been registered during the specified time
interval. The number of outages is defined in the Count field, and the time interval to be applied
should be provided in the Interval field.

With EMCO Ping Monitor, it is possible not only to set a common Auto-stop Monitoring
configuration, but also to provide a specific configuration for each host individually. See the
Overriding Common Settings part of this document for details.
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Latency Measurement

Ping Monitor can monitor hosts in low-latency networks if the high-precision latency measurement is
enabled. In this case, the program uses a special ICMP network filter driver to measure the ping
latency with 0.01ms precision. On the Latency Measurement page, you can switch the program to
use the Windows standard measurement with 1ms precision or high-precision measurement

Preferences *
T |
., . Latency Measurement
Menitoring ~
=3
Monitor Settings EMCO Ping Monitor provides a precise (up to 0,01ms) measurement of the network latency
allowing you to estimate the connection quality in low-latency networks. Here you can chooge
Connection Quality to use the high-precision latency measurement or the standard system measurement,
Performance " =
Monitoring Statistics S HDE T, 2
2,  The high-precision latency measurement requires a special ICMP network filter driver
Salmy CpBiant | to be installed. To use the high-precsion latency measurement, run the program
Intervals setup, madify the program installation, and select the option to install the driver.
Autamation Active: | High-Precision Latengy Measuramant w
Latency Measurement
Q Alerts and Events LY
— | General L™
Miscellaneous LY
Restore Defaults Apply
Restore Defaults oK Cancel

Pic 1. Configuring latency measurement precision

To use the high-precision latency, you need to install a special ICMP network filter driver on the
machine where the Ping Monitor server is installed. Run the program setup to modify the server

installation and select the option to install the driver. The server should be rebooted after the driver
is installed.

Alerts and Events Part

The Alerts and Events part of the program preferences should be used to configure the alerts,
notifications and custom actions to be performed upon discovery of certain events during
monitoring, statistics and events storing, etc. To open the Preferences dialog, click the

Preferences button available in the Application Menu. Configure the available settings to suit your
needs best.
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Alerts and Notifications

The Alerts and Notifications preference page allows you to configure alerts in the program. You
can learn more about alerts in the Using Alerts chapter of this manual. On the Alerts and
Notifications preference page you can create alerts, configure alerts conditions and configure emalil
notifications and custom messages that should be executed on alerts and events.

In the Notifications Configuration section of the dialog you can create, review and edit alerts and
events configured in the program. You can also review and edit e-mail messages and custom actions
assigned to alerts and events. To manage alerts, events and their notifications you can use actions

available on the toolbar

Preferences

E} Menitoring

Monitor Settings
Connection Quality
Performance
Monitoring Statistics
Gateway Options
Intervals

Autamation

Latemcy Measurament

Q Alerts and Events

Eallaons and Sounds
Motification Mail Templates
Natification Time

_ | General

Recipients

Custom Fields

Reports Starage
Reports Customization
Report Mail Templates
External Tools

ﬁ; Miscellanecus

Restore Defaults

Alerts and Notifications

Fing Monitor can send notifications by e-mail and run custom actions on certain alerts and
events, To récenve those messages, configure the &-mail oplions and defing the alerts and

events to be notified about.

Hotifications Configuration

T2 monitored hosts.

S X B8 E

=7 New =
Motdication
s [ |0 pomain Controller is Dawn
| [®) E-Mail Message
4 [ E Hostis Down
| [ E-Mail Message
® E-Mail Message Custom
« [ 0 vostis Unreachable
| (¥ E-Mail Message

i

&  Timeout.,.

d {]:‘:' Hast's Connection Cuality i3 Undatis...

®1 E-Mail Message
e On Down State

<

W' Group messages to a single email within the interval [seck

Group events by host within the notification message

Learn more about Notifications

Iterations

-

0|5

Restore Defaults

C-DHTIQLI re alerts and &t up the senerside notifications of alerts and #vents for the

&

Interval ...
0

10
300

Apphy

Cancel

Pic 1. Configuring alerts, events and notifications

Copyright © 2001-2022 EMCO. All rights reserved.

206



EMCO Ping Monitor 9 Program Preferences

You can use checkboxes to enable or disable alerts, events and notifications. When configuring e-
mail notifications or custom actions it is possible to specify the number of iterations and interval
between iterations for notifications. So you can choose to loop the notification for a specific number
of times or until the host state or connection quality changes again.

To create alerts and events use the corresponding items displayed in the New menu item. When
creating an alert you need to specify an alert condition. Once this condition is reached the alert is
activated. You can use logical operators to combine conditions as you need. As condition
parameters you can use any real-time value, including host state, quality, packet loss, latency,
jitter and other values

'Unstable connection’ - Alert b4

Configure Alert .i, ‘\.
Set up & spécific condilion to manitar certain characteristics of the host and

alert you when their value indicates a problem,

Geanaral Advanced

The name and condition you provide should be specific enough 1o allowe you to easily
understand the reason of the problem. The comment could be useful in complex cases,

Hame: Unstable connection

Comment:
Condition:

And
Cuality Good
Packet Loss g {1}

Add Cancel

Pic 2. Configuring alert condition
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For each alert you can specify its severity, so when multiple alerts are reported you can sort and
filter them by severity. It is also possible create already acknowledged alert for a specified period of
time and assign a notification for the alert

‘Unstable connection’ - Alert x

Configure Alert .|I" \.
Set up a specific condifion to monttar certain charactenstics of the host and

alert you when their value indicates a problem.

General | |[Advanced

The alert will be activated by default with the fallowing parametérs. You may override
those later depending on the specific host importance or any other related circumstances,

Severity: Major W

Adknowledged

) 1 you wish te cancel the alert acknowledgement later, you may do 50 by
changing its state to “Actiwe” in the "Alert Editor dialog.

Choose if the alert should have a notification attached and define its parameters. You may
still add more notifications later.

Hotification: | E-Mail Message w | £

Add Cancel

Pic 3. Configuring alert options

You can assign one or multiple e-mail notifications for an alert. To assign you need to select the
alert in the list and choose New and E-Mail Message in the context menu. In the appeared dialog
you can specify custom e-mail recipients, if required, otherwise the program will use a list of
recipients specified on the Recipients page of preferences. On the Advanced tab of the dialog you
can override the global notification configuration that is specified on the Notification Time page of
the program preferences.

With EMCO Ping Monitor, it is possible not only to set a common Notifications configuration, but
also to provide a specific configuration for each host individually. See the Overriding Common
Settings part of this document for details.
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Balloons and Sounds

The program allows you to play sound notifications and show Windows Tray balloons on alerts and
events. On the Balloons and Sounds page of preferences you can configure notification settings.
Note that sounds and balloons notifications are client-specific, so each client may have its own
settings and the settings of one client aren’t applied to other clients.

You can enable balloons and sounds notifications for alerts and events configured on the Alerts and
Notifications page in preferences. Alerts and events configured there are displayed in the list, so
you can use checkboxes to enable balloons and sounds assigned to them

Preferences

Menitoring
Q Mlerts and Events

Alerts and Notifications
Ballgons and Sounds
Hotificatien Mail Templates
Hotification Time

| General

@5 Miscellaneous

Restore Defaults

Balloons and Sounds

Fing Monitor desktop application can show balloon tips and play sounds on certain alerts
and avants. To use these types of notification, configure the alerts, if reguired, then spedify
the alerts and events to be notified of.

Hotifications Configuration

(== Setup the client-side notifications of the monitored hosts® alerts and events for your
,.r-" desktop cliant application.

et | BB EBE &
Motification a  Timeout.. Merations | Interval ..
4 v T Hostls Down
) Asterisk o 1 10
& Balloon Tip o 1 10
4 't:-:' Host's Connegtion Quality is Unsatis...
) Asterisk ] i 0
& Balloon Tip o 1 10
< »
Learn mare abaut Notfications
Restore Defaults Apply

Pic 1. Balloons and Sounds notifications
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Sound notifications can be edited to configure sounds that should be played on occurred and on
resolved cases. On the Advanced tab of the displayed dialog you can specify custom notification
settings, including timeout, number of iterations and interval between the iterations as well as date
and time range when notifications can be activated f<= 1,

Edit Scund e

Configure Sound ez
et up the sound notification to be played when the "On Alert” event ocours fara '%_D e

monitored host.

General Advanced

Cwerride the acceptable hours, initial delay, maximum number and interval of the notifications
sent by the program.

W ._'D'M'rrldt configuration Resetto common

Define if this sound notification should be triggered after a specific timeout and indicate
the number of recurring notifications, if required, and the intenval between
acourrencesfignared by the alert-resolved notification).

Timeaut [minj: oo Herations: |1 w Intenval (s2c): | 10 w
Choose if you would not like to be disturbéd with this during certain time intérvals, Thén
the notification start will be delayed till an acceptable time,

Trigger this notification only during the following hours

v | Sun |+ Mor v Tue v Wed » Thu »F v Sat

Pic 2. Sound notification settings

You can specify custom notification settings by overriding global settings configured on the
Notification Time page of preferences.
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Notification Mail Templates

Mail Templates are used to form e-mail messages sent by Ping Monitor. They can be configured on
the Mail Templates preference page . To access this page, click the Preferences button

from the Application Menu and select the appropriate link in the navigation bar on the left of the
Preferences dialog within the Alerts and Events group.

Preferences >
P Monitoring . | Notification Mail Templates
Here you can review and sdit the templates used by P"Il: Monitor to form the e.mail messa Qe
subject and body.
Alerts and Events e

Template Content
Alerts and Hotifications I==1 For each template you can customize e-mail message subject and body. The Template
Ballaons and Sounds == | description shows the use case for the Template chosen.
Motification Mail Templates o

Hotification Time

Chaose Template to edit: | Notification On Alert w

A mesiage based on this template is sent to notify the user of alert activation for a
host.

- General v Subject: | WBRUNNING PRODUCTY: "REMOTE_HOST%' - SALERT_SEVERITY: alert
Message header

§ - <h1 style="color=00569C:font-famileArial: font.size:12pt; font-weight:bold: #
Miscellaneaus L margin-bop:Opx; margin-bottom: 4pe;” » RREMOTE_HOSTS - %ALERT_SEVERITYS: o,

Message body
g style="font-famiby:Tahomy font-size-9pt; margin-topedps margin-

bottom:4px”>The %ALERT _SEVERITY alert “SGALERT_NAME%: occurred for the
HREMOTE_HOSTH host at %CHANGE_TIME: 3%UTC_OFFSET%. </p>

Message footen

<hr style="margin-bottom:0pe’/ > A
<p style="Tont-family:Tahoma; font-size:Tpt; margin-top:dpx” > This message was

W

h lacehalders th n in thi mp

Learn more about Mail Templates

Restore Defaults Apply

Restore Defaults Cancel

Pic 1. Configuring Mail Templates

On this page, you are offered to choose a template that you want to review and edit. The template
description shows you the use case of the chosen template, and if there are placeholders available
for this template, a link to a detailed placeholders description is shown under the template

description. For a selected template you can see a text that should be used in e-mail subject, body,
header and footer. You can edit it if required.
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Notification Time

In the Notification Time page of preferences you can configure notification options and acceptable
times and hours for notifications . These settings are applied by default for custom actions,
e-mail notifications, sound notifications and balloons. You can override these default settings and
set custom settings in each notification, if required.

Preferences *
2l " g " "
Cll 1ionitorin . | Notification Time
[ 9
Fing Monitor allows you to configure the acceptable hours and timings for your notifications.
Those could be averridden later ﬂCCQIﬂ!I‘Ig o the exact uiage ip Ll igs.
Alerts and Events ~

Hotifications Time Configuration

Alerts and Notitications EZIER Define if notifications should be triggered after a specific timeout and indicate the
Eallaons: and Sounds | number of recurring notifications, i required, and the interval between

1 peourrencesfignored by the alent-resalved notification)
Hotification Mail Templates EEUE (lanored by e alert-rescived notWicatlon].

Motification Time Timeout (min): o5 iterations: |1 | Interval (sec: 10 W

Chaose if you would not like to be disturbed with this during certain time intenals.
Then the notificalion start will be delayed till an acceptable time,

Trigger this notification anly during the following hours

. W W Mon v Tue W Wed Tl W '
@5 Mizcellaneaus [ Fre M T T

| General LY

Restore Defaults Apply

Restore Defaults QK Cancel

Pic 1. Notification time settings

Notification time configuration allows you to specify a timeout for a notification, so the program will
send the notification with a time shift. For example, you can set a 5 minutes timeout, so the
program will send you an e-mail notification after 5 minutes, since the alert is detected. If the alert
is shorter than 5 minutes the program doesn’t send a notification. In the configuration you can also
specify a number of iterations and interval between iterations. If a number of iterations is greater
than one, the program will send you repetitive notifications until an alert is ended.

If you want to be notified at specific days of the week and at a specific time, you can configure
date and time range. Notifications will be not sent at the time out of the configured range.
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General Part

The General part of the program preferences should be used to configure reports, custom fields and
external tools. To open the Preferences dialog, click the Preferences button available in the
Application Menu. Configure the available settings to suit your needs best.

Recipients

On the Recipients page of preferences you can specify recipients of e-mail notifications sent by

the program. You can specify To, Cc and Bcc fields

in the same field, you can separate e-mail addresses by a semicolon.

Preferences

—

Becipiemts

Custom Fields

Reports Storage
Reports Customization
Report Mail Templates
External Tools

Restore Defaults

Menitoring W
Q Alerts and Events W

| Generl A

ﬁs Miscellanegus L

Recipients

Fing Monitor allows you to configure the default set of recipients for all the e-mail
notifications and reports it sends. Those could be overidden later accarding 1o the st
usage specifics.

Recipients Configuration

=) Specify the default mail recipients for e-mail messages sent by the program. Bec s a

] wdetul way to 18t sthers &2 an &-mail you sent without the main reapisnt’s Enowing.

To:

Ce Beo

Apply

QK Cancel

Pic 1. Recipients configuration

. If you need to specify multiple recipients

Recipients specified in preferences are used by default for all e-mail notifications in the program. You
can override them and specify custom recipients for e-mail configuration of alerts and events. You
can also configure custom recipients for a specific host or a group.
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Custom Fields

The custom fields are additional host properties that are defined by end users. You can use the
values defined for those properties in the notifications by specifying the custom field name in the
pair of '%' signs, e.g. %CUSTOMER_NAME%. The set of available custom fields is specified on the
Custom Fields preferences page . To access this preference page, press the Preferences
button from the Application Menu and select the Custom Fields link in the navigation bar on the
left in the opened dialog.

Preferences bt
Eal
Monkoring . Custom Fields
Monitor Settings Fing Monitor allows you to specify a set of custom figlds to define additional properties for

monitored Hosts, which ¢an then be indudéd inte nolifications by medns of placeholdeérs.
Connection Quality

Performance Fields

Monitoring Statistics —=| Provide a set of custom fields for Hosts, As s00n as provided, the field value for each
—_— A

Gateway Options =3| Host can be specified during Host configuration. When used as placeholders for

ot I = actions and &-mail messages, the field names are réplaced with pravided valuss,

ntervals

Name: Value:
Autamation

Latency heasurement

MName & Value

Delete
CATEGORY Nane
Alerts and Events A CUSTOMER_MAME

Alerts and Notifications
Eallaons and Souwnds
Motification Mail Templates
Notification Time

_ | General e

Recipients

Custom Fields

Reports Storage
Reports Customization
Report Mail Templates

External Tools
M L tam el

lﬁ; Miscellanecus “ 1 Apply

Restore Defaults Cancel

Pic 1. Providing custom fields

To add a new field, just type its name to the Name edit box and press the Add button. You can
configure also a value for a field by specifying it in the Value edit box. As the result all hosts in the
program will have the specified value. You can override the value and specify a custom one for a
host or for a group of hosts. If you want to delete any field, select it in the list and press the
Delete button. The field will be deleted and the Field Name input will filled with its name.
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Reports Storage

Ping Monitor allows you to save performance and availability reports to the reports storage. This
storage can be located either locally or on an FTP server. The report storage is configured on the
Reports Storage preference page . To reach this page, you should open the program
preferences using the Preferences button from the Application Menu, and click the Reports
Storage link in the navigation bar on the left of the Preferences dialog within the Events and
Statistics group.

Preferences x
T
=
Meniterning W REports Storage
—
h Fing Monitor can save monitoring statistics reports to either a local or remote storage. Here
. you ¢an configure the comman fettings uied for ftanng répoms.
Alerts and Events W
Reports
e Chaose whether the monitering statisics reports should be stored locally or uploaded
| Genernl A & to the spedified FTP server.

[ el
® Save reports to the local storage

Reciplents Specify a path to the folder to be used as a storage for saving the monitoring

Custom Fields statistics repons to.
Eeporsaiorage Storage Location: | ChUsers\PubliciDoouments\EMCO\Ring Monitor
Reports Customization

1 T -
Report Mail Templates Upload reports to the specified storage on the FTP server

External Tools

)
1 -
: Miscellanegus L

Laain mare about Beports Storages

Restore Defaults Apply

Restore Defaults QK Cancel

Pic 1. Configuring reports storage

Firstly, you should decide if you would like the reports to be stored in a local storage or uploaded to
an FTP server. The Save reports to the local storage radio button should be checked for using
the local storage, and the Upload reports to the specified storage on the FTP server - for
uploading reports to the server. For the local storage, you can specify a path to the folder to be
used for saving reports to in the Storage Location field. It is possible to provide the path manually
or pick it from the file system browser, using the button on the right of the editor. The FTP
configuration is slightly more complex. The server address should be provided to the FTP Server
field. You can use both the host name and the IP address for specification. The next step is to
choose if the connection should be encrypted in the Encryption field. In case the server is using a
custom port for files transfer, you should provide the port humber to the Port field. The Remote Dir
field is used to specify the location on the FTP server to upload files to. The credentials for
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accessing the server are provider to the Username and the Password fields respectively. After the

settings are provided, you can check if the program is able to access the server using the Test
connection settings hyperlink.

The report storage settings defined in a program preferences are used by default for all generic and
preconfigured reports when generating a file report output. For the preconfigured reports, the
settings can be overridden for a specific report during the outputs configuration.

Reports Customization

Ping Monitor enables you to customize the header and the footer of the PDF, HTML and MHT reports
generated by the program. The configuration options are available on the Reports Customization
preference page. To reach the Reports Customization page, you should open the program
preferences using the Preferences button from the Application Menu and click the Reports
Customization link in the navigation bar on the left of the Preferences dialog within the Events
and Statistics group.

Preferences *
bl Monitoring . | Reports Customization
=3
Fing Monitor allows you to customize generated POF, HTML and MHT reports by providing
the picture to be displayed in the réport header and the (et for the report footer.
Alerts and Events o

Header & Footer

- Choose if you would like to customize the image displayed in the top right comer of
= | General A the report and define the template for the report footer.

Specily the image, either default or custom, to be displayed in the report header:

Reciplents

- wo |y Toreach the best rendering results when printing
Custom Fields [@ ) emco reports, it is recommended that a 125555 px. 100 DP
Reports Storage Joltvan | M image be provided.

Report Mail Templates
External Tools

Report Faoter:
This report was generated by %RUNNING_PRODUCTY %PRODUCT_VERSION *
munning on “SLOCAL_HOATH at %DATETIMES: for the following time zone:

- N _mign it r it tomization
Miscellanegus L

My Report
Detaied Report C@ emco

Report Period: Feb 16, 2016 - Feb 17, 2016

This report wid genersted by EMCO Ping MonBor 9.0 running on 'MERCURIVS' a8 §/15/2023 7:48:52 AM
for the following time zone: (UTC-08:00) Pacfc Time (U5 Canada).

Restore Defaults Apply

Restore Defaults oK Cancel

Pic 1. Reports customization

For the report header, you can choose if you would like a custom image to be displayed in the right
top corner instead of the EMCO Software logo, and for the footer, you can define a text template.
At the bottom of the page, you can see the preview for the header and the footer of a report
generated using the defined settings.
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To use a custom image, you should use the || button of the picture edit. To reach the best
rendering results when printing reports, it is recommended that a 125x55 px. 100 DPI image be
provided. Smaller images will be centered in the logo area and lager ones will be scaled down to fit

the logo area. If you would like to revert to the default header image, you can use the *| button of
the edit.

The report footer template is provided to the Report Footer field. When providing a template, you
can use placeholders that are replaced with actual values during the report generation. Refer to the
Report Footer Placeholders section of the document.
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Report Mail Templates

Report Mail Templates are used to form e-mail reports sent by Ping Monitor. They can be configured
on the Report Mail Templates preference page . To access this page, click the
Preferences button from the Application Menu and select the appropriate link in the navigation
bar on the left of the Preferences dialog within the Alerts and Events group.

Preferences o
e’ I— . | Report Mail Templates

Here you can review and edit the templates used by Ping Momnitor to form the e.mail message
subject and body.
Q Alerts and Events ? ox

Template Content
- For each template you can fustomize e-mail message subject and body. The Template

o _J General -~ deseription shows the use case for the Template chosen.
Chaose Template to edit: | Summary Report w
Recipiemts
Custom Fields A mesiage based on this template is sent as a summary statistics report. It shows brief
Reports Storage Information on the availability and the round.trip time for the monitored hosts,
Reports Customization Subject: | SRAUNHING_PRODUCT®: %REPORT_NAMEZ: PeREPORT_FERICD)
Beport Mail Templates Message header:
Extemal Tools <h1 style="color=005E9C; font.familyArial; font.size:15pt; font-weight:baold; n
margin-top:0px; margin-battom: dpa;” > %RREPORT_NAMEN</hi> w
] - Message body.
Miscellanegus LY -
«h2 style="¢olor®#0053E3C; font-family-Anial; font-weight:bold; font-size:12pt;

margin-top:20px; margin-bottom:4px" > Monitors performance and
avallability < /M »
FSUMMARY TABLES:

Message footer

<hr align="left" style= "width: 700px; margin-bottom:0px’/» -*.
<p style="width:700pu; font-famityTahoma; font-size:7pt: margin-top:dpx;” =

h lacehalders th n in thi mp

Learn more about Mail Templates

Restore Defaults Apply

Restore Defaults Cancel

Pic 1. Configuring Report Mail Templates

On this page, you are offered to choose a template that you want to review and edit. The template
description shows you the use case of the chosen template, and if there are placeholders available
for this template, a link to a detailed placeholders description is shown under the template
description. For a selected template you can see a text that should be used in e-mail subject, body,
header and footer. You can edit it if required.
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External Tools

EMCO Ping Monitor comes with a built-in feature of launching external tools for hosts selected in the
Hosts view. A set of available tools is provided on the External Tools preference page "< ‘., You
can reach this page by choosing the Configure External Tools menu item from the External Tools

menu on the host or clicking the Preferences button from the Application Menu and selecting the
External Tools link on the navigation bar on the left in the opened dialog.

Preferences X
@ Monitoring . | External Tools
Fing Monitor comes with a built-in feature of launching external tools for hosts selected in
the "Hosts' view. Here you can configure a set of available commands.
Alerts and Events W
Tools
e S -y Provide a set of commands for operating hosts that should be added a3 items to the
1 I General ~ _’__ ‘External Tools' menu in the "Hosts™ view.
Reciplents 5 AdaToal | A W j’? x = 4 &
Custom Fields ¥ a NHame Command
Reports Storage vl 1 Show in Web Browser http:/REMOTE_HOST_ADDRESS%
Reports Customization w 2 Open Remote Desktop mstsc AeREMOTE_HOST_ADDRESS
Report Mail Templates W 3 Consale Ping cmd-gxe K ping BREMOTE_HOST_ADDRE...
External Togls ) 4 Console Trace Route omd.exe /K tracert %REMOTE_HOST_ADD..,
ﬁ} Miscellanegus e
Lialiil=]] ® using externsl I
Apply

Restore Defaults Cancel

Pic 1. Providing external tools
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Ping Monitor is shipped with several predefined tools. You cannot change the command for those
tools, but can rename them, if required. Also you can disable any or all of those tools if not found
useful. It is possible to create your own commands. Just press the Add Tool button and proceed
with the required configuration

‘Open Share’ - Add Tool *

Configure External Tool @
Specify the name of the external tool to be displayed in the menu 1

and provide a command to launch it

Name: Open Share
Command: @ | VREMOTE_HOST_ADDRESSH

»F Enable this toal thus displaging it in the "External Tools” menu

Add Cancel

Pic 2. Creating a user-defined external tool

When configuring a tool, you can provide a name to be displayed in the pop-up menu and the
command to be launched when the menu is clicked. You can use custom fields and other common
placeholders when specifying the command.

The commands order in the menu is controlled via the Move Up and Move Down buttons. To edit
the command, use the Edit button, and the Delete button should be used to delete the selected
external tools.

Miscellaneous Part

The Miscellaneous part of the program preferences should be used to configure the common Ping
Monitor options, such as the program behavior in respect to the System Tray, the proxy settings to
be used to connect to the Internet, etc. To open the Preferences dialog, click the Preferences
button available from the Application Menu. Configure the available settings to best suit your
needs.
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General Settings

Ping Monitor can automatically check for updates for you to always have the latest version of the
program and can be added to the Windows startup. You can configure this features from the
General Settings preference page. To open this page, click the Preferences button from the
Application Menu and select the General Settings link in the navigation bar on the left in the
Preferences dialog within the Miscellaneous group

Preferences X

Monitoring . | General Settings

Here you can configure the most common Ping Monitor settings pertinent to the general
functionality that does not relate to the busines: aspect of the program.

o

Alerts and Events L
Update
Chaase if you want the program to automatically chedk for updates. Enabling this
I _i General v S| options allows you to always have an up-to-date version of the program.
n v Automatically chedk for updates: | Daily w
%5 Miscellaneous ~ The major update is an update to a brand-new version of the program, which indudes

a number of significant changes. It is installed alongside your currently used version,
whiich sllows you to evaluate the néw version whilé working with the &xisting one.

E-mail Qptions o Automaltically chedk for major updates

Frogram Database Commaon

Senver Configuration %

B 5 iﬁ The program may display warnings and hints whereas you can ¢hoose if you woauld

Taxy Settings ] like each one to be shown again. You can reset all the remembered decisions to that
Log Configuration defaults so that all the wamings and hints are shown,
System Tray Reset All Remembered Decisions
Restore Defaults Apply

Restore Defaults 0K Cancel

Pic 1. Configuring general settings

Ping Monitor can check for updates automatically every day or once a week. To enable an
automatic checking for updates, check the Automatically check for updates option and choose
the checking frequency between Daily and Weekly. You can also define if the program should
check for major updates by changing the Automatically check for major updates option value.

If you use a proxy server to connect to the Internet and the required proxy settings are not
provided, an automatic check for updates will not take place.

If you want Ping Monitor to be automatically started right after you are logged on to the underlying
operating system, enable the Launch at Windows startup option.
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E-mail Options

Ping Monitor can send notification e-mails only after your mailbox settings have been configured
properly. To perform the mailbox configuration click the Preferences button from the Application
Menu and select the E-mail Options link in the navigation bar on the left in the Preferences
dialog within the Miscellaneous group.

Preferences bt
E-mail Opti
‘_?E Edt:l‘li.tﬂlil"l.g v _mal- pt]ons
—
Fing Monitor sends e-mail messages using the mailbox and its configuration specified here,
Contact your system administrator to get proper mailbox options.
Alerts and Events LY
Mailbox Configuration
You can specify the mail senver host and port, the sender address for ¢-mail messages.
| General v L= | and the credentials. The mail server host value can be provided both as a host name
o and as an IP address.
@LS. Mail Server [SMT: Encryption: | S5LAL.. | v | Port: | 587
5 Miscellanegus A
Name: Reply E-mail:
General Settings E-mail Address: Format: HTML w
E-mail O ptidns .
| Mail server réquires authentication
Frogram Database
Server Configuration User Name: Password:
Proxy Settings
Log Configuration
System Tray N Mo it E-mail Option
Apply
Restore Defaults 0]4 Cancel

Pic 1. Configuring a mailbox

You should specify the mail server host, the encryption type the port to be used for connection to
the mail server, the e-mail address to send e-mail messages from, the e-mail message format and
the credentials to be used to access the mail server.

o Although Ping Monitor supports both explicit and implicit SSL/TLS encryption, it is strongly
recommended that explicit SSL/TLS be preferred due to its optimized performance and

security. Thus, implicit SSL/TLS should only be used for compatibility with servers that do
not support explicit SSL/TLS.
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The Mail Server (SMPT) value can be provided both as an IP address and as a host name

Ping Monitor supports mail servers that run using SMTP. A mail server configuration may be
quite complex. Contact your system administrator to get proper configuration details to be
used for accessing your mailbox.

You can send a test e-mail to check the settings provided using an appropriate hyperlink. In the
next section, it is described how the settings test works and how you can tell if the e-mail options
are configured properly.

How does the test work?

After you have configured the e-mail options you can send a test e-mail to check the mail server
settings. A test message is generated and sent to the specified recipients and the e-mail address
specified in the E-mail Address field. If you and the other recipients receive the message, it is
assumed that the mail options are configured properly, and there will be no problems with sending
notification e-mail messages.

Program Database

The program database is a storage used by Ping Monitor to keep all business data and logged
events. The program database configuration can be changed on the Program Database preference
page. To access this page, click the Preferences button from the Application Menu and select
the corresponding link in the navigation bar on the left of the Preferences dialog within the
Miscellaneous group.
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By default, Ping Monitor uses the SQLite database management system to store the data within the
common application data folder. Using this concept as default, allows you to start using the program
without performing additional data storage configuration. The program also supports the Microsoft
SQL Server database management system. You can choose the database engine to be used within
the Database Management System drop-down list.

Preferences x
Mocikoring . | Program Database
The program database is a storage used to keep all the business data created and gathered
by the program. The database alse contains the logger catalog that stores the program
Alerts and Events W events.

Database Configuration

o J General v e Choose and configure the database management system you would like to use for
_‘j. storing the program data,
L. Database Management System: | 50Lite i
Miscellanecus Cr Cheose the location of the Ping Moniter database files.
.
General Settings Common Application Data Folder
E-mail Options Custom Folden
FProgram Database
Server Configuration Location Preview: | C\ProgramData\EMCOWPing MonitorwdDatabase

Frowy Settings
Log Configuration D Whilé choosing the program database location, be aware of the fad that the

comcurrent access to the database is not supported by [ ng Manitor.

System Tray
How to choose the database location?
Apply
Restore Defaults . oK . Cancel
Pic 1. Configuring the SQLite database
For the SQLite database, you can choose a new database location . You can either choose

the predefined database location or provide a path to the database files manually. While choosing
the program database location, be aware of the fact that the concurrent access to the database is
not supported by Ping Monitor. Please also take into account that full access to the database
location folder should be granted to the program for it to operate correctly.
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Although the SQLite database is preconfigured and set by default, it is recommended to use the
Microsoft SQL Server database if you are going to operate in an enterprise environment, because it
provides you with a much higher performance and reliability

Preferences bt
=]
e’ I— . | Program Database
[ ]
The program database is a storage used to keep all the business data created and gathered
} by the program. The database also contains the logger catalog that stores the program
Alerts and Events W events.
Database Configuration
_ | Genernal v fesl Choose and configure the database management system you would like to use for
. _} storing the program data,
\QL: Database Management System: | Microsoft SOL Server W
' L
Miscellaneous - Specify the instance name or network address of the SOL Server to connect to and
choose whether the SOL Senver or the Windows authentication should be used.
General Settings
y Server Name: | dbms\EMCOD
E-mail Options
Program Databags ® Windows Authentication
Erogram Database
Senver Configuration S0L Server Authentication
Proxy Settings
Log Configuration
Test conmn 1 gettin
System Tray ait conmection settimgs
Specify the database to be used as the program database. You cam sither use default
databse name or select the database from those available at the specified senver,
v Use 3 default name for the program database
0 wWhilz choesing the program databases, be aware of the fact that the concurrent
access to the database is not supported by Ping Manitor.
Apply
Restore Defaults 5]4 Cancel

Pic 2. Configuring the Microsoft SQL Server database

While choosing the Microsoft SQL Server database to be used by Ping Monitor, you should provide
the database server name to the Server Name field and configure the authentication options. You
can choose between Windows Authentication and SQL Server Authentication. It is strongly
recommended by Microsoft that integrated security via Windows Authentication be preferred. As
soon as you have completed this configuration step, you can press the Test Connection Settings
hyperlink to check if the database server is accessible.

The next step is choosing the database to store data in. You can either use the default
configuration or define the required database manually. When choosing a database from those
available on the server, it is also possible to create a new one with default settings having provided
its name.

When you apply changes to the program database configuration, the program checks the provided
settings for validity. If the specified database is empty, you are proposed to fill it with the data
available in the database currently used by the program. This feature allows you to switch to the
Microsoft SQL Server database from the SQLite database you are using easily and at any time.
Besides, if the server restart is required for the applied changes to take effect, you are immediately
prompted to restart the server.
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Server Configuration

EMCO Ping Monitor server allows connection from both local and remote clients, including those from
other Windows domains and those reachable through the Internet only. When connecting to the
EMCO Ping Monitor server using the windows credentials of the session run by the client, the
integrated security is used for authentication and communication processes. In a cross-domain
case, the client is authenticated to the server using the specified windows credentials, and the
server is authenticated with the help of a domain identification certificate enabling communication
over a secure socket layer of a TCP channel. This process can be configured on the Connection
Options preference page . This page is also used to enable the e-mail notifications on issues
with the server, if required. To open the Server Configuration page, click the Preferences button
in the Application Menu and press the corresponding link in the navigation bar on the left of the
Preferences dialog within the Miscellaneous group.

Preferences X
So1a - -
|
Monitoring . | Server Configuration
—_—
EMCO Fing Monitor is a dient-server application, thus allowing to operate with no logged-on
| } useEr satsion required. Hare you can (onfigure the sarver-tpecfic settings.
Alerts and Events L
Alerting
WAl L. If enabled, EMCO Ping Monitor can send an ¢-mail notification message to the
| General v "B administrator in case of any issues with the server part of the application.
) Hotify the administrator of issues with Ping Monitor Server
I.
1 I
Mizcellaneous L
- . Connection Security
eneral Sattings
ing When connecting to EMCO Fing Monitor server over the Internet, the integrated
E-mail Options windows security cannot be used, thus the S50 ks used to sequre the connection
Program Dratabase process. Here you can chodse the 550 certificate from those available on the sener
- - host to be used for server authentication,
senver Configuration
Proxy Settings Certifecale: waa |
Log Configuration
Leasn moré aboul ferver connection apliont
System Tray
Restore Defaults Apply
Restore Defaults oK Cancel

Pic 1. Specifying Server Configuration

If enabled, the server part of Ping Monitor can send e-mail notification messages to the
administrator in case of any issues with the server. If you are interested in such notifications, just
check the corresponding checkbox and provide the administrator e-mail address to the
Administrator E-mail field.

By default, the server uses a self-signed custom certificate issued to PingMonitorServer.exe, thus
there is actually no identification of the server host. It is possible to accept this certificate when
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connecting to the server; however, it is strongly recommended to use a certificate that actually
identifies the server. Such a certificate should be issued to the specific server host by a
certification authority trusted in your organization.

For a digital certificate to be used by Ping Monitor for authenticating the server, the following set of
requirements must be met:

1. The certificate must include the Server Authentication (1.3.6.1.5.5.7.3.1) within its
Intended Purpose.

2. The certificate's Valid From date must be earlier and the Valid To date must be later than
the connection date.

3. The digital certificate must be placed in the Local Computer certificates storage.

4. The private key must be available together with the signing certificate in the certificates
storage. In case you have a private key in a separate file, please use the tool provided by
Microsoft for preparing a private & public key pair to be imported into the certificates storage
as described here: Pvk2Pfx, Combine PVK + SPC to PFX.

To choose a certificate, you should use the Select Certificate button in the Certificate field. A
dialog will be displayed showing you the server authentication certificates available on the PC
hosting the service. You can review detailed information on each of the available certificates using
the View Certificate button. The same button is also available in the Certificate field when a
server authentication certificate is already selected. The Reset Certificate button in the
Certificate field should be used to discard the selected certificate and use the default one.

To start using the selected certificate for securing communication, it is required to restart the
server. The program will notify you of it and prompt for an immediate server restart.
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Proxy Settings

Ping Monitor requires an Internet connection to support the Live Update and Feedback features,
as well as be able to upload reports to an FPT server. Therefore, if a proxy server has to be used to
connect to the Internet, it should be configured on the Proxy Settings preference page . To
access this page, click the Preferences button from the Application Menu and select the

appropriate link in the navigation bar on the left in the Preferences dialog within the
Miscellaneous group.

Preferences bt
Proxy Setti
e Monitoring w roxy etti ngs
_—
An Internet connection is required by the Fing Monitor dient requires to check for updates
} and by the server to uplaad reparts to FTP. Here you can tpecily the proxy settings to be used
Alerts and Events b for Internet access.

Configure Proxy

| General W "l Forthe client settings, you can choose between automatic detection and manual
— St gpecification of the prosy configuration. The automatic detection means that the
N === gettings predefined in the Internet Explorer are used.
%S Mizcellaneaus -~ Client | Server
General Settings Specify the proxy configuration te be used by the cient to access the Internet:
E-mail Options Auto-detect proxy settings
Program Database ®) Direct connection to the Internet

aenver Configuratian Manual proxy configuration

Prowy Settings

Log Configuration

System Tray The natwaork ¢an be configured o that the prosy senver wwould reguire
authentication to connect to the Internet. Here you can specify the usermname,
pasaword and authentication type.

Test connection to the Intermet

Restore Defaults Apply

Restore Defaults QK Cancel

Pic 1. Proxy Settings

On this page, you can configure client and server proxy settings. The client settings are used when
checking for updates and providing feedback, the server settings are applied when uploading reports
to an FTP server. For the client settings, you may choose among three variants of the proxy
configuration. If Auto-detect proxy settings is chosen, the program uses the settings predefined
in the Internet Explorer. If Ping Monitor does not have to use a proxy server to connect to the
Internet, the Direct connection to the Internet option should be chosen. The Manual proxy
configuration option allows you to provide the proxy server address and port manually.

Both for the automatic detection and manual configuration, it is possible to specify if the proxy
server requires authentication and what credentials should be used to connect to the proxy server.
For the manual configuration, an NTLM authentication can be used (i.e. connection to the proxy
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server takes place using the credentials of the user currently logged on) by enabling the Use NTLM
authentication option.

As for the server settings == 4, the configuration process is the same. The difference is only that
it is not possible for the server side to detect proxy settings automatically and use NTLM
authentication.

Preferences e
@ Monitoring . | Proxy Settings
An Imtermet connection is required by the Fing Monitor dient requires to check for updates
Q and by the server to upload repoarts to FTP. Here you can spedify the prosy settings to be used
Alerts and Events o for Internet access.
[ Configure Proxy
i
i I General [ For the client settings, you can choose bebween automatic detection and manual
specification of the proxy configuration. The automatic detection means that the
settings predefined in the Internet Explorer are used.
ﬁ; Miscellaneous ~ Client | Server
General Settings Specify the proxy configuration bo be used by the senver to access the Intemet:
E-mail Options @) Direct connection to the Internet

Frogram Database Manual proxy configuration
Semver Configuration I
Frosy Settings

Lag Configuration The network can be configured so that the proxy server would reguire

authentication te connect to the Internét. Here you can specify the usemame,
password and authentication type.

ROress:

System Tray

Froxy senver requires authentication

T nnmection e Internst

Restore Defaults Apply

Restore Defaults Cancel

Pic 2. Server proxy settings

After the proxy settings have been configured, it is possible to test if the Internet connection is
available by using the corresponding hyperlink on the bottom of the settings page.
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Log Configuration

To configure the Log behavior, click the Preferences button from the Application Menu and switch
to the Log Configuration preference page using the appropriate link in the navigation bar on the left
in the Preferences dialog within the Miscellaneous group. Here, you can specify the logged events

auto-removal options

Preferences

Menitoring
Q Alerts and Events

| Genersl

ﬁls Miscellanegus

General Settings
E-mail Options
Program Database
Senver Configuration
Frowy Settings

Log Configuration
System Tray

Restore Defaults

Log Configuration

The log is designed to store information on the events taking place while the program is
URRing.
Auto Remowve Oplions
';i' Specify if the events should be automatically removed from the log and ¢hoose the
o condition to be used for removing events.
| " |

Auto remove events: | Older tham a week

Restore Defaults Apply

Pic 1. The log configuration

Ping Monitor gives you an option of an automatical removal of logged events from its database. The
maximum event age can be specified by the Auto remove events option. Choose Do not remove
events if you do not want any events to be removed automatically. Anyway, it is always possible

to remove logged events by clearing log manually.
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System Tray

The Tray icon provides a quick access to some of the program functionality and serves to notify you
of any significant changes taking place while the program is running when the main program window
is minimized or hidden behind other windows. To configure the program behavior regarding the
System Tray, click the Preferences button from the Application Menu and switch to the System
Tray preference page using the corresponding link on the navigation bar to the left in the
Preferences dialog within the Miscellaneous group

Preferences bt
System Tra
Meanitoring W y y
The Tray icon provides a guick access to some program functionality and serves to notify you
Q abaut any significant changes taking place while the program i3 running when the main
Alerts and Events b program window is minimized or hidden behind other windows.
Frogram
Joitls _] Ganearal v I Spedify if the program main window should be minimized immediately after the

= program iz stamed.

ﬁ'} Minimize on stafup
J " ~
Miscellaneaus Tray lean

General Settings ===| Specify if the program icon should be shown in the tray and configure the program
Bz Syitem Tray behavior.

E-mail Options
| Show program icon in System Tray
Frogram Database
Senver Configuration Hide when minimized
Prowy Settings Restore program from System Tray with a single cick

Log Configuration

System Tray

Restore Diefaults Apply

Cancel

Restore Defaults QK

Pic 1. Configuring the System Tray behavior

If you prefer the program main window to be minimized during the program start, you should check
the Minimize on startup option.

The Show program icon in System Tray option allows you to choose if the program icon should be
shown in the tray. If it is enabled, you may also specify if the program should be hidden from the
Windows taskbar when it is minimized to System Tray, and if the main window should be restored
from the tray with a single or double click.
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Chapter 11: Evaluation of the Program

Ping Monitor is a shareware product, so you can try it before ordering a license. The download
includes a free 30-days trial of the Enterprise edition of the program. It provides access to all the
available features. After the trial expires, the program reverts to the Free edition, and you can keep
using it as long as you like. You can order a license for a commercial edition of the program to
register it and use the program’s commercial features.

This chapter will cover the particularities of the evaluation mode, tell you how and where you can
get the license code and how you can request the extended evaluation. Read this chapter carefully
to face no difficulties during the EMCO Ping Monitor evaluation.

Copyright © 2001-2022 EMCO. All rights reserved. 232



EMCO Ping Monitor 9 Evaluation of the Program

Evaluation Wizard

As long as the EMCO Ping Monitor is not activated on each program startup the Evaluation Wizard
is displayed on the screen, showing you the information about the evaluation process and
providing with quick links for the program activation, purchase and extended evaluation request.

EMCO Ping Monitor Enterprse - 30 Days Evaluation *

Welcome to EMCO Ping Manitor Enterprise

This is an evaluation copy of the pregram that can be legally used for 30 days. Chaose from the available options to
continue or press Exit to dlose the program.

- vaaIuate {20 days Ieft}'
| ’

Continue the program evaluation. You can use this program as long as the svaluation period does not expire
to get a closer introduction o its main features.

(E Enter License Code

Agtivate this copy of the program. The License Code i sent to you vid -mail after you have purchased the
product license, or your evaluation extension request has been appraved,

0 Software, The evaluation period will be increased to

% Buy Now
S wasit the EMCO Softwars anling shop te purchass the License for the product anline. The anling ardering
process is fast, easy and fully secure,

Help me chogse
Wi icense Agresm

Pic 1. The EMCO Ping Monitor Evaluation Wizard welcome page
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The welcome page of the Evaluation Wizard allows you to choose between four options to
continue. Those are Evaluate, Enter License Code, Request extended evaluation and Buy
now. Optionally you can press Exit button to close the program. In this section we will help you to
choose the option that will best fit your needs.

The Evaluate option shows you the time left until the evaluation period expires. You should choose
this option to continue the evaluation process - the wizard will be closed and you can start working
with Ping Monitor. You can use the program as long as the evaluation period does not expire to get
a closer introduction to its main features.

It you have already purchased the license for using the EMCO Ping Monitor you should choose the
Enter License Code option to activate the program. This options also should be chosen if the
extended evaluation request has been approved by EMCO Software and you have been provided
with the Extended License. If you are having problems with finding the License Code refer to the
Where can I get my License Code? section of this document. After choosing the Enter License
Code option the program activation page is displayed on the screen

Actrvate EMCO Ping Monitor e

Enter License Code

Copy and paste the License Code to the field below to activate the program:

Where can | get my Ligense Code?

« Back ] Close

Pic 2. Activating EMCO Ping Monitor
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To activate EMCO Ping Monitor copy and paste the License Code to the input field on this page and
press Activate.

If the evaluation period has expired and you are not sure you have fully introduced yourself to EMCO
Ping Monitor main features you can once request the extended evaluation. As soon as the request is
processed by EMCO Software you are provided with the Extended License to prolong the evaluation
period. To request the Extended License you should choose the Request extended evaluation
option. After choosing this option the request form will appear on the screen

Extend Evaluation of EMCO Ping Menitor Enterprise b4

Request Extended Evaluation

Fill in the fields below to request the Extended License - the comment Tield is optional and can bé wied to provide
additional requirements for the evaluation extension. Please note that the Extended License can be requested only once,

Marme: Company:
Alex Delorian Drreamlight LLE
E-rnail:

alex@dreamlight.org

Comment

How shoutd | formulate the Extended License request?

< Back Send Request Close

Pic 3. Requesting an extended evaluation

To request the Extended License fill the fields on the request form regarding the recommendations
and press the Send Request button.

The Evaluation Wizard also provides you with the short cut action that allows you to visit EMCO
Software web store. To use this feature choose the Buy Now option. The on-line ordering process
is fast, easy, and fully secure.
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Where can | get my License Code?

After you have purchased the license for using EMCO Ping Monitor our experts will generate the
License Code and send it to you via e-mail to the address you have specified during the purchasing
process. You are supposed to receive two e-mail messages - one with the License Code written in
the message body and one with the attached text file (license.txt), containing the license. It is your
choice to use any message because both License Codes are identical.

To activate the program the License Code received via e-mail should be copied and pasted to the
program activation form . This form can be reached using the Enter License Code button

from the Information group on the Ribbon bar or by choosing the appropriate option in the
Evaluation Wizard.

Activate EMCO Ping Monitor x

Enter License Code

Copy and paste the License Code 1o the field below to activate the program:

Where can | get my license Code?

< Back ctival Clase

Pic 1. Activating EMCO Ping Monitor

To activate Ping Monitor, copy and paste the License Code to the input field and press Activate.
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How should | formulate the Extended License request?

The Extended License is used to prolong the evaluation period to get a closer look at EMCO Ping
Monitor. This feature can be reached by choosing the appropriate option in the Evaluation Wizard.
Here we'll give you the recommendations on filing the Request extended evaluation form

Eatend Evaluation of EMCO Ping Manitor Enterprse b4

Request Extended Evaluation

Fill in the fields below to request the Extended License - the comment Tield is optional and can be wied to provide
additional requirements for the evaluation extension. Please note that the Extended License can be requested only once,

Marme: Company:
Alex Delorian Drreamlight LLE
E-rnail:

alex@dreamlight.org

Comment

How shoutd | formuylate the Extended License reguest?

< Back .Stnd Request Close

Pic 1. The Request Extended Evaluation form

In the Request extended evaluation form you should obligatory specify your name in the Name
field, company name in the Company field and your e-mail address in the E-mail field.

Though the Comment field is optional it is strongly recommended to use this field for
providing EMCO Software with the reason of requesting the Extended License. Please notice
that EMCO Software reserves the right to decline the request without providing a requester
with any explanations.

If the extended license request is approved by EMCO Software experts you'll receive the License
Code to the e-mail address specified.
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Chapter 12: Program Updates

EMCO Software cares for versatile needs of the users of EMCO programs and fully understands their
wish to have the most up-to-date software installed on there PCs. That is why we provide you with
an easy update feature. You do not need to browse the Internet again and again to find out if any
updates are available - Ping Monitor will do this work for you. Checking for updates can be
performed both manually and automatically. This chapter describes the Live Update process for the
current major version of the program and the Major Update feature which allows you to get a brand
new version of Ping Monitor quickly and easily.

Live Update

Ping Monitor can be easily updated with just a few clicks. The update process is performed via an
Internet connection using preconfigured proxy settings.

0 Check for Updates
L 5

T The Check for Updates button from the Update Ribbon group should be used to
Updates check for new versions of Ping Monitor.

=y Ping Monitor can check for updates automatically. You can configure the program behavior

,,

o/ regarding the automatic check for updates on the General Settings preference page.

To check for updates, click the Check for Updates button from the Application Menu or from the
Update group of the Program Ribbon page. Ping Monitor will check if any updates are available and
if so, the Live Update Wizard will appear on the screen.

Live Update Wizard *

Welcome to the Live Update Wizard

EMCO Ping Monitor
The update is available and contains the following changes:

New features:

* An ability to provide header image and footer text for
regular and custom reports is introduced.

* It is now possible to defing the number of passed pings in a
row that could be interpreted as established connection to &
remaobte host.

* An option of overriding commen reéport autput settings is
added to the immediate report generation wizard.

* An ability to delete monitoring events when deleting
skatistics.

= The application is rewerkead to a client-server concept, thus
allowing to perform hosts monitoring and generate regular
reports with no logged-on user session required.

= An ability to specify different failed ping intervals for cutage
detection and offline pings.

Improvements: W

I el BT i s e i i i i Bl i e e e e N e M

@ emco To perform update, press Neat. How to bensiit from Live Update?

Hext » Cancel

Pic 1. The Live Update Wizard welcome page

The Live Update Wizard will introduce you to the changes made in the newer version and guide
you through the whole updating process while showing the detailed download progress. When the
download is finished, the program will be restarted to perform the actual update.
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Major Update

Along with the Live Update feature, Ping Monitor comes with a built-in function of automatic
checking for Major Updates. The Major Update is an update to a brand-new version of Ping Monitor
that includes a number of significant changes.

You can install this version alongside the version you are using now. It will import the settings and
data from your current version, so that you won't need to configure the new version in the same
way you configured the one you are using at the moment. Such parallel installation allows you to
inspect the new version and compare it with the previous one in your environment with your data
and settings.

The Major Update is installed alongside the version you currently use. The existing version is
not automatically uninstalled from your PC, and you can continue using the program version
you are accustomed to while having a look at the brand new one.

If the program detects availability of a Major Update, the Major Update Wizard will appear
on the screen.

Major Update Wizard bt

. ._F_/_/_,-/“

Welcome to the Major Update Wizard

The major update i an installation of & brand-new version of the program,
which indludes a number of significant changes

Thie new version of the program will import the settings and data from your
Curremt version, so that you won't need to configure the new version in the
LAfE Wy you configuréd the ang you aré using At the moment. Such
parallel installation allows you to inspect the new version and compare it
syith the prévious ane in your emvironment with your data and settimgs.

You are eligitle to purchase the new version or the program
atthe upgrade pnce. Tall purchased, the program will be run
inthe evaluation mode,

Beview the upgrade prices

The new version will be installed alongside the current
version of the program. The cumrent version of the program
will neither be modified nar uninstalled, $0 you may continue
working with it while trying out the brand-new one

@ emco To proceed, press Hesd, How to benefit from Major Update?

Hext » Cancel

Pic 1. The Major Update Wizard welcome page

The Major Update Wizard will introduce you to the features available in the brand new version of
Ping Monitor and guide you through the update process. The message displayed at the bottom of
the welcome page will let you know if the current License allows you to install and use the Major

Update for free. When the download is finished, the new version installation will be run
automatically.
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Chapter 13: Main Program Actions

The main program actions are all gathered on the Ribbon bar and are grouped by the functions
performed into pages. There are static pages, that are always displayed, and categories, containing
contextual pages, that are displayed only when a specific context is active. As for the static pages,
they are the following: Home, View and Program. These static pages are filled up with the pages
available in the Hosts Tools, Alerts Tools Category, Reporting Tools and Publishing Tools
categories.

This chapter is to describe the actions available on all the pages and can be used as a glossary
while working with Ping Monitor.
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Home Ribbon Page

The Home Ribbon page contains all main actions related to the primary features of Ping Monitor.
This chapter will describe each group and the actions available in it for the Home page.

Activity Ribbon Group

The Activity Ribbon group is used to control the monitoring process activity. The glyph of this group
is used to open the Monitor Settings preference page.

;: Start
sdtart The Start button allows you to start monitoring for the currently selected hosts.

[ . Stop

The Stop button allows you to stop monitoring for the currently selected hosts.

H H Pause

The Pause button allows you to pause monitoring for the currently selected hosts.

Pause

H“*; Resume
. o The Resume button can be used to resume monitoring for the currently selected
gsume

hosts.

Statistics Ribbon Group

The Statistics Ribbon group is used to manage the stored monitoring data.

Delete Statistics

The Delete Statistics button should be used to delete all monitoring data for the

Delete
Statistics selected hosts.
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Reporting Ribbon Group
The Reporting Ribbon group allows you to create generic reports.

E| Generate Report

c : The Generate Report button should be used to generate a performance and
Enerate
Report availability report for any period of time.

New Ribbon Group
The New Ribbon group contains the actions for creating new business objects within Ping Monitor.
v | Host

The Host button should be used to add a new host or a range of hosts to be
monitored.

Group

The Group button allows you to create a new hosts group.

Summary Report

: The Summary Report button should be used to create a new preconfigured report
umma
Repmry with the brief information on monitors performance and availability.

Detailed Report

5 ; e The Detailed Report button should be used to create a new preconfigured report
etalle

Report with the detailed information on monitors performance and availability.

Web Ribbon Group

The Web Ribbon group allows you to access the program's web interface.

I_ Web Interface
The Web Interface button can be used to open the EMCO Ping Monitor program
[=
e web site in the default browser.
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View Ribbon Page

The View Ribbon page is used to control the program representation, such as the currently app
skin, visible views and their layout.

Layout Ribbon Group

The Layout Ribbon group should be used for a workspace layout management.

Uﬂ Reset Workspace
Jr{eset The Reset Workspace action should be used to restore the default windows',

Workspace views' and dock panels' layout.

Show Ribbon Group

The Show Ribbon group should be used for managing the currently visible Ping Monitor views.

Hosts

v| Hosts Shows or hides the Hosts view. The Hosts view is used to display and manage
a set of hosts and groups in the program.

Reports

7 Reports Shows or hides the R'epc.).rts view. The Reports' vie\./v shows a seF of monitoring
performance and availability reports based on historical data, which can be
generated automatically on a regular basis.
Log

v| Log Shows or hides the Log view. The Log view shows information on the events

taking place during the program execution.

Access Control

v Access Control | The Access Control view is used to define roles used to control access to the
Ping Monitor server and assign those roles to users and groups.

Operations

Shows or hides the Operations view. The Operations view shows detailed
progress of each operation currently performed and allows canceling some or all
running operations.

v*| Operations

lied
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Skins Ribbon Group

The Skins Ribbon group provides you with an option of quick changing of the program skins.

Skin Chooser
(=0
'-E}_fi’j The Skin Chooser is a drop-down button that should be used to select the skin
Skin Chooser from the available skins to be applied to the program. The currently active skin is
’ the highlighted one.
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Program Ribbon Page

The Program Ribbon page contains service actions that are not connected to the business area of
the program.

Server Ribbon Group

The Server Ribbon group contains actions for reconnecting the client to another server and

reviewing information on the server the client is currently connected to.

'_1‘., Switch Server

-

+=
Switch The Switch Server button should be used to connect to another Ping Monitor server.
Server
__| Server Info
Serg The Server Info button allows you to review information on the server the client is
Infa currently connected to, including information on other connected clients.

Organize Ribbon Group

The Organize Ribbon group contains the actions to be used for managing objects.

@ Import

I The Import button should be used to import objects to Ping Monitor from a file.

s Export

The Export button should be used to export objects from the currently focused view in
Ping Monitor to a file.

/ Edit

The Edit button allows you to edit the object selected in the currently focused view.

Edit
“‘;,\ Delete
&
Elelete The Delete button is used to delete the selected objects from the currently focused

view in Ping Monitor.

Clipboard Ribbon Group

The Clipboard Ribbon group contains the actions to copy/move objects to the clipboard and paste
data from the clipboard.

L'J Paste

S The Paste button should be used to add the objects that are currently available from
the clipboard to a selected location in the currently focused view.
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Cut

The Cut button should be used to put the selected objects from the currently
focused view to the clipboard and remove them from the source after pasting them
to the destination.

afF Cut

Copy
| Copy The Copy button allows you to put the selected objects from the currently focused
view to the clipboard to be copied to the destination when pasting.

Update Ribbon Group

The Update Ribbon group is responsible for the product updates function. The glyph of this group
opens the General Settings preference page enabling you to configure the auto-update options.

_\F Check for Updates

Check for The Check for Updates button should be used to check for new versions of Ping
Updates Monitor.

Feedback Ribbon Group

You can use the Feedback Ribbon group to send EMCO Software a request for a new feature you
are missing in Ping Monitor or to report on problems you faced while working with the program.

(e Suggest a Feature
SLIIE;IH 'I"he Sugge.st a Feature bl'.ltton shguld be l..lsed to suggest a functionality you would
Eeiine like to see in the next versions of Ping Monitor.

= Report a Problem

R:;’;!a The Report a Problem button should be used for reporting the problem you faced
Problem while working with Ping Monitor.

Information Ribbon Group

The Information Ribbon group has a range of useful actions to manage licensing issues, get help or
information you may require.

T‘lé? Manage License
i

S The Manage License action should be used to review the current licensing state
Liceni. and choose from different product licensing options.

&k  Buy Now
o The Buy Now button is only visible if Ping Monitor is not activated. It provides you
with a quick access to the EMCO web store.
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Edition Upgrade

fJ \:l The Edition Upgrade provides you with an ability of benefiting from update to a
o more comprehensive edition of Ping Monitor with a help of the Edition Upgrade

Editi
Up,;,rl:;a Wizard that will help you choose an appropriate edition and purchase a license for
using it.
F'E! Contact Support

o The Contact Support button should be used to get efficient technical assistance
Support from EMCO Software support team.

;Ff*“\*‘o[ EMCO on the Web
The EMCO on the Web button provides you with a short-cut to the EMCO website.

EMCO on
the Web

_-" About

It opens the About dialog to review the Ping Monitor information, licensing
information and the End-User License Agreement.

About

Hosts Tools Category
The Hosts Tools Ribbon category is displayed when the Hosts view is active and contains the

Hosts page with actions for monitoring activity and data management.

Hosts Contextual Ribbon Page

The Hosts contextual Ribbon page from the Hosts Tools category contains the actions for hosts
and groups management.
New Ribbon Group
The New Ribbon group allows you to create hosts and groups of hosts.
v | Host

’ The Host button should be used to add a new host or a range of hosts to be
monitored.

Group

The Group button allows you to create a new hosts group.
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Auto-start Ribbon Group

The Auto-start Ribbon group can be used to include and exclude hosts to and from the auto-start
list.

.:‘L‘/ Include
Incllivla The Include button should be used to add the selected hosts to the auto-start list.
':':} Exclude
Eﬁude The Exclude button should be used to remove the selected hosts from the auto-start
list.
Alerts Tools Category

The Alerts Tools Ribbon category is displayed when alerts summary or alerts details are active and
contains the Alerts page with actions for alerts management.

Alerts Contextual Ribbon Page

The Alerts contextual Ribbon page from the Alerts Tools category contains the actions for alerts
management.

State Ribbon Group

The State Ribbon group allows you to acknowledge alerts.

3 Acknowledge

The Acknowledge menu can be used to acknowledge a currently selected alert.
Acknowledge Select a time period to acknowledge an alert — from 5 min to 1 day, or set a
° custom period. You can also acknowledge an alert permanently.

Severity Ribbon Group

The Severity Ribbon group can be used to set severity for a currently selected alert.

(573 Set Critical
s The Set Critical button should be used to set the critical severity for a selected
alert.
1 Set Major
\\..l

ek Msiin The Set Major button should be used to set the major severity for a selected alert.

;’I Set Minor

Wt

Set Minar The Set Minor button should be used to set the minor severity for a selected alert.
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Reporting Tools Category

The Reporting Tools Ribbon category is displayed when the Reports view is active and contains
the Reporting page with actions for working with preconfigured reports.

Reporting Contextual Ribbon Page

The Reporting contextual Ribbon page from the Reporting Tools category contains the actions for
working with preconfigured reports.
New Ribbon Group

The New Ribbon group contains the actions for creating new preconfigured reports.

= Summary Report

— The Summary Report button should be used to create a new preconfigured report
Repmtry with the brief information on monitors performance and availability.

= Detailed Report

Detailed The Detailed Report button should be used to create a new preconfigured report
Report with the detailed information on monitors performance and availability.

Reports Ribbon Group

The Reports Ribbon group contains the actions for working with already created predefined reports.

E-J Generate
GEHE;E The Generate button should be used to manually generate the selected
preconfigured report.
| Enable
| oN | - .
S The Enable button allows you to turn on an ability of generating the selected
reports.
["‘"-*]| Disable
Disab;ﬂ The Disable button allows you to turn off an ability of generating the selected
reports.
_| Open Storage
L

The Open Storage button should be used to open the local storage for the

Open 5torage
? ? report the feature of storing the output locally is enabled for.
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Publishing Tools Category

The Publishing Tools Ribbon category is displayed when the Details view is active and contains
the Publishing page with actions for saving displayed content to different file formats and printing
it.

Publishing Contextual Ribbon Page

The Publishing contextual Ribbon page from the Publishing Tools category contains the actions
for saving displayed content to different file formats and printing it.

Report As Ribbon Group

The Report As Ribbon group contains the actions for saving displayed content to different file
formats.

1 Adobe PDF File

I/ =
ﬂ:;je The Adobe PDF File button should be used to export the displayed data to the
PO File portable document format.
@ HTML Web Page
HTMI:;MEE The HTML Web Page button should be used to export the displayed data to the

MIME HTML Document

e HTML The MIME HTML Document button should be used to export the displayed data to
Document the MIME HTML format.

=&
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Chapter 14: Ping Monitor Client-Server Concept

Ping Monitor is shipped as a client-server application, thus allowing to perform hosts monitoring and
generate regular reports with no logged-on user session required. The server part is represented
with the Ping Monitor Server 9 Windows service, and the client part is the program that is running
in a user session.

i "\‘;-l The program allows multiple clients to connect to the server and work simultaneously with

Y the same data. The number of connections depends on the used license. The Free edition of
the program allows one connection only, the Professional edition allows two simultaneous
connections, and the Enterprise edition doesn't limit the number of simultaneous

connections.

The Enterprise edition of the program allows connecting to servers running on the local or
remote computers. The Professional and Free editions can connect to a server running on
the same computer only.

By default, the service is configured to start together with the underlying operating system, thus
allowing you to start monitoring as soon as the hosting PC is up and running provided that the
corresponding automation option is enabled (it is enabled initially). When you launch the client
program, it prompts you to choose if the server to connect to is located on the local or remote PC

EMCO Ping Monitor Enterprise >
Connect to Server
Specity if you would ke to connedt to the Ping Monitor b*
Enterprise server located on the local PC or on a remote one, L_jsm

The senreer is running on the local host

® The senver is running on a remate host

Hast Hame / IP Address: | MERCLURILS W
User Nama: MERCURIUS Alex
Password: Ty

Use Windows sestion credentials

Learn more about connedting to Igcal and remofe senvers

Connect Clase

Pic 1. Choosing the server to connect to

For the server to accept remote connections, the following ports should be opened in the firewall for
inbound TCP connections:

e 48019 - this port is used to connect to the remote server using the Windows session
credentials;

¢ 48020 - this port is used to connect to the remote server via a SSL channel using the specified
credentials.

If you would like to use custom ports, you can define the required ports in the following key
of the Windows Registry on the PC hosting the Ping Monitor server:
HKEY_LOCAL_MACHINE\SOFTWARE\EMCO\Ping Monitor\v9
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To override the port used for connection by using the Windows session credentials, you
should specify it in the Port DWORD value. The SSLPort DWORD value should be defined to
override the port used for connection via a SSL channel using the specified credentials. For
the client to be able to connect to the server via a custom port, you should define this port
in the server name, e.g. emco-server.local:3112.

After the connection is established, the client allows you to manage the monitoring process, the
hosts and the reports if you account is authorized accordingly by the server access control
configuration. You can disconnect from the current server and connect to another one at any time
using the Switch Server button from the Application Menu or from the Server Ribbon group on
the Program page.

When connecting to a remote server, you can choose if you would like to use the credentials of the
Windows session the client program is executed in or to provide other credentials. When the current
session credentials are used, all aspects of the Windows integrated security are applied to the
client-server communication. Otherwise, when the credentials are provided manually, the transport
layer of communication is secured with a SSL certificate provided by the server. By default, the
self-signed certificate issued to <% SHORT_NAME®%o>Server.exe is used. It is not fully trusted,
because the DNS match and the trusted root conditions are not met. Although it is possible to
accept this certificate for communication, it is strongly recommended that you use the certificate
issued to your server. It can be either your self-signed certificate issued by a certification authority
trusted in your organization or the certificate issued to the server by one of the commonly known
certification authorities. The certificate to be used by the server for authentication is selected on
the Server Configuration page of the program preferences.

In the Server group, you can also find the Server Info button. When this button is pressed, a
dialog is displayed containing information on the server and all the clients currently connected to it.
Upon exiting the program, the client is disconnected from the server application that keeps running
on the server PC.

In case the currently installed client is not compatible with the server you are connecting to, the
program will prompt you that a compatible client needs to be installed, if it is not installed yet,
otherwise the compatible client is automatically launched and connected to the specified server.
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Chapter 15: Access Control

Ping Monitor server supports concurrent access by multiple users. Each user is authenticated by its
Windows credentials, but for an enterprise solution it is not enough to authorize access since each
action should also be authorized for specific users only so that a simple user cannot perform
administrative tasks. In Ping Monitor the server access is controlled by means of roles.

b ) The roles management is available only when running the Enterprise edition of Ping Monitor.

2/llf With the Free and Professional editions, all users that are allowed to access the machine the
Ping Monitor service is running on are granted administrative access to the program.

Each role defines a set of enabled privileges. There are three predefined user roles, which are
Administrator, Read-Only and No Access. The Administrator role is used to grant users an
unlimited access to the server. The Read-Only role allows the users in that role to access the
server but does not allow performing any modifications to the server data and configuration. The No
Access role should be used to disallow access for specific users that belong to the groups for which
access is granted. In addition to these predefined roles, you can create custom roles enabling
required privileges for those roles.

The roles may be assigned to users and groups thus granting or disabling access to Ping Monitor
features for specific users. By default, users that are members of the built-in administrator groups
on the PC hosting the server are assigned the Administrator role. Other users are not allowed to
connect to the server.

0 It is possible to grant users administrative access without applying the Administrator role

to them by adding those users to the Ping Monitor Administrators Windows group. This
option can be used by the server administrator to get protected from losing the
administrative role due to mistakes in roles configuration or manipulations performed by other
administrators. Note that you need to re-authenticate your credentials (which typically
means that you need to re-login) when adding a new group or changing group members.
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The roles are managed and assigned within the Access Control view. To assign roles to users
and/or groups, use the Assign Permissions button in the Permissions part of the Access Control

view. A dialog will be opened where you can add a set of principals and choose a role for each one
PFic 1

Assign Permissions .4

Permissions Assignment
Ta assign permission 1o an individual or a group of wiers, add them to the st below. Then select ane or
more of the names and choose the roles for the selected users and groups in the box to the right of the list.

Choose users and groups to spedify the role to be used for Selected users and groups <an interact with the senver

interaction with the server. according to the chosen role and its privileges.
S0 X B E g3  Role: |Administrator v/
Principal A  Rols +  All Privileges
| Alex MERCURIUS\Alex) Administrater || | | # " Monitoring

" Manage Alerts
' Manage Hosts, Groups and Acdtivity
' Manage Statistics
4 v Reporting
« Generate Reports
' Manage Reports
4 o Server Management
W Configure Server
' Manage Access Contral
+ Manage Operations

Pic 1. Permissions assignment
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The assignment process is fast and easy. All you need is adding a list of principals for which you
would like to assign roles in the table then selecting a role for each one on the right of the table.
You may select multiple principals and assign them the same role. For each role, you can review the
set of enabled privileges. To proceed with assignment, press the Assign button.

To assign another role to any principal, select it in the Access Control view and click the Edit
button. Alternatively, you can use the corresponding item in the pop-up menu. A dialog will be
opened where you can choose a new role for the selected user or group. To delete role
assignments, use the Delete buttons and menu item.

To create a custom role, use the Add button in the Roles part of the Access Control view. A
dialog will be opened where you can specify a name for the role to be created and a set of privileges
to be granted to users in this role

‘Reporting’ - Add Role bt

Configure Role

|
Specify the mame for the role and choose the privileges to be assigned to the wser this role applies to, & —
Name: | Reporting
Enable the following prealeges for this role:
B O e ll—| s
Br 0O EE b
Hame &  Description
All Privileges i
A Konitaring

Manage alerts Emables users to redefine the severity of the active alerts and acknowledge thi

Manage Hasts, Groups and Adtivity
Manage Statistics
a Reporting
Generate Reports
Manage Reports
F] Server Management
Configure Server
Manage Access Contral
Manage Operations

Allows users to add, edit and delete hosts and groups; to star, stop, pause ar
Enables users to provide comments on outages, reset menitoring statistics for

Allows generating custom reports and initiating generation for preconfigurec
Emables addimg, editing and deleting preconfigured summary and detailed re

Emables users to change the server settings and clear logs.
Allows to assign, reassign and delete privileges as well a5 add, edit and delete

Frovides an ability to cancel operations running on the server.
>

Add Cancel

L

Pic 2. Creating a user-defined role

You can use the Edit button and menu item to change the role in the future. As during creation, it
is possible to specify the role name and a set of privileges. To delete specific user-defined roles - if
they are no longer required - use the Delete button and menu item. If the role is assigned to
principals, you are prompted to decide during the deletion process whether you would like to delete
the assignment altogether or reassign another role to those principals.
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Chapter 16: Optimizing System Performance

Ping Monitor is designed to monitor a large number of hosts simultaneously, but the monitoring
performance depends on multiple factors. The main factors are the number of monitored hosts, the
monitoring settings and the hardware of the machine where the Ping Monitor server runs. When
starting the program for the first time, you may indicate the estimated number of hosts to be
monitored, so that the program can automatically configure the appropriate monitoring settings.

By installing the Ping Monitor server on a modern computer that satisfies hardware requirements
listed below, it is possible to monitor 8,000+ hosts. The program has a technical limit of 32,000
hosts that can be monitored by one server. The practical limit depends on the used hardware
configuration. You can use the following recommendations to configure hardware on the Ping Monitor
server.

Hardware Requirements

Processor

* A single-core processor on the server allows monitoring up to 1000 hosts.

e Using a multi-core processor each core allows monitoring 4000 hosts. For example, using a 2-
core processor, you can monitor 8000 hosts.

Memory

Depending on the amount of RAM installed, you will be able to monitor up to:
e 500 hosts per 1 GB if you have no more than 4 GB of RAM
¢ 1000 hosts per 1 GB if you have more than 4 GB, but no more than 8 GB of RAM
e 2000 hosts per 1 GB if you have more than 8 GB of RAM
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For example, to monitor 2000 hosts the server requires at least 4 GB of memory. To monitor 8000
hosts the server needs at least 8 GB of memory installed.

Disk Usage Estimation

The program uses a database to store the collected data. Using the default settings, the program
stores data in the file-based SQLite database. If you plan to monitor more than 1000 hosts during a
long time, it's recommended to use a SQL Server database to improve the data storage
performance. You can switch the database type on the Program Database page of the program
preferences.

The program stores hosts statistics, raw ping reply data and all registered events for each host.
With the default monitoring settings, it takes about 2.5 MB per host per month (0.2 MB for storing
statistics and 2.3 MB for storing raw ping reply data), so make sure you have enough free space to
store this data. The SQLite database is stored on the file system of the server, so make sure the
hard drive space is sufficient to store the collected data.

To optimize the disk usage over time, the program may delete old data for each host automatically.
You can configure the program to automatically clean up old data on the Monitoring Statistics
page of the program preferences.

To save the disk space, the program skips storing the raw ping reply data by default if you
monitor over 5000 hosts. You can configure the program to store raw ping reply data on the
Monitoring Statistics page of the program preferences. Make sure you have sufficient free
space available to store the data.

Tuning the Monitoring Settings

The program pings every monitored host regularly at a configured time interval, as explained in the
How the Program Works chapter. If you monitor thousands of hosts at short intervals, it can
cause a large CPU and network workload on the server. To prevent that, the program sets
appropriate monitoring intervals at the first start of the program depending on the estimated number
of hosts. You can change those settings later on the Monitoring Settings page of the program
preferences.

If you plan to monitor a very big humber of hosts, you need to avoid using short intervals to
prevent a high system workload. The server tunes the intervals automatically depending on
the current system workload and increases them, if required, to guarantee the monitoring
system responsiveness. The server changes the intervals to the nominal values automatically
when the system workload goes down. It's recommended to use 10-sec. monitoring intervals
if you plan to monitor over 500 hosts and 30-sec. intervals if you plan to monitor over 1000
hosts, otherwise the server may change them automatically to prevent a high system
workload.

=)

Other Performance Optimization Recommendations

When you monitor a large number of hosts (i.e. over 1000 hosts), the program GUI client can use
the system CPU and memory quite intensively. In this case, it's recommended to run the Ping
Monitor server and GUI client on different machines to reduce the system workload. Parallel GUI
client connections also influence the server performance, so you have to reduce the number of
parallel connections to the server if it runs out of resources.
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Chapter 17: Notification Center

The Notification Center is used to notify users about possible configuration problems, available
program updates, etc. As soon as notifications arrive, you are able to see a balloon icon in the
status bar together with the number of available notifications. When you click on this element, the
notifications are displayed in a flyout window on the right of the main program window Pic 1]

® O & - EMCO Ping Manitor Entespeise m - 0 x
Hame View  Program @

f & o~ | & = .= f
PEBIINPD K | =85 5 3 B
Wt Seg Pause  Retume Generate Dotument | Hoft  Gioup  Swusmary  Detailed Wb
Repart Report  Repot Interface
Satutees Reporiing Hew Wb .

&
Overview -
| Update Available x
|_I|_ [ Ovenvitw fior a8 Hose The program update to version 7.1.0.500 is available. Click to review the  [&8
ad list of changes and proceed with update, if ready. L
State & Quality ®

o[l seH

Authentication Certificate Issue

| ACti\rity : ;'1' & preferences could not
Ya u .
27“ Active Mail Server Not Defined
— .
Performance 0} ™ Period: § Minutes (1032022 514 AM - 1052022 505 a0 = | | | 88| Ale

Hosts (36

100
)
L)
&
2

=l Lop 5 Acers Contrel T Opetations

Pic 1. Displayed notifications

When you click on the notification, you are proposed to perform the action requested by the
notification. For example, in case of the configuration issue, the preferences dialog is displayed on

the appropriate page, allowing you to fix the issue, and in case of the available update, the update
wizard is displayed.

If the notification is about any kind of a critical issue, it is highlighted red and it is not possible to
ignore it. For other notifications, you can close each and every one using the cross button in the
right top corner of the notification row. As the notification is closed, it won't be displayed again until
the condition for displaying it is reached once again.
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Chapter 18: Requirements

Please carefully read and follow all requirements, listed here, or you may not be able to successfully
use the product. You can contact our support if you experience a problem during the product use.

System Requirements

Computer running Ping Monitor must meet the following requirements:

Minimum Hardware Requirements

e Intel Core iX Processor or equivalent
e 4 GB of RAM

e 2 GB of free disk space

Recommended Hardware Requirements

e 6th Gen Intel Core iX Processor or equivalent
e 8 GB of RAM
e 10 GB of free disk space

Supported Platforms (x86/x64)

e Windows 11, 10, 8.1, 8, 7 (with SP1 or later)
e Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008 R2 (with SP1 or later)

Requirements

¢ Administrative rights on the local computer
e Microsoft .NET Framework 4.5.2 or above

e TCP ports opened: 48019, 48020

Copyright © 2001-2022 EMCO. All rights reserved. 259



EMCO Ping Monitor 9 Edition Upgrade

Chapter 19: Edition Upgrade

The program has multiple editions with different features, so you can select the one that suits your
needs.

- Edition Upgrade

.':'."‘J -.\I
x'tu”-r] The Edition Upgrade provides you with an ability of benefiting from update to a more
Edition comprehensive edition of Ping Monitor with a help of the Edition Upgrade Wizard
UPAradE  that will help you choose an appropriate edition and purchase a license for using it.
The Edition Upgrade Wizard was designed to make the upgrade process easier. This wizard

can be reached by clicking an appropriate hyper link in the About dialog or by using the Edition
Upgrade button from the Program Ribbon page.

EMCO Ping Monitor - Edition Upgrade X

Upgrade to a more comprehensive edition

Edrtion upgrade process is fast and &ady. You an purchate an upgrads to & mare comprehenine
edition of EMCO Ping Monitor any time you want and feel all the advantages of that edition

-&_} Get mare features with an advanced edition of the proglam

Visit the EMCO Software online shop to purchase an upgrade right now and get ready
to benefit from using a more comprehensive edition.

.i Choose the program edition that is best for you
5

Review the comparison matrix of different program editions to get introduced to the
features available i the other editiond.

How to benefit from an upgrade to angther edition?

oK

Pic 1. The Edition Upgrade Wizard

With a help of the Edition Upgrade Wizard, you can purchase an upgrade to more comprehensive
edition of Ping Monitor with a single click on the Get more features with an advanced edition of
the program option or introduce yourself to the features available in the other edition of the
program using the Choose the program edition that is best for you option. This option will open a
feature list web page that shows you the detailed comparison matrix of the features available in
different Ping Monitor editions so that you can review all the features of each edition before
choosing the one that best fits your needs.
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Chapter 20: How can | leave my Feedback?

EMCO Software always takes care of its customers, and your opinion means a lot to us. For this
reason, our programs have built-in features for your feedback. You can suggest a feature you want
to see in new program versions or report a technical problem you have faced using the program.
Specifying your contact information on the feedback forms ensures that you will be informed of any
changes with regard to the reported issue, our plans for implementing the suggested feature or
fixing the reported bug. Those actions can be found in the Feedback Ribbon group of the Program
page.

& \“}. Suggest a Feature

' The Suggest a Feature button from the Feedback Ribbon group should be used to
Suggest a . . . . . . .

Ernline suggest a functionality you would like to see in the next versions of Ping Monitor.

Ping Monitor comes with a wide range of features, but if you feel some functionality is missing, you
can always suggest a new feature to us that you want to see in the program. To suggest a new
feature, you should press the Suggest a Feature button from the Feedback Ribbon group. After
pressing this button, you will see the Feature Suggestion dialog on the screen where you
are offered to enter your contact information and describe your suggestion.

Feature Suggestion bt

Ping Monitor Enterprise 9.0

Na informahion 15 gathered from your computer - the dats we réceve containg only this information. You will recenve a
copy of this report by e-mail to the specified address,

M ame: 'CD:"I'ID&I'I:.-‘ E-mai:
Alex Delorian Dreamlight LLC alex@dreamlight.org
Summany:

Wiould like to start and stop Monitoring for each Host individually.

Description

t weould e great if | could right click the Host and then choose to start monitoring for this host and the right
¢ik it and ftop manitonng without changing the momitanng state of other Hasts.

How ¢an | leave my feedback?

Send Cancel

Pic 1. The feature suggestion form
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How can | leave my Feedback?

Press Send when you are done with filling out the form to send your suggestion.

Report a

Report a Problem
The Report a Problem button should be used to report a problem you have faced

Froblem while working with Ping Monitor.

Ping Monitor is easy to use and very stable. Nevertheless, if you have faced any difficulty or
problem while working with it, you can send us a problem report. To send such a report, you should
press the Report a Problem button from the Feedback Ribbon group. When this button is pressed,

the Problem Report dialog

contact information and describe your problem.

Problem Report

Ping Monitor Enterprise 9.0 on Microsoft Windows 10 x64

Na information exdept the data you se& in this dialog is gathered from your computer - the dala we redeve containg
anly this information. You will receive a copy of this report by e-mail if an e-mail address is provided.

ame: Campany: E.mail:
Alex Delorian Dreamlight LLC alen@dreamlight.org
Erviranment:

Microsoft Windows 10.0.14393, Runtime: 4.0.30319.42000

Summary:

I'mfacimg problems with configuring Custom Actions

Descnplion
Please assnst wvath Custom Actions. How shauld | pass the event parameters to the action?

How can | leave my feedback?

Send Cancel

Pic 2. The problem report form

will appear on the screen where you are offered to enter your

In the Environment field, you can provide us with a description of the specific environment used

while working with the program. Press Send when you are done with filling out the form to send

your report.

Do not hesitate to contact EMCO Software - we are always glad to receive your feedback and are
doing our best to satisfy our customers' preferences.
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Chapter 21: About EMCO Software

EMCO creates mission-critical software to manage network computers remotely and automate
network administration.

Our company was founded in 2001 in Reykjavik, Iceland. Managing Windows networks as network
administrators, we could not find tools that would help us automate our routine network
administration tasks, so we decided to create such tools for fellow administrators and ourselves.

Today we offer innovative software that help IT specialists and network administrators to automate
their Windows network management tasks. Our software tools are focused on remote management
of Windows computers across networks and allow administrators to perform routine tasks on all
managed computers with a few mouse clicks. We automate software audit and deployment, power
management, hosts monitoring and other computer administration tasks.

Learn more: https://emcosoftware.com.

Our Customers

Being suitable for managing networks of any size, our products cater to the needs of 25,000+
customers in 85 countries around the globe. They are Fortune 100 corporations and small
businesses, as well as governments, military institutions, universities, public schools, libraries and
charities.

Our customers rely on EMCO products for managing their mission-critical network infrastructure.
Using our products, network administrators monitor, audit, deploy and manage 3,000,000+ network
devices every day.
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Chapter 22: Contact Information

We would be glad to help you with any questions and problems you might have. Use the contact
information below.

Contact Sales Contact Support
Our sales team is standing by to answer your Our support team is here to help you with any
questions about purchasing or licensing EMCO technical product-related issues you may have.
products. Submit a request, send us an e-mail or We provide free technical support for all our
call us: Contact Sales. products, including freeware. Submit a request

or send us an e-mail: Contact Support.
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