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Run a program under Administrator privilege

Inthistutorial wewill show you how toexecute a program under another user rights to gain more accessif you
don'thaveitfromyour current user logon.

Some of our programs require Adminigtrator rights to the remote computer to perform correctly, and the most
common support questions we get are because the user that isusing our product's does not have the required
privilege neededfor the program toperformtheway it should be!.

About the RunAsfeature

TheRunAsfeaturealowsyou torunany programunder another user account rights. Think about it... if you are not
afull member of the Administrator group onthe computer you areloggedinto andhave a need torun aprogram as
the administrator user you can use the RunAsfeature any time you want. But of course you need to know the
passwordfor theadministrator or the user youwant to usefor the RunAsfunction.

Therearemany ways to use and accessthe RunAsfeature, and wewill write about two of them here inthisshort
tutorid.

Using RunAsfrom the command line, Cmd.exe

From the screenshot below you can see how we access this feature easily by writing just the RunAs.exe asthe
filenameintothe Cmd.exedial og.
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All about the RunAscommandfromMicrosoft web site.
http://technet.microsoft.com/en-ug/library/bb490994.aspx
Another good reference siteabout Commandsfrom Microsoft.

Command-linereferenceA-Z
http://technet.microsoft.com/en-ug/library/bb490890.aspx

Good hint if you need torunitfrom alogonscript or just from any remotecmdline utility on the market today that
canexecuteprogramsremotely.

Y%systemroot%o\system32\runas.exe

Using RunAsfrom right click on a program .exefile

The most used method and easiest to useis, execute the RunAscommand by right click on a program file by
holding down the SHIFT key and select RunAsmenu item. After the click youwill get adiaog that popup where
you canenter your user info.

Screenshot of the Run Asdiadog
Open Run As Other User x|
Run as...
ou may nok have the necessary permissions ko use all
Send To » the Features af the program you are abouk ko run, Yoo
may run this program as a different user or conkinue ko
ut run Ehe program as ‘WINNZ000%admin.
Copy

" Run the program as WIKN2000%admin
Create Shorkout

—{* Run the program as the Fallawing user:

Delete
Renarme Lser name: I Administratar
Properties e I e
2000 Domain: | WINZ000
Ok I Cancel |
Open Run As r>_(|
Run as... )
Pin ko Skark menu
Which user account do wou want to use ko run this program?
Send To k
Cuk () Current user (WINXPPRO-%86-5Padmin)
Copy Protect my computer and daka From unauthorized program ackivity
Create Shortouk This option can present compuker viruses from harming your
Dielete computer or persanal data, buk selecting it might cause the progranm
ko function improperly,
Renarme
Properties (%) The Following user:
2003 or XP Lser name: | ﬁ Adminiskrator W | i
Password; | sessnsensennel |
[ Ok, l [ Zancel ]
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Open User Account Control =23

@ Run as administrator F\J A | :
y rogram needs your PErMISSION to continue
Pin to Start Menu " P y

Add to Quick Launch

If you started this program, continue,

Copy as Path
q ) , e UnLeck Locked File
estore previous versions EMCO ehf.
Send To ¥
To continue, type an administrator password, and then click QK.
Cut
Copy

Create Shortcut
Delete

Rename

Properties 'lE"::' Details I oK | ’ Cancel

2008 or VISTA

User Account Control helps stop unauthorized changes to your computer,

Y ouwill seethiswindow if theaccount you areus ng haslack of permissions

User Account Control [E5m]

G] A program needs your permission to continue

If you started this program, continue,

e UnLock Locked File
EMCO ehf.

'lE"::' Details Continue “ Cancel

User Account Control helps stop unauthorized changes to your computer.

Y ouwill seethisconfirmationdidogif theUACisactive

Fromthisdialogyou canenter your user informationsyou want to use. But note that you can only use account that
you know the password for and if usng a user account from another domain you need to have a Trusted
relationsship tothat domainfromyoursdomain.

Wewiill also show you aexamplewhereyou can use Adminigtrator account localy on another remote computer if
your comptuers are only amember of aworkgroups not domains. For that to work you will need to change the
Domain:fiddinfo. Let'ssay youwant torunthe program.exe asthe Administrator user on acomputer that havethe
name MAXIMUS then you will enter the MAXIMUS name to the domain field of the Run As didog. See
screenshot.
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Run As Other User |

% ou may not have the necessary permissions to use all

the Features of the program wou are about torun, You
may run this program as a different user or continue ko
run the program as WINZ000admin,

" Run the program as WINZ000%admin

—{* Run the program as the Following user:

Llser name: I Administrator
EaSSWDrd: I *************l
Diornain: I MaRIMUS

Ik I Zancel

Next write Adminigtrator tothe User name: field and password into the Password: Field. Next click then OK
button and the program.exefilewill berun asthe Administrator user from the MAXIMUS and the process has
exactly the samerights asthe Administrator user account onthe M AXIM UScomputer.

WORKGROUP computers does not have the same security as domain computers. For our programs
(Emco products) is best to run them asthe Domain Administrator user or from a user account that is a
member of the Domain Admingroupinyour domain.

For aworkgroup computers it is best to run the program's from a user acount that also exists in the
adminigtrator group ontheremotecomputer's.

6 The passwordmust alsomatchfor this towork.
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